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FINAL

DoIT - 5.25.2012- v.2
PAYMENT CARD INDUSTRY DATA SECURITY STANDARDS

APPLICATION DEVELOPMENT AND MAINTENANCE FORM

	Instructions:
	Complete this form prior to a new application being moved into production or any changes to an existing application are promoted to production.  This checklist applies to both custom and COTS solutions implemented
The original, signed form shall be kept with the agency for PCI compliance purposes.   A copy shall be sent to the Web Support Division for audit purposes.


	Section 1: Application Information

	Application Name:

Agency:

URL:

ICR:



	Section 2: PCI DSS Checklist Signoff

	Yes/No

Task

Code Review Completed
Separate Dev/Test and PRD environments
Separation of duties between Dev/Test and PRD environments
Production data (PANS) not used in Dev/Test
Test data not promoted to PRD
ICR completed and approved.  Includes

· documentation of impact
· documentation of approval by authorized parties

· documentation that functional testing done to validate no adverse impact to application

· back-out procedures are in place
Vulnerability Scanning and Penetration Testing done prior to move into PRD
All “High” vulnerabilities identified in scans and penetration tests have been addressed


	Section 3: SignOff

	IT Manager:

Lead Developer:
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