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" tAudlt ofthe fmanual statement of the New Hampshlre Department
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) ’MATERIAL WEAKNESES
: 'Observatlon No 1 Establlsh ‘a Formal RISk Assessment Process '

The Department S Fmancnal Management Pollcy has been updated t

‘ }’atrioia T Lotrejoy :
Senior Deputy Secretary. of State '

, Erin Hennessey "~
Deputy Secretary of State. -

or issued in conjunction with th_e X
of State for the year ended June 30, . B

0 mclude

© Documented reconcnl:atlons between NHFirst and the Quick Start and Star subsystems.

e Year-end review of the State’ s closmg procedures with part
- of unearned i income and prepald expenses with all division-

cular. emphasns on proper recordmg
heads ' '

“e Al report subm155|ons required by’ RSAs are revnewed and such review ev1dences by the

- appropriate supervusor

"¢ Bi-annual review of all sources of revenue and expenses W|th fa’ll;dep‘artment headsto,e_nsur'e all'

items are properly accounted
o 'Payroll process
. The .Depa_rtmevnt is currently developing its Continuity of Operatlons
~ the development of this plan, the Department is developing and-doc
process over financial accountmg and. reportmg, including informati
of the risk assessment process W|ll tie w:th internal controls already |i
controls |dentlf|ed m the risk assessment process ‘Once formallzed
coop plan will be routlnely monltored and updated as needed The
"V'October 15 2022. - ' =

‘ifl pa ge

Plan (COOP) In conjunctuon W|th ’
umentmg its formal risk’ assessment _
oy technology “The documentatlon >
in place as well as addltlonal R
boththe risk assessment and the
expected completlon date lS




IT Risk Assessment:

The Depart’ment has put'in place a’rlg’orous analysis of all curre nt IT systems wuth speC|aI

» attention to updatmg warranties for crrtlcal components mventory controls, and potentual

- cloud migration. of non-election data. The mrtral analy5|s revealed shortcomrngs with the
previous vendor and we have successfully transrtroned to a new vendor for the Star System and
’ Quick Start system inthe second quarter of 2022 A trackmg system prlorrtlzmg the backlog of
programmmg requests has been |mplemented ~ o

We have successfully replaced the- problem vendor WhICh main talned our legacy statewnde e
__voter registration (ElectroNet) program and: have: awarded a cantractto build a new -

replacement statewrde voter reglstratlon system The prOJected completron date of the new . .

system is slated for 2023 The Department continues to. maintain its Iong standlng protocol of
usrng an mdependent network structure for our electron s operatlon :

SlGNlF_lCANTfDE-FlClENClES‘ o

o Observatuon No. 3 Frnancral Accountmg and Reportlng Process Should_D‘e»lmVprovedm,

.AII issues crted in th|s observatlon have been addressed rn the updatedr?F’i’nan'ciaI‘Manag"e’ment Policy.=,; '

;V Observatlon No 4: System Revenues Should be Perlodrcally Reconculed to NHFrrst

.AIl dep05|ts made through QurckStart and'the Star System are reconcrled to the NHFirst System onan’
mdwrdual basis as: they occur. The NH Department of Admlnrstratlve Servrces generates and provides

O the Department with a Detail Transaction Register. Ona quarterly basis The Department Accountant is

' reconcrllatrons

now required to perform a formal reconcrlratlon between the Department'_ssubsystems and the NHFirst-
!,_System The Assnstant Secretary of State for Admmrstratron rewews and‘ldoc_um.ents approval of the.

’ There were two known programmlng issues ldentrfled |n the audrt The fix was attempted butthe“ '
programmmg request had not been completed by the. problem vendt or As of Mrd-AprrI 2022 a new _

- vendoris in place to manage the QurckStart system. and will be addressmg these programming. |ssues In
B the meantrme the drfferences between NHFlrst and QurckStart will contlnue to be manually reconciled.

"IObservatlon No 5: Control Over Payroll Should be Strengthened S

o Allrssues_crted in thls observatlon have-been addressed i "m the updated F'rna'ncia‘l ‘Ma‘nagement Policy’.: SR

R

» Observatlon No 6 Controls Over Management Reportmg Should Be Established

Issues crted in thrs observatlon have been addressed in the updated FlnanclalManage‘ment Poli.c'y.'
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- _no Ionger accounted forin the Dedlcated Fund "Recount Admlmstra

‘ ’I;istin'g of required‘statutory reports by due dates has been entered |nto the Department wrde monthly ’
B &calendar and all reports wrll be revuewed for accuracy and such revrew wrll be evrdenced ‘

‘ DAS has created a new: accountmg umt to properly record the sale ol

voter checkllst sale of checklrsts

o are no longer accounted forinithe Dedrcated Fund ”Recount Admrnl strative and Fee_, Accou.nt B

Observatlon No 7 lnformatron Technology Plans Should Be Established

See response to Observatron No 1. Regardmg IT RISk Assessment _‘ o

~ COMPLIANCE COMMENTS STATE COMPLIANCE a ,}.

Observation No. 8: lnvestor Educatron Fund Should be Used For Its Statutory Purpose

N. H 421 B:6-601 authorlzes the secretary of state to develop and i plement unvestor educatron

- mrtratrves to lnform the publrc about lnvestmg in securltles wrth emphasis on the preventron and
" detection of securltles fraud These’ mrtratrves are funded by: admrnr strative fines and penaltres coIIected

by the Bureau of Securrtles Regulatlon The Bureau. has consrstently marntamed an active mvestor
education outreach program mcludmg in-person presentations toa vide range of audiences |nc|ud|ng ;

hlgher education sponsored llfelong learmng centers, senior centers

- groups law enforcement, and CPA’s ‘to.name a few. |n addrtron Bureau. staff appear on l|ve radio call- . G

in programs and dlssemmate rnvestor mformatlon and alerts to. prrnt

ClVlC organlzatlons employee

media throughout the state

. Dunng FY 2022 the secretary of state mrtrated a major plan to expand the Bureau S mvestor educatron

‘program mcludrng an expendlture to develop and publish a. New Hampshlre Investor Guide. Th|s gurde o |

is intended for use at in- person events; and is also available: atno cost to. the general publlc Investor

education funds have also been utilized to develop a unique investor

educatlon website addressingon a .

varlety of toplcs mcIudmg how to select a financial professronal frayd preventlon and detection,-and a
. _wrde range of resources. A strateglc communlcatrons consultant has been retained to assist the Bureau

‘with expandmg outreach programs as well as the production- of rad| D

andtelevrsronadvertrsements ,

promoting safe investing. ln addltlon expendrtures for the product on of webcasts and podcasts a’nd ‘
a drgltal marketmg campalgn to promote the investor protectlon websute are planned for FY 2013 2014,

T Al charges to the lnvestor Educatlon Fund are bemg revrewed for ap proprrateness The Electlons

‘ Division will be charged for any usage. of the mini-van that was purchased with Investor Educatlon o
. 'Funds The State. Department accountant will bill the Elections Drvrsron for any use ofthe van usrng the )

, bllllng rate of the NH Government Motor Pool

o b_Observatlon No g: Voter Checklrst Flnancral Actrvrty Shoulcl Be AC( ounted For In A Separate Account .

,DAS has created a new accountrng unit to properly record the sale OK

voter checkllst ‘sale- of checklrst are
rve and Fee Account ' '

e Obs’ervatron No._slgo_t; ;Admrnrstratrve Bul‘es‘Should Be Adopted .and Approved As Requrred By Statue

3|F ag e




s ,,The Secretary of State has evrdenced his approval of all Admmlstrat /
. Hampshlre Board of Auctroneers smce the date of the prevrous aud

'Observatlon No 11 Statements Of Funancral Interests v
, _'Report Non Fllers As Requlred By Statute ’

" An updated Irst of membershlp in all Boards and Comm|55|ons related to the Department has been '

o prepa’red AII members have been remmded of thelr responsrbmtyt - fil the Fmancral Drsclosure form = -
requ1red by RSA 15 A Fllrngs have been recelved from all’ members The Department wrde calendar has

Abeen updated to mclude annually updatlng the lrst of all members of the Department and members of

g ‘Department related boards and ‘commission that are. requrred to file the flnancral drsclosure fo M,

. -‘supplymg the form to all mdrwduals and followrng up on status of fll ngs o B T

~:'-'5Observat|on No 12 Memorandum Of Understandmg Should Be Revnewed*A nually As Requured

L \An updated MOU between NH DHHS and the NH Secretary of State Nas srgned m'Devcember 2021 |t W|ll'; ‘
L be scheduled for reVIew each December and is noted in the Department calendar o L

s | Observatron No 13 Outdated Statutes Should Be Amended OrfRepealed

7 ’jthe 2022 leglslatrve sessron the followrng bl”S‘W , passed by both chambers and S|gned by the ' -' e
o 'f'fff:Governor HB1102 removmg the Boxmg and Wrestlmg Commrssmn and the Board of Lice ure and
»,;zvl_'Certlflcatlon from bemg admmlstratlvely attached to the Departmert of State and HB1269 that
R 'elrmmated the Grant Review Commrtte R S :

T ’The ~D _artment is mamtammg an ongorng fist of statutes relevant t:) the Department that erther':ne C
: to be amended or repealed and annually w1|l be submut relevant |tems for Iegrslatlve consrderatlon

- :,_,“(r;,:Da;vjd' Sca nlan- | :







