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1. Introduction

1.1 Purpose

The purpose of this document is to present the updated logical design for the State of New Hampshire J-ONE criminal justice information system. This logical design focuses on the core components planned for J-ONE and the interaction among these core components.  The logical design intentionally omits information pertaining to the physical design except where the physical design is already in place (see Current implementation). Since the original logical design was developed there have been a series of design and development iterations for the messaging components described herein. This process is expected to continue for approximately two years. 

The intended audience for this document is primarily technical personnel having some association with J-ONE, either in the development cycle or as part of the implementation and rollout of functionality. Readers with a functional perspective may also find this document useful in understanding how the J-ONE solution will address specific business needs.

The original J-ONE logical design was titled “The State of New Hampshire Criminal Justice Information System, Logical Design Document.” This document is available from the DOS web site (http://www.state.nh.us/safety/infotech/justice.html) and contains considerable background information on the project. Rather than repeat the extensive background information in this document, it was determined that we would update just the “Section 4, Logical Design” to reflect changes in technology, advancements in concepts and progress to date.

The original logical design was used by several jurisdictions as a reference document. In this update there was very little deleted or changed other than references changed from “will be” to “is.” Several components and services were added. This demonstrates that the original work was sound and remains viable after nearly 3 years. 

1.2 Document Conventions

In this version of the logical design, terms are presented that deserve special consideration.  These terms serve to categorize or create conceptual boundaries around critical elements of the J-ONE logical design.  These terms are explained in the table below. Exhibit 1-2. 

Exhibit 1-2

Key J-ONE Conventions

	J-ONE Convention
	Description

	J-ONE (New Hampshire Integrated Justice Information System)
	This term is used to denote the entire, integrated solution. It includes all systems and components that interact to exchange and share information to system users. Systems and components may be either internal or external to the State of New Hampshire Department of Safety.

	NHCJS (New Hampshire Criminal Justice Systems)
	This term is used to denote all external systems within the State of New Hampshire that are positioned at the end-points of the solution and that use the solution to share and exchange information with other systems and users. Not all systems or repositories are criminal justice systems (e.g. driver’s license information). Some simply provide information critical to criminal justice users.

	CJS (Criminal Justice Systems)
	This term is used to denote all nationwide systems that exchange information with the New Hampshire solution. Examples are NCIC and NLETS.

	Justice Integration Hub
	This term is used to denote the core functionality of the solution and includes all the underlying components that provide exchange and sharing services. J-ONE is being implemented as a distributed or “virtual” hub, sometimes referred to as either Service Oriented Architecture (SOA) or Enterprise Services Bus (ESB). This means that many applications, departments and systems may provide functionality that falls under the J-ONE umbrella.

	Information Sharing
	The term “integrated justice” has been so misused and mis-defined that it is necessary to isolate the two major functional areas of a justice integration hub. Information sharing are those hub components that relate to request/response, also known as query/response, search and inquiry. Information sharing is where one justice entity grants access to historical information to another justice entity.

	Information Exchange
	Information exchange is often implemented using broker technology. The core of broker technology is Message Oriented Middleware (MOM) that enables the exchange of XML transactions. Transactions are published information. Those receiving the information are subscribers to the information contained within the messages.

	Trusted network
	Early in the design it was determined that a secure infrastructure was in place and could be leveraged by J-ONE. This infrastructure supports the State Police Online Telecommunications System (SPOTS) access to NCIC, NLETS, criminal history and other state databases. Because J-ONE is also a justice system, it was determined that J-ONE could operate on the trusted network. This trusted network provides J-ONE two factor authentication for all users.
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Exhibit 1‑1
J-ONE Hub and Spoke Messaging Infrastructure

Some components of the J-ONE system have been implemented. These are illustrated in Exhibit 1-1, above. This diagram is explained in detail in the “J-ONE Disposition Interface Design for Subscriber Agencies.” The following table summarizes the hardware/software environment currently installed:

	
	Hub
	Spoke

	Hardware
	HP UX server
	Intel based server

	Operating system
	Unix
	Windows 2000

	Database
	Oracle 9i
	MySQL

	J2EE application server
	BEA Weblogic Server7.0
	N/A

	Application component
	Message routing and transformation applications (EJB applications on WLS)
	Message extract, transform, load, validation applications (standalone daemon on JVM)

	JDBC driver
	MySQL, Oracle
	MySQL 

	JMS server
	BEA WeblogicMQ
	N/A

	JVM
	JDK 1.3
	JDK 1.3


1.3 Referenced Documents

Documents that were referenced to develop the original logical design and this update include:

Criminal Justice Information System Master Plan for the State of New Hampshire, Maximus, 1995 

Planning the Integration of Justice Information Systems: Developing Justice Information Exchange Points,  SEARCH- The National Consortium for Justice Information and Statistics, March 2000

Opportunities and Challenges: Building the New Hampshire Criminal Justice Information System, Justiceworks, Benchmarks and Blueprints, April 2001

Blueprint for the Future Report, Justiceworks, June 2000

Project Goals and Objectives Report,  KPMG Consulting, December 2001

CJIS User Requirements, KPMG Consulting, February 2002

CJIS Data Dictionary, KPMG Consulting, April 2002

CJIS Object Model, KPMG Consulting, April 2002

CJIS Data Model, KPMG Consulting, April 2002

CJIS Logical Design Version 1.3S, KPMG Consulting (BearingPoint), April 2002

J-ONE Disposition Interface Design for Subscriber Agencies, BearingPoint, May 2005
1.4 Terms and Abbreviations

The following terms and abbreviations are used throughout this document in presenting the J-ONE logical design. Not all of these terms are used in this section but all definitions were retained to provide consistency with the original document.

Exhibit 1-2

Relevant Terms and Abbreviations

	Term or Abbreviation
	Definition

	AFIS
	Automated Fingerprint Identification System

	AG
	Attorney General

	API
	Application Programming Interface

	Alert
	Alerts are notifications that are granted a high priority status and are represented as such to the receiving user.

	AOC
	Administrative Office of the Courts

	Arraignment
	A court appearance in which the defendant is formally charged with a crime and asked to respond by pleading guilty or not guilty.

	Capias
	"That you take." The general name for court orders that require an officer to take the body of the defendant into custody.

	CHRI
	Criminal History Record Information

	CJIS
	Criminal Justice Information System

	CJS
	Criminal Justice Systems. A term used to denote nationwide systems access by the New Hampshire solution.

	Dataset
	A dataset is a collection of related information. The information is an instance of one or more elements  (i.e. hair color) or element hierarchies (i.e. person’s name) For example, personal identification information contains a person’s name, sex, ethnicity, hair color, eye color, scars, marks and tattoos, SSN, SID, NCIC #, etc. Name contains full name, first name, last name and middle name. Datasets are not exchanged as objects unless they are instantiated in a document. Exchange definitions are collections of datasets.

	Disposition
	An action taken as a result of adjudication.

	DMV
	Division of Motor Vehicles

	DOC 
	Department of Corrections

	Document
	A collection of related data sets and elements. It is not necessarily equivalent to an existing paper document, but it can be. For example, a Complaint is a two-sided paper document. The front of the document is the Complaint, the back contains the case disposition. In the J-ONE Logical Design we will refer to the front as the Complaint document and the back as the Disposition or Abstract document. 

	DOJ
	Department of Justice

	DOS
	Department of Safety of New Hampshire

	Element
	A unique piece of information. Tracking number, docket #, first name, city and zip are examples for elements. Elements must be instantiated in a dataset; they are not exchanged as objects.

	Element Hierarchy
	A hierarchical set of elements is known as an element hierarchy. An element hierarchy contains a finite set of elements. For example, the Name hierarchy can contain the elements full name, first name, middle name and last name. Element hierarchies must be instantiated in a dataset before they can be exchanged.

	HTTP
	HyperText Transport Protocol.  The standard protocol used for Web-based communications.

	HTTPS
	HTTP with encryption added for additional security.

	Indictment
	A Grand Jury makes a determination that there is sufficient evidence to formally charge a defendant. They communicate their findings via an indictment that serves as a charging document.

	J-ONE
	One Network Environment for Justice, New Hampshire’s Integrated Justice Information System. A term used to denote the total solution. 

	JMS
	Java Messaging Service

	LDAP
	Lightweight Directory Application Protocol. Provides a standard way for applications to interface to directory services.

	LE
	Law Enforcement

	LLE
	Local Law Enforcement

	MDT
	Mobile Data Terminal

	metadata
	Data about data

	Mittimus
	The name of a precept in writing, issuing from a court or magistrate, directed to the sheriff or other officer, commanding him to convey to the prison the person named therein, and to the jailer, commanding him to receive and safely keep such person until he shall be delivered by due course of law. Transcript of minutes of conviction and sentence duly certified by a court clerk.

	Motion
	A request to a judge to rule or act upon an issue.

	NCIC
	National Crimes Information Center

	NH
	New Hampshire

	NHCJS
	New Hampshire Criminal Justice System. A term used to denote standalone systems outside the core component, but within the State.

	NIBRS
	National Incident Based Reporting System

	NLETS
	National Law Enforcement Telecommunication System

	Notification
	A message. The message can be a simple, plain text string or a complex document.

	NSOR
	National Sex Offender Registry system

	Parole
	An added period of supervision following release from prison.

	PSI
	Pre-Sentence Investigation

	Publish
	To send information (documents) to J-ONE so that the document content can be checked against subscriptions (see Subscriptions, below) to determine who should receive a copy.

	Query (request)
	To request information on a topic from any source within the J-ONE enterprise. A topic can be a document or actor or the status of each.

	Response
	Information that meets the criteria of the query/request that will be acquired from one or more sources. The information must be consolidated and appear to the requestor as if it came from a single source.

	RMS
	Record Management System

	Sealed
	A document, which is sealed, is one where the content is no longer accessible. Once sealed, subcomponents of the document are no longer accessible. The paper equivalent is to be sealed in an envelope. CHRI will be the source point for determining what information is sealed based on a Judge’s decision. For example, a charge related to an incident may be sealed but the remaining charges relating to the same incident are not sealed. This is not possible with paper documents.

	Send/receive notifications
	Events such as document publication and status changes trigger events. Users subscribe to these events. When an event occurs, the user can request that they be made aware of the event via cell phone, pager, e-mail, etc.

	SPOTS
	State Police Online Telecommunication System

	Subscribe
	To request a notification that a document exists, or, a copy of documents when they are published based upon criteria. Criteria can be as simple as all criminal complaints are sent to the AOC to a more complex request such as “Send me a notification when a criminal complaint includes charges of criminal threatening and a weapon that is a large knife.”

	TBD
	To Be Determined

	Tracking Number
	An identifier affixed to criminal justice information so that it can be tracked throughout J-ONE.  A state-wide, standardized, persistent tracking number for all related information is a system goal. 10 Print card number or Lievescan assigned number.

	Triple I
	Interstate Identification Index (III), commonly called Triple I.

	UCR
	Uniform Crime Reporting

	Unsealed
	A document, which is unsealed, is one where the content is accessible. The default state for a document is unsealed. Documents or datasets can be sealed and unsealed multiple times during their life. CHRI will be the source system for determining what information is unsealed based on a Judge’s decision.

	XML
	Extensible Markup Language

	XSLT
	Extensible Style Sheet technology that promotes presentation rendering of XML data.


1.5 Policy and privacy

HB 643 of the 2005 New Hampshire Legislative session defines data privacy and retention policies. The legislation defines specific rules for accumulating, organizing and purging criminal justice information. The provisions of this bill must be implemented as quickly as possible in J-ONE. The provisions of the bill will also guide development of certain J-ONE applications and services. Those responsible for designing and developing J-ONE components should be intimately familiar with this legislation.

2. Logical Design

2.1 Introduction

This section presents the State of New Hampshire J-ONE logical design.  By definition, a logical design presents a conceptual overview of the components comprising the solution architecture.  The focus is on functionality, not specific technology from specific solution providers.

A logical design must outline an architecture that accommodates all user requirements.  While this architecture should not be constrained by the current state, it should strive to incorporate attributes of the current state when the user requirements are not compromised and the underlying technology is viable. 

Because this is an update to the original logical design, some functionality is already in place. The functionality remains in the logical design because it provides a complete picture of the J-ONE vision. Where components such as Message Oriented Middleware (MOM) have been implemented we have provided an overview of the implementation.

The logical design articulated in this section reflects the overall J-ONE goal, as articulated in the CJIS Goals and Objectives report…

Improve the effectiveness and efficiency of the CJ agencies and Judiciary through the capture of data at its source and the sharing of information electronically.

The logical design is driven by the guiding principles and objectives expressed in the CJIS Goals and Objectives report…

· Data security, integrity, privacy, and constitutional rights must be achieved and/or preserved

· Data owners, criminal justices agencies and the judiciary, must maintain and control their own data while enabling interagency data sharing

· Access to data that now is available must be preserved

· The J-ONE system should support the NH culture of restrained government and respect for individuals.

New to this updated logical design is the requirement for J-ONE to implement the privacy and data policies outlined in the 2005 legislation HB 643.

2.2 Core components

Understanding the component model of the proposed solution requires understanding the difference between core criminal justice information system (J-ONE) components and components linked to the core components. Core components are not necessarily components of the J-ONE Hub. For example, the SPOTS system (providing access to NCIC, Triple I, NLETS, criminal history, etc.), the AOC case management system and the DOC offender management and field reporting system are “core components” of J-ONE that are resident in departments and the courts outside of DOS. This demonstrates the cooperation of the justice entities of New Hampshire and the statewide cooperation required to implement a truly integrated justice system like J-ONE.

In order to differentiate between the two types of components and the results of the integration effort we have used the term J-ONE for the total solution; New Hampshire Criminal Justice Systems (NHCJS) for standalone systems outside of the Hub but within the State; Criminal Justice Systems (CJS) for nationwide systems and Hub for the exchange and sharing components installed at DOS. Note that although this project was commissioned to design an integrated criminal justice information system, the resultant product supports all functionality necessary to expand the system into an integrated justice system. The difference is merely which statewide systems are linked to the integration components and which justice domains are served.
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Exhibit 2‑1
J-ONE systems

NHCJS also includes existing and future information repositories that can be accessed directly by the Request/response (query) functions of the J-ONE system. Repositories include the J-ONE central repository, the Master Name Index, the AOC Case Management system, the DOC Offender Management and Probation & Parole systems, the Criminal History Oracle database, the NHSP Warrant database (which includes electronic bench warrants) and NHSP Protective Orders. 

The physical location of these repositories is not of importance to the logical design of J-ONE, but there may be significance when considering Homeland Security. For example, in the original J-ONE logical design as well as this version it is assumed that remote databases (i.e. DOC and AOC) can be accessed from its source. If there is a subset of the data, such as probation and parolee names and conditions, that is required by law enforcement or emergency management during a major event (i.e. natural disaster or terrorist attack), that subset of data may be replicated at DOS.

CJS includes repositories that are accessed through existing and future, nationally available resources such as NCIC “hot files” and NLETS.

2.3 Services view

J-ONE as proposed is comprised of various component layers and services that are illustrated in the diagram below. Each layer and its functionality is explained in the narrative that follows and is the heart of this logical design section. 

An alternate view of J-ONE is also presented. This is a functional view (Exhibit 2-7) rather than a services view (Exhibit 2-2).
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Exhibit 2‑2
J-ONE services view

The J-ONE services architecture is depicted in Exhibit 2-2, above. This diagram demonstrates the logical layers of the proposed solution. A “logical” architecture describes a solution in terms of what it does – what business functionality the solution delivers. Functionality of these lowest level components is stated in general terms in this section.

A justice integration hub is a set of services that allow information to be exchanged and shared among justice domains throughout an enterprise. The domains change as the enterprise changes, but the services do not change between domains. A justice integration hub can communicate to other enterprises, preferably through other justice integration hubs.

This document uses the term “service” as a generic term for each service or component of a system.  A “component” is simply a subpart of a service. It is possible that in a detailed design, each service will be further broken down into more specific components or services.  This document focuses on services from a high-level and does not attempt to break services into small, detailed components.

2.4 Functional view

In the functional view, a Justice Integration Hub is made up of services that fall into one of three classes:

2.4.1 Exchange

In the context of an integration hub, electronic messages or documents, commonly in the form of XML instances, are transferred (exchanged) from one justice domain to another as a result of justice events such as an incident, arrest, booking, charging, adjudication, incarceration, probation and parole. The justice integration hub is responsible for routing the messages from one justice domain to another based upon the laws, rules and customs of a given domain, enterprise, or jurisdiction. Receipt of an exchange can be a triggering event within a domain. For example, receipt of a charging document by a court triggers the creation of a case file. A justice integration hub is not concerned with how the events are triggered within a domain application or the triggered events when a message/transaction is received by a domain application. Messages moving through and within a justice integration hub can trigger events as well. For example, a notification to a parole officer may be generated as a result of an arrest document being sent from the Concord PD to the Merrimack County Sheriff’s Office.

[image: image4.png]Justice
Integration
Hub

[—

Guarantocd
delivery

Dirocted
routing

routing




Exhibit 2‑3
Hub exchange

2.4.1.1 Publish/subscribe

Publish/subscribe enables Information exchange among disparate systems. For example, when sending an electronic document today it is necessary to specify in exact technical terms what computer system will receive the electronic document. If a law enforcement records management system (RMS) created an electronic arrest document it might be necessary for the RMS to send the electronic arrest data to a jail management system. With publish/subscribe all electronic documents are routed by the hub. The hub’s business rules recognize the electronic document as being an arrest document. If the arrest document is complete and follows the business rules (i.e. it is complete and valid) it is sent directly to the Sheriff’s Office for processing. If the document is incomplete, a message is sent to the RMS application requesting additional information from the officer.

Exchanges processed by the publish/subscribe service are generally in XML and, where practical, consistent with or identical to similar exchanges in other jurisdictions. 

The following illustration provides an overview of the J-ONE technology in place for processing dispositions from the courts. The current implementation includes publish/subscribe functionality for complaint and disposition topics. This diagram is specific to the distribution of a charge disposition, however, it provides an excellent example of the messaging infrastructure currently in place.
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Exhibit 2‑4
Disposition Message Flow via J-ONE Messaging Infrastructure

The diagram in Exhibit 2-4 is explained in detail in the “J-ONE Disposition Interface Design for Subscriber Agencies"

2.4.2 Request/Response

In the context of an integration hub, sharing is the act of one justice entity allowing another justice entity to access information in a data repository (data component). A common term for information sharing is request/response. Generally the purpose for sharing is presentation of like or related information from multiple data repositories to a user. The “user” may be a human operator, another information system or another integration hub. 

For example, an officer detains an individual for disorderly conduct. The officer enters the name, date of birth and driver’s license number of the individual on an arrest document. The hub request/response function performs a query on behalf of the officer to determine if other departments in the area have had contact with the individual. The hub performs a lookup, possibly in an information index (aka master name index), to determine if any justice entity has had contact with the individual or is seeking an individual for criminal activity or suspected criminal activity. The response to the officer is the list of contacts who have information on the individual. For complete requirements and limitations, see New Hampshire HB 643, 2005 Legislative Session.

When available, links to other domains or enterprises (i.e. state or federal systems) will also be available through request/response services. Because of the potential number of systems that are likely to be available for request/response in the future, users will be able to control the scope of the query by designating which repositories they wish to include for a query.

A special request was made when requesting information on an individual. When returning information on an individual, also indicate who else has done queries on the same individual. This information will be available in the audit records.

Abstracting a request from the data repositories provides the flexibility to add additional, or delete unnecessary, repositories over time. Users need not be (but could be) aware of the fact that new repositories are available or that old repositories are unavailable. In addition, abstracting the request also allows the hub to consolidate responses so that the user appears to receive one response rather than many.
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Exhibit 2‑5
Hub request/response (sharing)

2.4.2.1 User interface (UI)

In order to provide useful information to a user searching and reviewing information, it is necessary to provide a useful, secure and easy to navigate user interface. As the name suggests, the user interface service provides a way for the request/response user to enter a request and review a response. The implementation technology for the other request/response or other services should not affect the user interface services. There are five major functions of the User interface service:

· User identification, authentication and authorization

· Enter query

· View results

· Drill down to additional detail of one or more results

· Reuse results, see Bookmark under Application services, below

Request results should be available to the user for inclusion in subsequent actions and systems (See Application services, Bookmark). For example, after a request the response should be available for populating forms and reports or for inclusion into analysis.

A primary job of the user interface is to organize responses from multiple repositories (data components) and prevent information overload to the user. It is common to first provide a minimal amount of information (hits) and then allow the user to drill down into progressively more detail. When multiple data components are available users are typically presented with an opportunity to select one or more data components to search. The results may be a number of hits per service or summary information.

When a user selects a data source, an entry or group of entries they are able to see additional details for each selected entry. The process of requesting subsequently more detailed information is referred to as “drill down.” Depending upon the complexity of the request and the number of responses, it may be necessary to drill down several layers before desired detail is obtained. 

The greater the number of data repositories, the more likely that multiple drill down steps will be required. Each drill down step takes time so systems should adjust to the amount of information available (i.e. change the response display based upon the number of hits) and users should be able to expand and contract the amount of information they receive for each level of drill down. Interface speed is also a factor in determining how much information should be available as the result of a request. Officers accessing data repositories using a low-speed data connection should receive significantly less information than an officer doing an inquiry on a desktop connected to a gigabit network connection; until and unless the officer on the slower data connection makes the conscious decision to request a significant amount of information. Determination of the attached device characteristics (i.e. connection speed and device capability) is expected to be accomplished by the interface control program.

When designing the user interface it is important to keep in mind that multiple device types may be used. Laptops (with and without touch screens), PDA’s, cell phones, tablet computers and “wearable” computers with voice command are likely candidates. 

It is common to implement the user interface as an application that uses the request/response service. The J-ONE data capture for warrants, protection orders and bail conditions is being implemented in this way.

2.4.2.2 Request distribution service

In implementations where there are multiple data access services it is necessary to distribute a request to each data access service (See Common, below). In some implementations, each data repository must be queried to determine if results are available. In implementations that use a central repository or an information index, a single query is used to determine which repositories contain results that meet the user’s criteria. Subsequent requests (the result of drill down) are for retrieving greater levels of detail that require decreasing amounts of distribution to fewer data repositories.

2.4.2.3 Information index (master index)

An information index or master index is one of a collection of indices of names and other basic information common in queries supported by the justice information sharing implementation. In addition, the index contains an indication of the type of information in data repositories, where the information exists, who can access it, whether the information is fingerprint supported or not and sometimes how to access the information. An information index reduces the impact on participating systems by allowing the request distribution service to first determine who has information and to pass the query only to those repositories where qualifying information is known to exist. A comprehensive information index can provide significant request/response performance improvements.

2.4.3 Common

As in most computer based systems, there are services that are used by both sharing and exchange. These services are common to many applications and are, therefore, put in a class of common services. 
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Exhibit 2‑6
Hub common functionality

Descriptions of the COTS services, Application services and Support services depicted above are provided in the Services detailed description section, below.

2.4.3.1 Data access service

In order to produce results it is necessary to execute a request against one or more data repositories.  The data access service receives the request, often in a common format, executes the query against one or more data repositories and formats the responses for use by the response consolidation service. In some implementations the data access service and data repository are consolidated into a data warehouse.

Several COTS products offer a hybrid solution to the data access service. These products determine what data is available and where the data is located and then organize the data into a virtual data repository. From a user perspective, this in effect creates a single data access service. This type of product was considered for J-ONE but is not yet practical.

The data access service must have the ability to receive and validate requests, handle errors and provide responses.

2.4.3.2 Data Repository

A data repository is the physical database, directory or a group of databases and directories where shared information is stored and accessed. A data repository can be many things such as:

· A single physical database or directory

· Multiple physical databases or directories accessed by a single data access service

· A “virtual repository” consisting of one or more physical databases and directories that appear to the data access service or the request service as a single entity

· A central repository where multiple databases and directories are replicated or loaded.

· A data warehouse where data is replicated and reorganized for efficient analysis

· Another information sharing implementation capable of cooperating in a larger information sharing implementation as a data access component

In some implementations multiple data repositories are accessed as though they are a single repository. This is commonly referred to as a virtual repository. The physical data repositories may be local or remote.

In some implementations information from many data repositories are consolidated and normalized into a single, comprehensive data repository. This may be known as either a central repository or a data warehouse. A data warehouse is a formal implementation that requires normalized, consolidated and validated data. A central repository is more flexible and may contain data that is not normalized or consolidated. J-ONE contains a central repository for information not accumulated in a single data component elsewhere in the New Hampshire justice enterprise.

Some virtual repositories, central repositories and data warehouses provide consolidated query results. In this situation the data access service also serves as the results consolidation service.

DOS does not intend to implement a data warehouse but does intend to implement an index of information available through the integration hub sharing service (See also “Information index (master index)”, below).

J-ONE does not wish to implement an information sharing service that uses direct access to repositories unless the service that provides the direct access includes error recovery (i.e. lost connections) and the ability to provide incomplete results when one or more data repositories are temporarily unavailable.

Viewed together, the three classes of services provide a functional view of an integrated justice hub:
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Exhibit 2‑7
Hub functional view

2.5 Data exchanges

Data exchanges will be in the form of messages. A message is any discrete, related set of information that must be processed by J-ONE or an application communicating with or through J-ONE. Processing can mean simply passing the message from one system to another, one repository to another or one person to another or can mean analyzing the content of the message to determine document content, status changes, etc.

Depending upon the capability of the receiving system and the purpose for data exchange or share, the content and format of the data will vary. For example:

· The Hub Application services user (person) interface will be browser based. XML instances will be passed between the user interface and the Request/response service.

· System data exchanges will be accomplished using XML documents.

· Systems that receive and process XML documents (or XML documents converted by the transformation component) will provide presentation services to their users and are not confined to a browser.

Data received by systems will be internalized by those systems and are not bound by the J-ONE data model.

XML message content internal to J-ONE and message content generated by J-ONE use the OJP Justice XML data dictionary specification as closely as practical. The J-ONE schemas use a concept currently known as “core components”, also known as schema objects. This concept did not exist when the original schemas were constructed but has since been adopted by ebXML, Navy CIO, xml.gov (for GSA and other federal organizations) and DHS.

Messages communicated through J-ONE will be consistent with the OJP data dictionary as much as practical.

Currently J-ONE supports the exchange of complaints (criminal complaints and traffic citations) and dispositions. There are approximately 164 different exchanges that must be supported by J-ONE before the project is complete. The exchange analysis is available in the CJIS User Requirements documentation, Appendix B.

2.6 Services view detailed description

The following sections provide detailed descriptions for the services view of the logical design. Not all of the following are services, but they are all components of J-ONE that appear in the services view.

2.6.1 User interface
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Exhibit 2‑8
User interface

A great deal of the work performed by the J-ONE system will not be “visible” to the user community nor will it require human intervention. Most data exchanges will be performed between systems or databases. For the user accessible functionality provided by the J-ONE system, a browser interface will be used. 

The current user interface for SPOTS requires the emulation of a VIP 7880 terminal. This prevents reusability of data and relies on antiquated technology. This interface is being replaced by a browser interface for human interaction and a more modern interface for other applications. 

Where interaction is necessary with the user (i.e. presentation of data with the ability to drill down to lower levels of detail) a server side XSLT merge will take place. This merge combines data from XML messages, documents and databases with browser executable code. The result is a data stream that provides dynamic interaction with the user such as text entry fields, drop down lists, check boxes, and radio buttons.

When practical and where feasible, a single end user login will be implemented which provides access to local as well as J-ONE systems. A single login allows users to move seamlessly among local systems as well as application services (see Application services, below) without the requirement to authenticate using a variety of interfaces, biographic identification devices or user names and passwords.

Where disparate applications are sharing information (i.e. using search services offered by other jurisdictions and applications), a trust relationship must be established between the applications. Each participant must be assured that user authentication on another system meets at least the requirements of their own system. If the requirements are met, the system is classified as a trusted system. If the requirements are not met, the information being shared may be limited.

When sharing with trusted systems a request must include information on the requester sufficient to identify the requester. Roles can be established and the trusted system could provide the user’s role when requesting information, but this is less desirable than providing the user identity (i.e. name, department, employee ID or badge number).

J-ONE has two applications that are currently available for production. See the J-ONE applications description, below. These application descriptions also provide examples of the J-ONE user interface.

2.6.2 Data reusability
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Exhibit 2‑9
Data reusability

Data reusability is a key component in the architecture. In order to improve accuracy and reduce or eliminate re-keying, the content of shared data and received messages must be available to local applications. Some reusability will require inter-application communications; other reusability can be implemented by retaining message content within a single system.

Request/response will be a primary source of reusable content (see Request/response, above). The J-ONE Bookmark application service will retain response content (and context) for “pasting” into Hub Application services and NHCJS applications.

Potentially sensitive information must be retained in volatile memory on the local/client device (in lieu of disk cache) and must be removed from memory if a user logs out or if the system loses power. This is required to prevent the information from being available to another user of the same computer system. When using secure communications such as SSL, browsers do not use local disk cache. 

Users will not always interface to the J-ONE system with the same computer system. For example, law enforcement officers, bail commissioners or probation and parole officers may access various NHCJS and CJS components from a portable device such as a laptop computer in a cruiser or Personal Digital Assistant (PDA). The users will do inquiries and record minimal information that will later be used to create various types of incident reporting such as arrest reports, 10 print cards and complaints.

In order to provide reusable content without using local cache, a “J-ONE Bookmark” feature will be provided. This bookmark feature is similar to that provided by the Netscape “Bookmark” and Internet Explorer “Favorites” functionality except that it will relate to J-ONE information.

When doing inquiries or filling out forms, users will be able to bookmark content. The bookmarked results can be automatically transferred as a message to an NHCJS (push) or transferred “on demand” (pull). Early implementations will likely use the pull capability, as systems become more integrated with the Hub there will be a change to push technology. 

Author’s note: The bookmark concept has been successfully implemented in the Dakota County, MN Electronic Briefing (eBriefing) and Electronic Forms (eForms) applications. 

For example, a law enforcement officer responds to a call for service and does inquiries on individuals and vehicles involved in the incident. When information from DMV/NLETS or NCIC is obtained on individuals and vehicles it is bookmarked by the officer (i.e. the officer selects the correct “John Doe” from a list of possible John Does returned from a name and DOB inquiry). An arrest is made and a suspect is taken to a booking facility. At the booking facility the officer or records clerk logs into a local law enforcement records management system and creates a new incident. The user is provided a list of bookmarks created at the scene and the bookmarked information to be used to populate the new incident is selected from the list. A message is sent from the Hub exchange component to the local records management system. The local incident management system uses the received information to populate the incident report. The new incident report is automatically reported to the J-ONE system. 

2.6.3 New Hampshire Criminal Justice Systems and repositories (NHCJS)
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Exhibit 2‑10
New Hampshire Criminal Justice Systems

New Hampshire Criminal Justice Systems are documented in the User Requirements documentation and are referred to as secondary actors. These systems include the CORIS system at DOC, the AOC case management system, local law enforcement RMS and incident management systems, DMV, AG’s Office case management systems, county jail systems, county attorney case management systems and others. These systems will exchange information with the Hub at varying levels of integration as the J-ONE system and the NHCJS applications mature or are replaced.

NHCJS also includes databases currently available such as criminal history and the electronic warrants file. Where necessary, information from these databases will be incorporated into the Hub central repository. The J-ONE request/response service will access these databases and make the results available through the user interface or through the search service. There are also specialized databases with limited user access. The Special Investigation Unit (SIU) databases are an example (see also Law enforcement information sharing). These repositories must be available as part of a consolidated search.

Modification of existing legacy systems and special interfaces required for databases will be the responsibility of those maintaining the systems and databases unless DOS/OIT chooses to provide a special interface. The J-ONE Detailed Design and Development teams will work closely with those responsible for the legacy systems and databases.

2.6.4 Criminal Justice Systems (CJS)
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Exhibit 2‑11
National criminal justice systems

Various data sources are available to J-ONE users that are not maintained within the State. These include NCIC hot files, NLETS and Triple I. The number and complexity of these systems has increased as a result of the activities of September 11, 2001. These systems are currently accessed through the State Police Online Telecommunications System (SPOTS). This interface is technologically antiquated. The physical interface (VIP 7880 terminal emulation) is being replaced to provide a more modern, easily supported interface and to provide the ability to reuse information received from these sources. Users who have authority and need to access these external systems will ultimately see the content as an integral part of J-ONE. Likewise, users of SPOTS will see J-ONE repositories as an integral part of their applications.

2.6.5 J-ONE applications
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Exhibit 2‑12
J-ONE applications

In addition to providing exchange and sharing services, the J-ONE project team will also develop applications or enable applications through J-ONE services. The following is a description of J-ONE applications that have been completed, are under construction or that are planned. Applications that are planned are not yet scheduled.

All J-ONE applications use the STRUTS development methodology as described in the J-ONE Style Guide.

2.6.5.1 Consolidated search

It is currently common for law enforcement officers and investigators to query a variety of information repositories including NCIC hot files, DMV/NLETS, local, regional and state RMS systems, State corrections systems, warrant repositories, bail conditions, protection orders and probation and parole. Generally each repository or a group of repositories requires the officer/investigator to make notes or cut-and-paste information from one search system to another. In order to obtain a complete set of information, officers/investigators must print or write down identifying information from multiple search systems. The Consolidated Search function will bring together all data sources available to individual officers/investigators through J-ONE and allow a single search. Results will be consolidated in a way that informs the operator what type of information is available and from what sources. The operator can then view details of information from specific repositories or groups of repositories. Information related to a specific individual, vehicle, property or event can then be viewed, bookmarked or printed as needed to develop a complete picture of a subject, vehicle, property or event.

The J-ONE consolidated search will also serve as a J-ONE service available to other justice systems in the enterprise. This will allow other applications to leverage the work done by J-ONE without requiring users to “change applications” to perform a comprehensive search. The applications that support the J-ONE service will be able to provide their users a common interface while still leveraging the extensive J-ONE query and consolidation capabilities.

The current “Search” application is for searching multiple repositories including the central repository. Currently there are a limited number of search options. The expectation is that the J-ONE search scope will be expanded as new repositories are made accessible by J-ONE. The following is an example of the user interface used for the J-ONE search. 
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Exhibit 2‑13
J-ONE search

2.6.5.2 J-ONE data capture for warrant requests, warrants, bail documents and emergency protection orders

Data capture for warrant requests, warrants, bail documents and emergency protection orders is being developed in the same phase as this update to the logical design. Some of this functionality will be implemented as the new court CMS application is implemented; some of the functionality will be delayed until the CMS is enhanced or fully deployed. 
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Exhibit 2‑14
J-ONE data capture

2.6.5.3 Electronic forms (eForms)

This application is a key component in the effort to reduce the amount of typing required by law enforcement officers and support staff. The term “electronic forms” is a slight misnomer and does not completely describe the intent of this effort. Unfortunately, no other term has emerged that communicates a more accurate or complete description. Those familiar with traditional “electronic forms” products should not confuse this application with off-the-shelf products such as Adobe Acrobat.

The intent of the application is to:

· Consolidate and standardize forms

· Allow officers to reuse existing information (see also Bookmarks)

· Improve officer typing efficiency by standardizing data capture (keying) across all forms and all situations 

· Eliminate redundant forms and keying

· Provide electronic data to all systems accepting information from law enforcement officers and staff – to further eliminate redundant data capture

This application will be modeled after a similar project currently underway in Dakota County, MN for the Criminal Justice Integrated Information Network (CJIIN). The CJIIN project is similar to J-ONE except that it is confined to one major Minnesota County and a limited subset of the justice process. The value of leveraging the Dakota County effort is that a) the logical design is complete, b) the design is being implemented albeit at a smaller scale and c) the benefits to law enforcement have been proven in a production environment.

What was proven in Dakota County is that the initial stages of the justice process can be viewed as a data collection process. Preliminary information is gathered at the initial call (CAD call for service, officer observation, etc). From the initial call through charging by a prosecutor, additional information is gathered. The type of event and the circumstances surrounding the event influences the type of information collected. For example, a drunken perpetrator strikes his spouse and forces her into his vehicle; he then is involved in a traffic accident. The perpetrator is first charged with DWI, then with domestic assault. The officer must complete an incident report, DWI reports, domestic assault reports, an arrest and/or booking report and an accident report. In this example, the following information is gathered and used in multiple reports (now typed in multiple reports) and is written and typed by the responding officer. If another jurisdiction is involved (i.e. the State Police assist a County Deputy), many of the forms must be filled out by both departments:

· Perpetrator’s name, birth date, address, physical description, demographics, identification numbers, vehicle and vehicle registration. The information could also include employer, probation/parole officer, etc. depending upon the circumstances. Much of this information is repeated on each form, sometimes multiple times on the same form if the form is multi-page. The majority of this information is available from other sources; see Bookmarks and Consolidated Query, below for tasks designed to further reduce officer and staff data keying.

· Victim, witness information

· Vehicle information for involved vehicles other than the perpetrator’s

· Injuries related to the domestic abuse and accident (different forms)

· Traffic and criminal charges (citation or complaint for each charge)

· Breath alcohol content (BAC) report

· DWI forms required by the state

· Arrest/booking information including 10 print card

· Incident report

· Domestic abuse forms

· Vehicle impound report

The eForms application will allow the officer to first select the circumstances of the incident (DWI, domestic abuse, accident, arrest). The application then determines which information sets are required to complete all forms needed to document the incident and make appropriate reports to state agencies. The officer is presented with the list of information sets required and begins entering each set of information one time. The officer can print multiple form types from the same information, can print forms for participant signature, reprint forms, update information and have the revisions propagated across all forms, etc.

It is important to note that this application will participate in other tasks that further limit the amount of typing the officer must perform. For example, a DMV query can result in a bookmark (see Bookmarks, herein), bookmarked data is used to populate the information sets. If the individual is a repeat offender who has not changed addresses since the last offence, nearly the entire set of forms can be produced from the bookmark.

As with other J-ONE applications, the eForms application will also be provided as a service to participating J-ONE applications. For example, an RMS vendor will be able to send CAD or incident information to J-ONE as a request to create a bookmark. J-ONE will create the bookmark using the Bookmark service. The bookmark will then be available to other applications as well as the J-ONE eForms application. If the participating application has forms capabilities, the forms can be entered on the application and then exported to the J-ONE eForms application. The J-ONE eForms application will then produce forms not supported by the other application.

The final benefit is to the departments and agencies receiving the information. Once gathered and validated, the electronic information can be sent to appropriate systems to further reduce redundant data capture. The Justice XML data model will be used as a guide when creating information sets.

2.6.5.4 Query audit

When performing queries or data capture it is imperative that a complete entry and access audit be created and retained for the life of the information (see the Audit trail service, below). The audit information identifies who has entered or had access to information about an individual, vehicle, property or event. This information is required to protect privacy and to assure that security breaches can be identified and investigated.

Audit information has multiple uses including protecting privacy and assuring that information is accessed for lawful purposes. Another important use is to allow justice entities to identify those who are seeking or who have sought information on an individual, group, vehicle, property or event. This is particularly valuable to internal affairs and undercover operations to prevent abuse and compromise of assets and ongoing investigations.

Audit information can also be useful to law enforcement by providing them information on who else in the justice community is looking for the same or similar information. Officers can contact others looking for the same or similar information and discuss patterns, similarities and differences.

2.6.5.5 Master name index

Efficient, high performance searching of disparate information repositories relies upon a master name index. The index is a pointer system for statewide repositories. The index identifies which cooperating jurisdictions and applications have information related to a specific name. Names are linked through state and federal IDs to give a complete picture of the law enforcement related information available on individuals. This master name index improves search results by orders of magnitude. A single, simple search can be made to a single index to determine where information resides and the way the information can be accessed. Once information on an individual has been identified, it can be accessed electronically, by email or by phone. 

In order to create and maintain the master name index, all cooperating systems must provide and update information. Each cooperating system must be capable of adding, revising and removing entries as required by national and state law.

The master name index update and search capabilities will be offered as J-ONE services. This will allow participating applications the ability to maintain their own index entries and to provide their users access to the repository using their own, familiar user interface.

If deemed valuable, a user interface can be provided to the master name index. In Minnesota, law enforcement used the MJNO application to create a master name index. This application is currently being replaced by the CIBRS system.

There are many local and regional information sharing initiatives in the justice community. A common implementation would be 10 or fewer law enforcement record management systems, court case management systems, prosecutor systems, jail systems, etc. In a limited implementation, sharing is easily implemented by attaching directly to individual repositories (databases). Results are obtained by “attaching” directly to each database and performing a custom query per database. As indicated above, in a common implementation with 10 or fewer repositories this is adequate. Many of these implementations have led to a great deal of publicity and claims that the solution is to be “scaled up” to a regional or statewide system. This “scaling” simply does not work. As an example, in New Hampshire there are potentially 350 law enforcement record management systems. Performing a query against each repository by attaching to the repository and performing a standard SQL query simply does not provide results in a sufficiently timely manner.

The solution to this problem is to create a “master index” of the information located in each repository and creating optimized structures in the master index tables to make searching the index as fast as possible. This is similar to the approach taken in the Virtual Pointer System that is used by RISS, HIDTA and NLETS. The master index is an index of metadata.

The master index contains information such as:

· Name and data of birth

· Location of information. This is the system that contains the details. The location can be a physical description, Web Service URL, etc.

Data in the participating systems is not static. If it were, it would be loaded once (using ETL) and placed in a data warehouse for searching. Because the data is not static this technique would require daily “dumps” of all participating repositories and rebuilding of the master index. In a 24 X 7 system providing vital information to law enforcement, this is simply not a viable solution.

The solution to maintaining the master index is to have each repository provide updates to the master index as they occur. This is similar to the approach used by the Law Enforcement Information Sharing Consortium in Central Florida with the exception that in this implementation they are dealing with a small number of databases and they are replicating the entire database. Searches are done against individual optimized databases. While this improves performance it has the same drawback as other implementations that directly attach to and search individual databases – it doesn’t scale to a statewide system like J-ONE.

The solution is to add “triggers” to each participating database when a qualifying record is added, updated or deleted. This trigger causes a transaction to be sent to the master index maintenance service. The master index maintenance service makes the appropriate update to the master index.

Searches are done first against the master index. This means that users can quickly and easily determine what information is available from what sources. Because the search is only performed on a single index, down systems, network difficulties and shear volume (i.e. 350 separate database searches) are not a problem. The results returned to the user identify the number of “hits” per database or group of databases. The user will have the option to look at calls in one or more locations or all hits.

2.6.5.6 Query Audit and Consolidated Search

It is currently common for law enforcement officers and investigators to query a variety of information repositories including NCIC hot files, DMV/NLETS, local, regional and state RMS systems, State corrections systems, warrant repositories, bail conditions, protection orders and probation and parole. Generally each repository or a group of repositories requires the officer/investigator to make notes or cut-and-paste information from one search system to another. In order to obtain a complete set of information, officers/investigators must print or write down identifying information from multiple search systems. The Consolidated Search function will bring together all data sources available to individual officers/investigators through J-ONE and allow a single search. Results will be consolidated in a way that informs the operator what type of information is available and from what sources. The operator can then view details of information from specific repositories or groups of repositories. Information related to a specific individual, vehicle, property or event could then be viewed, bookmarked or printed as needed to develop a complete picture of a subject, vehicle, property or event.

The J-ONE consolidated search will also serve as a J-ONE service available to other justice systems in the enterprise. This will allow other applications to leverage the work done by J-ONE without having to “change applications” to perform a comprehensive search. The applications that support the J-ONE service will be able to provide their users a common interface while still leveraging the extensive J-ONE query and consolidation capabilities.

The description under master index describes how the master index and repositories will be accessed for on-duty law enforcement officers to provide timely, accurate, complete information in the context of the officer’s status. In effect, the searching ability is limited to quickly and accurately identifying whether information is available relative to a single individual. Law enforcement information sharing is being implemented in the next phase of the J-ONE project (Phase IV). This enables regional sharing of information as is popular in many jurisdictions and as described under the master index. This type of sharing goes well beyond the capabilities of the master index providing access using a limited set of criteria.

There are a great many other justice officials other than on-duty law enforcement officers who need access to justice information. These roles include investigators, special enforcement units, probation and parole and courts. These entities must be able to query more information than that which is provided by the master index. The one thing that this group has that on-duty officers do not have is the luxury of time to wait for completion of a complex search against hundreds of data repositories. This ability to wait for complex queries to execute enables greater complexity in the searches. For example, a search could be done for words and word derivatives in narrative text that match a finite set of criteria such as “knife or “sharp instrument”, “patio door or sliding door”, “first or ground floor”, “hooded sweatshirt” with a crime type of breaking and entering. In order to satisfy this query the system must identify all data repositories that have incident reports, then do searches on the content of the incident reports in each repository. This search could take hours to complete. Trying to do this by hand or by phone would simply be impossible so by comparison, hours become “light speed.”

When large, complex queries are performed it is common to produce results equivalent to a moderately sized data repository. Often investigators need to further analyze and consolidate the results. In order to accomplish this objective the Consolidated Query must be capable of returning standardized results from a multitude of disparate repositories. The results can then be loaded into a special investigations database or data warehouse for further analysis.

Protecting privacy in New Hampshire is a legislated priority. In order to protect privacy, it is absolutely critical to create and maintain audit information. In the case of the information sharing and consolidated search, every hit returned to the user must be identifiable and accountable. If information is abused or misused, it must be possible to identify who accessed what information, when, where and if necessary, why. If an individual is investigated for possible abuse of authority, the system must be able to identify what searches were executed, when and from what device. The consolidated query capability exacerbates an already complex task, but completeness is essential to protect privacy of individuals and groups. The query audit will create a complete record of complex search results and make these results searchable by a variety of criteria. Criteria will include individual user, device, repository, type of information or queries with specific criteria.

2.6.5.7 Purging

Purging information that is no longer useful makes the remaining data significantly more useful. Having only active, pertinent information reduces the amount of information presented to users and improves the quality of the information in the repository. Purging information that has exceeded its useful life prevents abuse and other unintended events from occurring that could result when outdated information appears as though it is pertinent. Purging also reduces the amount of information that law enforcement must review when accessing search results.

Information has a lifetime in which it is useful. When the data has exceeded its useful life it must be removed from repositories. In addition, New Hampshire has specific laws laying out the type of information that can be retained and the requirements for purging information at the end of its useful life. 

Purging requires more than simply deleting entries that have exceeded a particular age. Information that is regularly referenced remains useful longer than information that is never referenced. The purge function will work in conjunction with the audit function to only purge data that has not been accessed for a prescribed amount of time. The “prescribed amount of time” has been indicated in HB 643 of the 2005/2006 Legislative Session. All durations must be stored in an administrative table that allows easy modification in the event that the legislation is modified. Removing information from repositories includes removing master name index entries. If the information being purged is the last active information for an individual, the individual must be removed from the master name index.

A comprehensive data retention policy includes the ability to classify data and change the use profile based upon a variety of conditions such as a not guilty finding and the expiration of the human subject. In order to maximize search execution, data relating to deceased individuals should not be included in most searches. However, this information could have significant value to investigations, particularly those that require historical research. The purge function does not necessarily destroy data, it will also, as the law permits, archive the information into historical databases available only to investigations under specific conditions. The information will be purged from the “live, active” repositories and archived if the data retention policy permits.

See 2005 New Hampshire House Bill 643 (HB 643) for specific rules for master name index entries, data retention and purging.

2.6.5.8 Law enforcement information sharing

Law enforcement information sharing is not a deliverable application of J-ONE. J-ONE will, however enable law enforcement information sharing. 

Law enforcement information sharing is a topic of significant interest at all levels in the law enforcement community. Information sharing in this context is the sharing of information that is used by law enforcement when responding to a call for service, performing an investigation or seeking information on an individual or group.

J-ONE will enable law enforcement information sharing in the following ways:

· Provide user authentication for J-ONE users using at least two factor authentication

· Provide the ability to maintain user profiles

· Create trust relationships with application implementations at any level of law enforcement

· Provide a master name index of information pointers; the pointers will tell what information for individuals is available by jurisdiction

· Provide information sharing components as described below

The sharing components to be provided by J-ONE enable information sharing. The illustration of this closely resembles the general information sharing model with common data access components (see Functional view, Common, above).
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Exhibit 2‑15
Law enforcement application interface

The only difference between the generic information sharing diagram and the law enforcement information sharing diagram is the addition of the Data query component between the Data access component and the Data component. The Data query component is defined as a separate entity in this diagram because it is common that the database owner (vendor of the application) provides the Data query component.

J-ONE will provide the other components to enable information sharing, or, application vendors can provide the Data access component if they are able to support the standard J-ONE request format. All Data access components will support standard requests defined by XML schemas. XML schemas will also define responses. Where necessary, J-ONE will provide transformations from and to the J-ONE request and response formats. 

2.6.5.8.1 Data query component

The data query component executes queries against one or more local databases and returns the results to the Data access component. The data access component formats the data consistent with J-ONE standards. The local jurisdiction has direct control over the results returned. The minimum information returned should be a true or false indication, a summary of the type of information available and contact information for how the information can be acquired. For example, if a request is received for “John Doe, Dob=09\23\1987”; the minimum response might be “True, 3 incident reports, Contact Sgt. Bishop at 603-555-1212.”

Data query components communicate directly with the database, often using stored procedures with parameters for the search criteria. The database creator (often a software vendor) can generally provide the most efficient stored procedures and queries. If the database resides on a SQL compliant database (Oracle, SQLServer, MySQL, etc.), anyone with administrator access to the database tables can create the necessary queries.

Owners of the data can control who has access to what data. This can be done by role, by requesting system or can be the same for all J-ONE users. The name and ORI of the individual requesting a search must be included in the header of every query. The data is read-only
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Exhibit 2‑16
Law enforcement data components

Exhibit 2-16 is a summary of the data components that should be readily available to law enforcement officers. The emphasis of this “application” is on the “Law enforcement” collection of data. The other data components are significant and should be available to officers through the Hub.

There are other, specialized databases that are available to a limited audience or even an extremely limited audience. An example is the Special Investigations Unit (SIU) files. These files have information that is limited to a very small audience. When the officers in SIU execute a consolidated search (see Consolidated search), they should have the option of including their specialized databases. These databases are not available outside of SIU and access must be carefully protected.

There are two measures for response time in this generalization of information sharing:  Immediate and Timely. First, there is the need for immediate knowledge so that an officer can respond to a call for service (including stops and other immediate contact). These requests will generally be satisfied by accessing the Information index (master index). In discussions with law enforcement officers it was stated that 15 seconds was too long to wait for a response to this type of information request. For other sharing requests, such as an investigation to determine if adjacent jurisdictions have experienced similar incidents, there is a need for timely responses. Timely responses are those where immediate results are desirable but are not required.

Law enforcement information is verbally shared every day. Law enforcement officers use intuition to determine if they wish to request information from other jurisdictions on a person, event or group. In this verbal sharing mode, to expand an investigation the officer must telephone neighboring municipalities to ask if there is information on a suspect, event or group. Each phone call consumes time of the requesting officer as well as time of the responding department. This process is repeated for as many jurisdictions as the officer feels inclined to pursue and is not so fondly referred to as “intuition and speed dial.”

This process needs to be replaced by “Intuition and Information” (I2). In this scenario, minimal cross-jurisdictional law enforcement information sharing would include the ability to discover, via electronic means, which departments have or could have information on an individual, group or situation. Maximum information sharing would include the ability to retrieve, review and reuse the information electronically.

Despite common vendor claims, there is no single answer to the law enforcement information sharing problem. When considering a solution the sophistication of the sharing systems or departments and the complexity of the enterprise must be considered. It is likely that regional solutions will be implemented independent of a county, state, regional (multi-state) or national solution. For this reason, any implementation should be capable of communicating with a larger enterprise.

2.6.5.9 Criminal history update

Criminal history is currently updated manually from paper copies of 10 print cards, criminal complaints and court dispositions. With electronic complaints and court dispositions that reference the originating agency case number, it will be possible for a J-ONE application to automatically update criminal history.

In the initial implementation, it may be required to provide a “preview” of what information will be added/updated to the criminal history database. This preview must allow the CHRI user to make adjustments to the information, possibly including the ability to change the complaint to which a disposition relates. After approved and/or updated the information will be used to update the criminal history database. This may require sending an update transaction to the SPOTS switch.

2.6.5.10 Content transfer

It is often necessary for justice entities to exchange electronic files that contain almost anything imaginable. Pictures, video, recordings, diagrams, word processing documents, etc. must be sent from one entity to another. J-ONE will support delivery of various file types via directed routing (see Functional view, Exchange, Directed routing above).

2.6.5.11 Instate concealed carry list

Currently there is no list of individuals who have acquired a concealed carry permit. The J-ONE user interface will be expanded to include the ability for entry of basic information about issued concealed carry permits.

Author’s note: Should the administrative rules concerning concealed carry permits be modified to include a provision that the name of permit holders be entered into a database? Are there privacy issues that need to be addressed? This is a law enforcement safety issue.

2.6.6  System connectivity and transformation services
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Exhibit 2‑17
System connectivity and transformations

The architecture permits access to data from state and national criminal justice repositories, leveraging the State’s existing technology investments.  State systems can continue to serve as stand-alone data sources in the initial stages of implementation and will become more tightly integrated with the exchange flow as the systems are enhanced or replaced.

Connectivity represents links to existing repositories and systems. Out-of-the-box or third party adapters exist for popular applications and databases for BEA’s WebLogic, but these adapters generally add little value because they are generic database adapters not customized for justice applications. Each interface will be analyzed in the appropriate detailed design to determine the most efficient means of interfacing to each repository. Where possible, J-ONE will provide a Hub facing interface for request/response and the repository vendor will provide database queries that return information to the J-ONE interface.

Where systems cannot exchange or share XML data, connectivity creates a link to raw data sources but does not make the data more useful. Transformation services will be created for the various data sources and data repositories in the J-ONE enterprise as required. Transformation services will provide translation to and from a mutually agreeable format (i.e. ASCII text, delimited files, etc.) and XML. See also Transformation under Support services, below.

XML Schemas have been developed to “package” data currently being exchanged as documents and data sets for criminal complaints, dispositions, warrants, protection orders and bail conditions. The XML Schemas will be the data exchange standard. The schemas represent the J-ONE data model in a document context. See also the J-ONE data dictionary. The data exchanged with the Hub will be internalized by remote systems. In addition to existing XML schemas, additional documents, datasets and XML Schemas will be created as needed to accommodate events that are not yet supported.

J-ONE provides for bidirectional information exchange.  The highest level of integration allows an NHCJS system to exchange XML documents describing events, individuals, cases, etc. directly with Hub components. In this scenario, both ends of the communications readily understand the content of each XML exchange.

2.6.7 Electronic access

[image: image19.png]Electronic access





Exhibit 2‑18
 Electronic access

The logical design supports communications with a variety of attached and wireless devices with varying form factors. Device types include an Internet browser, portable devices such as personal digital assistants, cellular phones, laptop computers in cruisers, and interactive voice response technologies.  The initial implementation will be limited to browser-based and personal computer (laptop or desktop) user interfaces. Where necessary and functional, considerations should be made for the voice command capabilities of Project 54.

Wireless access operating at a sufficient speed to provide timely responses is currently available to officers in their cruisers. Project 54 has further enhanced this capability for the New Hampshire State Police. Portable technology is not a high priority for New Hampshire law enforcement at this time as it creates a potentially dangerous distraction for the officer. The exception to this may be sheriff’s deputies on duty at airports where other technologies are not practical. Other users such as Probation and Parole officers and bail commissioners may have a need for portable access. Portable access can be valuable during investigations to allow officers to inquire on individuals or locations prior to approaching these individuals or locations. As technology changes there may be advancements that make portable technology viable for patrol officers without existing distractions. 

As explained under User interface, above, raw XML data will sometimes have to be converted into a more useable format before it can be communicated to a browser. This is described as a “merge” of data with functionality (i.e. default values for field entry merged with JAVA Script to validate data entry). The Electronic access component will provide the merge functionality.

A critical component of the Electronic access layer is data reusability. Any information received by a system user (person or system) will be reusable. Delivering XML document content via the Electronic access layer will enable this capability. See also the description of the Bookmark service in Application services, below.

The electronic access component must be sensitive to the limited bandwidth available to cruiser mounted computers. Standard XML can cause a six fold increase in data size. Sufficient network bandwidth should be available on the wired network to handle this increased traffic, but the additional traffic is not acceptable for communicating with a cruiser mounted computer. See the discussion of data reusability, above.

Because of limitations in storing sensitive information on shared computers, the “Bookmark” capability will be provided. This functionality is explained under Application services, Bookmark, below. 

2.6.8 Portal

In the original logical design it was assumed that searching and other J-ONE functions would be available through a COTS portal product. Although this remains a long-term goal of J-ONE the central repository search and J-ONE data capture capabilities for warrants, bail and protection orders have been implemented without using a portal product. The following describes how the functionality would be implemented using a COTS portal product. In this updated version of the logical design comments have been added relative to the current implementation.

A Portal provides a user interface for existing web content as well as Hub Application services.

When implemented, the J-ONE Portal will support at least the following functionality:

· Request and Response – The Portal will provide access to multiple request/response applications including the J-ONE search, J-ONE data capture and SPOTS.

· Notification – The Portal will provide J-ONE users with notifications in response to events and publication of documents.  Notifications will be available for Hub topics and conditions subject to security for the user or user’s role. There will be multiple types of notification. For example, an unsecured email can be used to notify a subscriber that information to which they have subscribed is available.  The user then accesses the J-ONE system to securely view the information. Notifications to users currently logged in may take the form of an instant message. See “Application services, Notifications” for additional detail.

· Law enforcement information sharing – Portal products provide a great deal of flexibility in data organization and presentation. After law enforcement information sharing has been enabled a portal product can greatly enhance the ability of users to customize their interface to meet their individual needs.

· User personalization - A portal product, as described above, provides user interface personalization. The department and role of the user will control access to J-ONE applications, repositories and services.

· Single signon – The ability to access multiple applications without the need to sign on to each application. Authentication is done once when accessing the portal.

· Delegated administration – User domains will have the responsibility for maintaining their own user community. This will include identifying valid users and their roles within the domain.

· Activity tracking – It is common for portal products to track navigational activity of users.

2.6.9 User administration
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Exhibit 2‑19
User administration

Because of the number of potential users of the J-ONE system it is imperative that there be distributed user administration where appropriate. There may be centralized administration for access to J-ONE, but local administrators responsible for sharing law enforcement data should be responsible for updating access authorization for their repository.

User administration should also allow repository owners the ability to control access to their data. For example, a police department data administrator must be able to specify which departments have access to their data. They should also be able to specify which roles have access to what data if they prefer to control data access by role. Access may be as low-level as a positive response that data exists to permission to electronically access and reuse information from the local repository.

2.6.10 Security
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Exhibit 2‑20
Security

Although Security is defined here as a separate component, it is truly an integral part of the entire design. Each component will be designed to leverage and honor security with the goal of minimal obstruction to the J-ONE users. Security that prevents timely responses to appropriate requests undermines its own usefulness and the usefulness of the system.

Security is more than a J-ONE component. Security is the responsibility of each user and system administrator. As more information becomes available to more users, faster, in more flexible formats the need for diligence on the part of the user community and system administrators also increases. Failure to protect access points from unauthorized use compromises all of the J-ONE security features. Failure to actively and thoroughly investigate anomalies, failures, and unauthorized access attempts also compromises the integrity of the J-ONE system. 

Education is the single most important security component. Users must be cognizant of their role and the legal and moral responsibility associated with their role. As legislation and administrative rules are modified, system security must adjust and user education must be provided.

J-ONE access is provided through the SPOTS trusted network. This network is already in place, requires user training and background checks to access, follows the rules for NCIC access and provides two factor authentication. This greatly reduces the J-ONE security infrastructure requirements. J-ONE is still required to limit access to functionality and data based upon user roles and domain (department, court, etc.). Final determination as to how J-ONE and SPOTS will interact, share services, trust user authentication and exchange information must be negotiated with CPI, the switch software vendor.

In addition to relying on the security of the trusted network to prevent access from outside users, the J-ONE infrastructure shall use internal security services to support the need for secure communications even among authorized J-ONE users.  The criminal justice system is by its very nature adversarial, and the J-ONE infrastructure must be designed to support it.

J-ONE applications, in some cases, must be role based and provide for security based upon role. This may more aptly be stated as role based access. Only certain groups of users will have access to certain information. For example, SIU has 2 operators who update all databases; and, there are a very small number of users of the SIU data. If the SIU data is to be accessible through J-ONE, J-ONE must protect the SIU files from unauthorized access by anyone not specifically designated as an SIU officer.

2.6.11 Application services
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Exhibit 2‑21
Application services

The Application services component implements the user and external system facing functionality of J-ONE. This functionality comprises the majority of interactions between J-ONE and users through the J-ONE user interface or the J-ONE services. Not all users will have access to all Application services. See also the discussion under Security, above. Users without access to an Application service will not be aware (through the UI or Electronic access components) that the service exists.

J-ONE will expose application services to other applications. In this way, J-ONE will become a set of services available to other applications.

The Application services component contains several major application services and several minor application services. Major Application services include:

2.6.11.1 Subscriptions

Subscriptions are requests by users to be notified of and possibly receive copies of messages related to topics. Rule driven conditions related to the content of a message may be specified. Multiple topics and conditions can be specified in a single subscription/rule. Topics need not refer to specific individuals. For example, a subscription can be created for an arrest event for any individual whose status is “on parole” or “on probation.” See also Notifications, below for an explanation of how users become aware that information to which they have subscribed is now available.
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Exhibit 2‑22
Subscriptions and conditions

· Event – Any J-ONE activity can be identified as an event. See the User Requirements documentation, Appendix B for the list of events. The events in this appendix represent the minimum list of events supported by the J-ONE system.

· Party – Any person, business, State entity or legal entity associated with an incident, event, case or document is identified within J-ONE as a party. A party can be identified by multiple names, an alternate name being an alias. When selecting options related to parties, the ability to include or exclude alias names will be available. Persons who are parties are also identified by demographic information such as height, weight, eye color, scars, marks and tattoos, etc. Other parties such as businesses are identified by their name, location or address.

· Location – Addresses contain street address, city/town/village, state, county and country. Consideration has been made in the data model for longitude and latitude references to be tied to GIS data. In the future it will be possible to use the GPS supplied cruiser position to provide default location information.

· Incident – Any reported criminal or non-criminal activity is an incident, even those where the perpetrator is unknown. Incident data is anticipated to be one of the most common data exchanges between portable interface devices and RMS systems. Local law enforcement is encouraged to provide notification of incidents to the J-ONE system. This will enable data exchanges between law enforcement, comparison of unsolved crimes, crime analysis and pattern recognition by optional COTS services.

· Vehicle – Vehicles types and attributes as defined by NIBRS will be available as targets of a subscription.

· Weapon – Weapon types and attributes as defined by NIBRS will be available as subscription targets.

· Document – Any document (message) exchanged within the J-ONE enterprise can be the subject of a subscription. This includes the ability to subscribe to a document type such as warrants, parole board meeting announcements, etc.

As depicted in Exhibit 2-22, conditions related to topics can also be selected. Conditions include:

· New – When an instance of a topic is first known within J-ONE it has a status of new.

· Status change – Any change in status of a topic after the initial status (new) can be a condition for a subscription. In addition, specific status states can be selected. Status states will be defined within the J-ONE system and will include states such as “approved” (i.e. for distribution), “signed” (i.e. by a judge or justice of the peace), “locate” (i.e. the subject of an warrant has been arrested).

· Occurs – This condition allows J-ONE to respond to the fact that a topic occurs within a message or document. For example, a complaint naming “John Doe” as the perpetrator sent between a police department and a district court could initiate a notification (See Notifications, below) to a probation officer.

2.6.11.2 Maintain subscriptions

Maintain subscriptions is a minor Application service, which permits users to enter and modify their subscription information. Functionality provided by this service is described in detail in the User Requirements documents.

2.6.11.3 Notifications
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Exhibit 2‑23
Notification media and types

Notifications are used to inform a user (person or system) of the availability of information or occurrence of events. Notification setup includes selection of a “Media” and “Type.” A notification profile is created for each subscription (see Subscriptions, above). When establishing a notification for a subscription a user will select a media and the type of notification.

The user being notified is by default the user creating the notification. However, it will be possible to re-direct the notification to a different user. For example, a Probation and Parole administrator wants the Probation and Parole system to receive all messages containing arrest events where the individual being arrested has a status of “on probation” or “on parole.” A court clerk may direct J-ONE to notify the court system that a warrant status has changed to “locate.”

2.6.11.4 Notification media

· Email – Email notifications include both secure and unsecured email.  Secure email includes any email that is encrypted in a way that prevents anyone but the target from accessing the content and email that can be delivered without the message leaving the secure, DOS infrastructure. Unsecured email includes unencrypted email that passes outside the security of the DOS environment and messages exchanged across the public switched network.

· List – This option places the notification in a list of notifications that are only accessible via J-ONE application services. Users will be able to access their lists from any device or application that can securely access Application services.

· Telephone – In the final implementation it will be possible to send pre-recorded messages by telephone to notify users of events and document publication. With appropriate text-to-speech technology it will be possible to customize the messages. This technology is used today to notify passengers of airline flight status changes.

· Pager – Text messages can be sent to traditional pagers or new, more sophisticated applications like those found on Personal Digital Assistants (PDA) and cell phones.

· J-ONE message – Any user who is communicating with a J-ONE application can receive the equivalent of an “instant message.” A “message waiting” icon will appear automatically and the user can then access the message at their convenience. In order to avoid replicating email services, this notification type only supports simple text messages. Alerts will be delivered through the J-ONE messaging service.

2.6.11.5 Notification type

· Exists – This notification type provides information to a user that subscription information exists. The information is then accessed through a J-ONE user interface.

· Include – This notification type requests that the subscription information be included with the notification. For example, when a complaint is filed and the suspect is on parole or probation, a Probation and Parole officer or a court will want access to the complaint.

2.6.11.6 Maintain notification profiles

Maintain notification profiles is a minor Application service, which directly relates to Notifications. This service is used to provide details for media types for each user. For example, to be notified via email of an event, a user must establish a notification profile that contains their email address.

2.6.11.7 Publish

The existence of events and documents are made known to J-ONE through the Publish Application service. Event notification will be accomplished by “publishing” an event document. An event document contains identifying information as defined in the J-ONE Data Model. Event notifications will be defined as a specific document type.

In the final implementation, NHCJSs will publish event documents and many other documents as a result of activities within those systems. For example, the court system will be expected to publish dispositions and sentencing information as a result of activities within the case management system, including document signatures or other specific permissions to publish. 

The Publish component contains the minor functions of Publish event and Publish document. Documents/messages will be published through a J-ONE spoke.

2.6.11.8 Request/response (Query) service

The Request/response Application service is one of the most powerful and work-enhancing components of J-ONE. Currently it is necessary to perform a query and then copy and paste or re-key information from the results of one query into the criteria for another query. For example, a query is done to DMV on a driver’s license number. The information returned includes the person’s name and DOB along with other demographic information. If an NCIC inquiry is subsequently requested, the name and DOB must be retyped. See also the discussion under Data reusability, above.

There will be three types of queries supported, simple, advanced and structured. The simple query will be most useful to occasional users or users with limited needs. It is anticipated that little or no training will be required to use the simple query functionality. The advanced search will provide more options for queries. With more options comes more complexity so users will receive training on the use of advanced features. Structured queries are those that require an intimate knowledge of the J-ONE Data Model. Use of this feature will require a degree of technical expertise not typical of J-ONE users. In addition, structured queries can produce inordinate demand on system resources. In most instances, structured queries will be created by technical support personnel and will be executable by selected users or run on a regular schedule (see Support services, Batch services, below).

The user and role access privileges of the system will limit query results. For example, an on-duty law enforcement officer doing an inquiry can receive Criminal History results that include charges for which there is no guilty disposition. A staff person in Criminal History performing a background check on a potential employee in child day care will receive only convictions.

· Simple – The simple query will support the most common inquiries used in the J-ONE environment. These include searching by name, DOB, location, vehicle license, VIN, court case number, court docket number and tracking number. The relationships between values provided will be processed as Boolean “AND.”

· Advanced – The Advanced search will expand the capabilities of the simple search to include all information in the classes: personal identification, document, vehicle, location, case, docket, incident and event. Boolean connectors of “AND”, “OR” and “NOT” will be supported for classes and values.

· Structured – the Structured query will require knowledge of the XML Schema(s) and element hierarchies of the J-ONE enterprise. These queries must be created, tested and stored by persons trained in the XML Schema(s). Once stored, any user can execute queries with proper security to access the query and the data sources. 

Response is a minor Application service that is a part of Request/response. Obviously doing a query and not receiving a response has little value. Responses in J-ONE are not as simple as typical Internet inquiries. Data returned as a result of the query will not be in a consistent format or even in a consistent structure. The Response Application service will combine disparate results into a coherent result set, subject to the customization established by the user (see User customization, above). 

The response Application service also provides drill down capability. Summary information is provided and the user has the ability to select summarized information and then request details. The details will then be presented and may themselves contain the references to additional levels of detail.

The J-ONE interface to SPOTS will make it possible to search all available repositories with a single query. The results will be presented to the user as though a single query was performed against a single repository.  If one or more data repositories are not available within a threshold time frame, the results will be returned and the user will be notified of the missing results. The user will have the option of being notified when the missing repository becomes available.

The same information will be available through SPOTS. The SPOTS interface will be able to search J-ONE repositories such as the central repository, master name index, DOC, etc. using a service provided by J-ONE. J-ONE will be able to search SPOTS repositories such as NCIC hot files, warrants and criminal history through a SPOTS service. The intent is to provide the user the same results independent of the application initiating the request.

2.6.11.9 Bookmark

As explained under User Interface, Data reusability and Electronic access the J-ONE Bookmark Application service will record information at the user’s request for later retrieval. Through this Application service, a user will “paste” bookmarked information to an Application service or NHCJS application. When transferring information to an NHCJS application the content will be in the form of a “bookmark” document type defined in the Hub.

Data reusability and electronic access will be enhanced by the J-ONE Bookmark Application service. The service will record and securely store information at the user’s request for later retrieval and reuse. 

A “bookmark” in the context of integrated justice is a consistently tagged set of data that can be used to populate forms or data capture screens without re-keying. It is a powerful tool for those who are required to fill out multiple forms or enter information in multiple systems. When viewing search results, forms or data capture screens in any of the integrated systems; the operator will have the option to “bookmark” the information being displayed. The bookmark function will capture the currently viewed information and store it in a secure location available only to the individual selecting the information and their designees. The stored information will be in a consistent format that allows all cooperating systems to parse the data and identify information that would otherwise have to be re-keyed. This is particularly powerful when viewing search results from disparate systems. After creating a bookmark the information is available to other cooperating applications to populate forms and data capture screens. The operator selects a previously stored bookmark and instructs the local application to “paste” information from the bookmark to the local application. The bookmarked data is evaluated in the context of the current application needs and like data is copied from the bookmark to the application data. For example, if a citation were “bookmarked” it would contain detailed information about the driver and vehicle. If the same person were being charged with DWI/DUI, the information about the individual and vehicle would be copied from the citation to the DWI/DUI report. The officer creating the DWI/DUI form would simply add blood alcohol content information to the report. If the vehicle driver was also involved in an accident, the DWI/DUI report can be bookmarked and the data used to populate an accident report. The investigating officer would add the specifics of the accident to the already collected information. All documents or document sets are then available for printing and electronic transfer. See also Electronic Forms in this document.

If multiple departments are involved in a single incident (i.e. the State Police assist a Laconia PD officer with a multi-vehicle accident), bookmarks are a convenient way to share information from one department to another. A bookmark is created by the first agency to enter it. Each participating agency can share the information and not have to key or validate what has already been keyed and validated. The bookmark application will also be provided to J-ONE participating applications as a service. This will allow other applications to leverage the work done by the J-ONE development team. The service will include the ability to add to the list of bookmarks, retrieve a descriptive list of bookmarks and to retrieve a specific bookmark.
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Exhibit 2‑24
Bookmark Application Service

The J-ONE Bookmark functionality has several components as illustrated above. The bookmark function begins with a J-ONE participating application. The user indicates that information being displayed is to be stored as a bookmark. The content from the application is forwarded to the J-ONE Bookmark service. If the J-ONE team produces the application, there is no transformation. If the J-ONE development team does not produce the application it is likely that the content will need to be transformed from the native application format to the J-ONE Bookmark format. Some applications will require customization to participate in the J-ONE Bookmark service. 

The Bookmark service stores the bookmark in the Bookmark repository. The repository is secure and only permits access to the owner and to those who are authorized by the owner.

The Bookmark viewer allows users to view and maintain their current bookmarks. Users can delete, modify or rename bookmarks. Users can also send a bookmark to a participating application. For example, a law enforcement user can send a bookmark to their Record Management System (RMS) as an incident report. The Bookmark service will use the Transformation service to convert the bookmark from the standard J-ONE bookmark format to the RMS incident report input format. This minimizes the work that must be done by the RMS vendors.

Not illustrated is the ability to use input devices to create bookmarks. For example, a driver’s license scanner can create a bookmark that is used by the Electronic Forms application. This provides one consistent interface for the Electronic Forms application (bookmarks) without regard to the source of the information. Any number of applications are able to access data from specialized input devices without having to modify each application to support each device.

Bookmarks will have a default expiration date and time. The default lifecycle of bookmarks will be system assignable and stored in an administrative table within J-ONE. Bookmarks will expire automatically to prevent unnecessary storage.

2.6.11.10 Maintain system users

Maintain system users is an administrative task performed by either a central administrator or by J-ONE entity administrators. In the early stages of implementation this Application service will only be available to Hub administrators. As soon as possible this capability will be expanded to allow each J-ONE entity to maintain their own list of users.

Maintain role and task is a minor Application service which is a component of the Maintain system users Application service. Roles are defined so that accessibility can be provided to groups of users in lieu of defining accessibility for each individual user. For example, a role could be “law enforcement officer.” All sworn officers will belong to this role. Accessibility assigned to this role would be available to all users assigned the role of “law enforcement officer.”

2.6.11.11 Maintain event

Events must be defined to the JIE so that they are recognized and information pertaining to the event can be processed. See the User Requirements, Appendix B for the list of events identified in the User Requirements phase, Exchange Point workshops. The events in this appendix represent the minimum list of events supported by the J-ONE system.

Maintain event/document associations is a minor Application service that is a component of the Maintain event Application service. Events require the presence of or cause the generation of documents. For example, the “Arrested on Warrant” event requires that an Arrest Warrant document was created and that the status of that document is “active.” If the status of the Arrest Warrant is “inactive” or “withdrawn”, a notification should be generated to the entity reporting the Arrest on Warrant event. Creation of a Hearing Notice document in a case management system should cause the creation of a Transport Order if a party of the case is incarcerated. If the case management system does not have the ability to check the status of parties of the case and create the Transport Order(s), the court can set up a subscription to a hearing notice (even though the court is issuing the Hearing Notice). The subscription would be for Hearing Notices from Strafford Superior Court where the status of any party of the case is “incarcerated.” A notification would be sent to the case management system or the clerk (or both) indicating that a Transport Order is required. This removes the necessity of the case management system or clerk to track parties of a case and their status.

2.6.11.12 Maintain directory/locator

The Maintain directory/locator is a major Application service with many components. This critical component allows system administrators to identify data sources, their content and their logical location. In addition, this service controls definition of document, data set contents and the definition of elements that can be used in data sets. Finally, the Maintain directory/locator Application service allows maintenance of document associations. Document associations create validations and event triggers.

The following is a list of minor Application services, which fall within the Maintain directory/locator service:

· Maintain document: This Application service allows administrative users to create new and maintain topics. There are three major categories of documents that are defined in the Hub:

· CJIS documents: The Hub must examine the content and perform tasks based upon the content of the documents. For example, a subscription for any document in which a party occurs where the party status is “on parole or probation” would cause a notification when a “locate” event is published (for an outstanding Arrest Warrant). The same event document would cause the status of the Arrest Warrant to change to “inactive” or “located.”

· Exists – Document types that are recorded as existing and related to a topic, but the content is not examined (orders, motions, rulings, etc. related to a case).

· Generic – One or more generic document types that help group documents published in reference to a topic. For example, DOC might receive or generate a letter corresponding with another prison about an inmate. A generic “correspondence” document type provides a listing of the correspondence exchanged with the other facility associated with an inmate. 

The “Exists” and “Generic” document types require publishing a small amount of metadata. For example, associating a letter about an inmate would require publishing a generic document type of “correspondence.” Metadata must be provided to the Hub such as the SID number of the incarcerated party. 

2.6.12 Support services
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Support services

Support services provide standard functionality to Application services. As COTS software continues to add functionality, the services in this component move down to either COTS services or the Data component. Some services appear in both the Application services and the Support services. Other services appear in Support services and COTS services. This merely means that portions of these services exist in each of the services groups.

2.6.12.1 Message brokering

Message brokering services permit access to different criminal justice data sources through different means.  The Message brokering service accepts messages from various sources and directs the message to the appropriate resource or user. The Message broker provides “guaranteed delivery” which means that once a message is accepted, a message will be retained until it is delivered. For example, if a NHCJS fails or the connection to the system is broken, the Message broker will keep the message until the failure is corrected or the connection reestablished.

See the explanation of MOM, Guaranteed message delivery, content based routing and directed routing under Functional view, Exchange, above.


[image: image27.png]Node C

Node A

/ Web Server
i. — s
\. - |

Web Browser




Exhibit 2‑26
Message broker

As depicted in Exhibit 2-26, the broker is the exchange point between nodes. A topic is a particular message type such as a complaint or a disposition. The broker can have a direct connection to services resident on a node via an adapter or can communicate with remote services through another broker on a remote node. The Directory/locator service keeps track of information sources such as databases and systems.

2.6.12.2 Message Oriented Middleware (MOM)

Message Oriented Middleware is COTS software that provides functionality that would otherwise need to be developed. This functionality includes:

Message persistence – storing messages until they are delivered to another function, queue or service. Messages are not removed from storage until delivery confirmation is received from a subsequent queue or service.

Message queues – lists of messages (pointers to messages) that must be processed by other components of the hub.

Message processing – components that take action or determine action to be taken on messages.

MOM products may include services such as directed routing and almost always provide message persistence. The J-ONE MOM is BEA WebLogic.

2.6.12.2.1 Guaranteed message delivery

Guaranteed message delivery is the ability to, within technical limitations, guarantee that once a message is received by a component or service of the hub, it is delivered to its intended destination. Guaranteed delivery also guarantees that the message is delivered only once. If a service or hub to which a message is to be delivered is not available, the message must be retained or rerouted and delivery attempted until it is successful. MOM COTS products generally provide guaranteed message delivery.

2.6.12.2.2 Directed routing (aka point-to-point routing)

There may be cases where information is only delivered to a specific user (human or application). Applications have the option of specifying the destination of the message being sent and thus bypassing Content Based Routing (see below). An example of directed or point-to-point routing is when law enforcement sends supporting documentation for a specific case to the County Attorney’s office.

Note that in some justice information sharing solutions, directed routing is the only messaging delivery service implemented. This places the burden of determining which users receive a message on the initiator of the message. When a single message has multiple destinations, it is the responsibility of the sending system to generate the recipient list or separate messages for each recipient. Point-to-point message delivery is not acceptable as the only message delivery capability for New Hampshire.

2.6.12.2.3 Publish/subscribe

The message middleware also provides the basic publish/subscribe service. This service provides topic level subscriptions. For example, all criminal complaints published by law enforcement are directed to the AOC case management system as well as the Central Repository. See also “Content based routing” under “Support services”, below. 

2.6.12.3 Message routing

The message routing service determines the logical path a message must take to reach its destination. It also determines alternate paths (routes) that can be used to deliver a message if the primary path is not available. The Message routing service is aware of the physical connections between NHCJSs, but is not directly affected by the physical connection. Physical connections are handled by the COTS services and Data component services.

Message routing is rule driven at multiple levels. The first level is within the MOM, publish/subscribe service described above. This level processes requests by topic (e.g. XML document type) and provides delivery to appropriate destinations.

The message routing service is used by content based routing (see “Content based routing”, below). Content based routing determines what nodes or users should receive a message or copy of the message being processed. Message routing, through directed routing, is then responsible for delivering the message to systems or users.

2.6.13 Content based routing

Content based routing is where functionality within the exchange service examines the content of a message and determines the final destination(s) based upon business rules. For example, when a court disposition is published there are several possible recipients based upon the content of the disposition message. The subject of the disposition may be placed on probation, may be sentenced to serve time in the County Jail (i.e. under the Huber Law) or may be released from custody without further consequences. The content based routing service applies business rules based upon the content of the message to determine who should receive a copy of the message. Possibilities are Probation Field Services, the County Jail, County Attorney’s Office and the law enforcement department that arrested and charged the individual.

It is common to implement content based routing using a COTS product known as a rules engine. New Hampshire will not use a COTS rules engine. In the current phase technology for defining routing rules is being defined. The J-ONE content based routing service will be produced in a future phase and will use the routing rules defined in the current phase.

2.6.13.1 Audit trail

The Audit trail service records data activity within the Hub. Data activity includes creation of, access of and update of data. Audit trails perform three important services. First, the audit trail is a record of who has accessed what information from which sources. Second, it provides information on who added or modified information as well as a complete change history for all information processed by the Hub. And lastly, it provides valuable statistical information for tuning the Hub and identifying resource bottlenecks. A query for the audit table is described under “Query audit.”

2.6.13.2 Transformation

The Transformation service collects information from disparate sources and “transforms” the information into a consistent format.

In the early stages of integration NHCJS systems may not be able to natively support XML communications. If a system cannot directly exchange XML messages with the Hub, a transformation is done from the delivered format to the format expected by each end of the exchange. As an example, most IMC RMS systems deliver criminal complaints in the original (version 1) complaint format. J-ONE transforms these complaints into the current (version 2) format before processing.

2.6.13.3 Association service

The Association Support service works in conjunction with various Application services to associate information sets and/or documents. Associations can be as simple as a document containing a particular data set such as personal identification information or as complex as parties of a case for which a Hearing Notice is being published requiring the publication of a Transport Order. The individual party who is the target of the Transport Order then associates the Transport Order to the Hearing Notice. Should the Hearing Notice be cancelled (i.e. hearing is cancelled), the associated Transport Order(s) will also be cancelled.

2.6.13.4 Directory/locator

The Directory/locator support service works with the Directory/locator Application service and uses all information created through the various maintenance services associated with the Directory/locator Application service. The Support services represents base level functionality used by all of the Directory/locator related Application services.

2.6.13.5 Batch services

Batch Support services provide functionality that is not dependent upon a human operator. Batch services are often implemented as “daemons” (pronounced “demons”). Daemons are Batch services that check for conditions to be true and perform an action if the conditions are true. For example, the Message routing Support service must constantly monitor inbound message queues to determine if there are any messages to route. Once active the Batch service performs all actions on all data until all input has been exhausted. The service then “sleeps” until conditions are met and more work is to be done.

2.6.13.6 Event handler

The Event handler service takes action required because an event has occurred (notification of the event has been published). The action required by the event will vary according to the conditions and information provided by the Application services related to events.

Events can be scheduled (future) or have occurred (past). In defining subscriptions, conditions can be defined for events that are scheduled (future such as "hearing scheduled") or that have occurred (after the event takes place such as "arrested"). An event that is scheduled cannot automatically be considered as occurred because the scheduled date has past. Reminders could be generated that events have not been recorded as having occurred.

2.6.13.7 Handle errors

In the early 1960s IBM produced a one-instruction program called IEFBR14. The program had an error in it. It was fixed (it now has two instructions) and has worked flawlessly for nearly 40 years. There are several classes of errors that include software, hardware and network errors. Recognizing that errors will occur, minimizing the effects of the errors is the job of the Handle errors Support service. Minimizing the impact on the user is the primary purpose of the Handle errors Support service; collecting and reporting sufficient information to enable fixing the error is the secondary purpose. Users can also introduce errors by providing incorrect or inconsistent data. These errors must be reported to the user in easily understood language where possible. Sometimes only highly detailed, technical information can be provided on why an error occurred. In this case it is important that the Handle errors Support service records the error so that the user need not concern themselves with recording and communicating cryptic messages.

2.6.13.8 XSL processor

The XSL processor is a specific type of transformation service. XSL is a common transformation service used in XML implementation. 

2.6.14 Data component
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Data component

The Data component is made up of two primary types of resources, the Central repository and distributed repositories. All data retained in the Hub is retained in the Data component. The Data component is made up of many repositories. Repositories can contain many databases. Databases contain many tables. Tables contain many fields. The Data component contains redundancy, backup and recovery services. The Data component also contains triggers and stored procedures. Triggers are ways databases have to execute code when conditions or data within the database change or are added. Stored procedures are generally SQL statements that are executed by passing parameters instead of passing long, complex data streams. Stored procedures are executed more quickly than the same request from an external source (external to the database).

During the transition from the current state to the future state data repository contents will change. The final solution will rely upon the concept of a virtual data repository where each department, court or group of departments and courts will maintain a data repository. Each of the individual data repositories will be linked to create a virtual data repository with a different view for each role within the J-ONE community. The Central repository will retain information required by the J-ONE enterprise that is not kept in other repositories, will replicate information from repositories lacking resources to handle the inquiry load and location information which identifies which repositories contain what information in what format (Information on Information or I2).

Each user of the Data component may have a different view of the content of the Data component. For example, an on-duty law enforcement officer inquiring on an individual will have access to all pertinent information about the individual including parole or probation conditions, existence of NCIC or misdemeanor warrants, domestic violence or stalking orders, and a complete criminal history, including charges that do not have a guilty disposition or that have no disposition.

See also the reference to 2005 New Hampshire Legislature HB 643, above. This bill has language that affects what information is retained within J-ONE, for how long and who has access to the information.

The Master name index (see above) is a repository of index information that is not stored within the J-ONE central repository.

Other CJIS users will have a more limited view of the Central repository. For example, a court will desire only limited data access which might consist of their local case data, probation and parole data and limited criminal history data.

2.6.14.1 Central repository

Currently there is limited J-ONE data available from some sources. The courts and DOC currently have no accessible data. Both anticipate implementation of comprehensive systems in the near future. In order to enable a comprehensive J-ONE Data component, a central repository of data not currently being saved has been created. This repository will begin as a large repository and may gradually diminish as other NHCJSs are replaced or upgraded. For example, dispositions will be used to populate the central repository. When there is an automatic update of criminal history, there may be no need to store disposition information in J-ONE. 

It is possible and likely that new systems will not retain all information that is useful to the J-ONE enterprise. This information will continue to be retained in the J-ONE central repository.

Criminal history is a repository that requires additional analysis. The current repository provides needed data on a relatively modern platform (Oracle). The data model has many tables and capabilities that are not being used. It is recommended that the CHRI data model be reviewed, normalized and revised in conjunction with the design of the Central repository.

Lookup tables located in the Central repository can be used to minimize data entry and communications from distributed systems. For example, lookup tables should exist for:

· Sworn officers – ORI and badge number allows the Hub to expand this information to ORI name, address and contact information

· Department or entry information (by ORI) – Address, contact, phone numbers, etc.

· Courts – Name, address, directions, contact information (email, phone, fax)

· PPO – They are sworn officers, but they would have more specific contact information such as off-duty phone, pager, etc.

· Correctional institutions – same as for courts.

· NCIC 2000 codes – eye color, hair color, race, sex, and scar marks and tattoos.

2.6.14.2 Distributed repositories

As described above, there are several repositories that will be included in the Data component that are either outside of the control of DOS, on antiquated platforms or will be implemented on modern systems outside of the DOS environment. Distributed repositories may be replicated within the Central repository if a cost benefit exists. The cost benefit can be reducing load on distributed (NHCJS) systems for inquiry, providing off-site, “hot” backups of repositories on systems in other departments and courts or retention of historical information of value for trend analysis and crime prevention (See Optional COTS services, Criminal activity intelligence repository, below).

2.6.15 Commercial-Off-The-Shelf (COTS) services
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COTS services

COTS services represent the products that are acquired to support J-ONE functionality.

COTS software also includes the various records management systems and incident reporting and management systems used by law enforcement departments. These services must be integrated into J-ONE enterprise to provide a comprehensive solution and to enable Data reusability.

COTS software also includes case management systems of the Attorney General’s Office, county attorneys and defense councils. As J-ONE matures and confidence in the security and privacy enforcement of the JIE grow, these systems can be integrated into J-ONE.

COTS software also includes systems not specifically discussed or reviewed in this project because they exist outside of the criminal justice domain. J-ONE has been designed to permit integration of all justice entities and repositories as time and resources permit.

2.6.16 Optional COTS services

2.6.16.1 Criminal activity intelligence repository

Subsequent to September 11, 2001 the justice community has placed a high emphasis and value on intelligence information that can lead to crime prevention and improved response to terrorist threats and activities. Sophisticated Knowledge Management capabilities are being applied to criminal justice and related data to identify potential criminal activity and predict and prevent criminal acts. This functionality requires retention of apparently unrelated information and use of sophisticated data analysis tools. Information required by the analysis tools that is not retained in other repositories must be retained in a secure, central repository.

2.6.16.2 Crime analysis

Many tools have developed since the original logical design for reporting on crime or incident data. These products allow users to select data, filter data, classify data and produce a wide variety of analytical reports.

2.6.16.3 Predictive analysis

New tools are emerging that use historical information to predict the likelihood of events or series of events. For example, the software would recognize that there is likely to be a dramatic increase in public intoxication arrests, assaults and speeding citations in the area around Laconia, NH in early June.

When historical information is freely exchanged among law enforcement departments, new tools can be used to identify trends and can, with ever increasing accuracy, predict the likelihood and magnitude of events that will occur in the future. This is an extremely valuable crime prevention tool.

Several software vendors have successfully modified financial analysis and trend prediction software to provide similar capabilities to law enforcement. Predictive analysis software considers new factors introduced by the operator to determine the most likely outcome. For example, predictive analysis software allows management to evaluate action plans against real data to predict a probable outcome (versus historical analysis provided by Trend analysis software). If patrols are increased in a specific area, predictive analysis software will provide probable scenarios for changes in crime patterns in and around the affected area. If the results are not positive or do not provide the expected results, the action plan can be reevaluated and adjusted until the desired outcome is achieved. This is done without the necessity to re-deploy personnel or equipment – a time consuming and expensive process.

As with trend analysis software, various vendors offer solutions that work well under different conditions. It is necessary to both determine the software that works well with New Hampshire data and to determine the software that produces results that meets the needs of law enforcement management in New Hampshire. In order to make this determination it is necessary to try various software packages using real data. It can be time consuming to identify appropriate information in suitable quantities to adequately evaluate results from various products.

Because trend analysis is an emerging technology, it is difficult to provide COTS software requirements. The following are a list of requirements that will be presented to vendors. It is unlikely that a vendor will have all of these features today, but one of the requirements will be to provide a product enhancement plan that includes those items considered essential by the stakeholder community.

Predictive Analysis potential requirements:

· The ability to show results in tabular form

· The ability to interface with DOT GIS information to display results

· The ability to display likely activity by specified area in a graphical form

· The ability to display likely activity on a map of a selected location, region or the entire state

· The ability to allow modification of conditions to amend the results. For example, if it rains for 3 days during Laconia Bike Week, how does the type and location of criminal activity change?

· The ability to alter the scope of information used for the prediction. For example, predict the first 4 days of activity in or near Laconia, NH during Bike Week when no rain and warm temperatures are likely. Predict the last 4 days. Start with a 4 day Bike Week and show the likely type and location of criminal activity; extend the model in one day increments up to 10 days.

2.6.16.4 Content management

Content management is an umbrella title for many functions that have at various times been referred to as image management, document management, text management and workflow. Content management stores free-form text that is sometimes referred to as “unstructured” data. In the XML world, this is a misnomer because XML text is generally highly structured. Word processing documents, engineering diagrams, pictures, email, video, voice recordings, etc. contain information that can be valuable when properly stored and indexed.

2.6.16.5 Workflow

Workflow systems provide document routing and tracking. A business process is defined in the context of the workflow product. When a document instance is created, the workflow engine determines which user or group of users is responsible for processing the document based upon how it was instantiated, content of the document or metadata provided with the document. The document is then assigned to a work queue accessible by one or more users. If a document is not processed within a specified time, the workflow engine notifies a supervisory user or moves the document to another work queue. As the document moves from step-to-step, the workflow engine records a complete history of the actions taken and the amount of time required to complete the actions. When an action is completed, the system provides a default next step dependent upon the history, document content or action taken by the current owner. At any time, an operator who owns the document can change the default routing or add/remove information that will redirect the document flow.

2.6.16.6 Knowledge management (KM)

Knowledge management is closely related to Content management because Content management enables Knowledge management. KM is partially procedural and partially technology. In a KM enterprise, users of data share their experience, knowledge, procedures and innovative thoughts with other users of the enterprise. KM tools allow more than simple full text search, they provide for automatic data classification, manual data classification and data mining. In a true KM product, seemingly unrelated information can be recognized as a pattern or relationship that is not intuitively obvious. The Criminal activity intelligence repository, above, is an example of KM tools being implemented for a specialized industry.

2.6.16.7 Geographical Information System (GIS)

Geographical Information Systems can be tied together with Global Positioning Systems (GPS) to provide intelligence to officers during pursuit, tracking or incident management. A simple example is an officer who responds to an incident. The cruiser location automatically reported via the GPS is used to locate hazards (i.e. storage of hazardous materials near the incident), warn the officer of unusual geographic anomalies such as narrow bridges or sharp turns and automatically record the exact location of various criminal activity. This information can then be used to populate complaints, incident reports, arrest reports or other documentation automatically.

2.6.16.8 Text-to-speech/speech to text

As evidenced by Project 54, speech technology is improving and can provide valuable, hands free operation of equipment and feedback which does not require eyes or hands being distracted from other valuable activity – such as watching the road ahead. As this technology improves, it will be possible to complete additional tasks including completing complaints and other documents without the need to focus visually or use manual input.

2.6.16.9 Instant messaging

Instant messaging is a popular way to communicate in an electronic, wireless society. This functionality can eliminate distance as an inhibitor to communications. Combined with text-to-speech or audio recording, this technology can provide communications between individuals that is not possible in the wired world.
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