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1. Intended Audience

This document is intended for the New Hampshire J-ONE Technical Committee responsible for defining J-ONE application functionality and implementation choices.  This document details the J-ONE Repository Validation and Database Update Functionality.
2. Introduction

The J-ONE messaging infrastructure currently receives messages from law enforcement records management systems (RMS) and distributes these messages to systems that have subscribed to these messages.  This flow of information is illustrated in the following diagram:
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The RMS systems deliver their messages to their designated spoke.  The spokes deliver the messages to the hub where the messages are validated and prepared for distribution to their respective destination spokes.  

Inside the hub, the messages are validated for data integrity using the Adler-32 checksum validation algorithm.  Once the message is validated, it is queued for further processing.  The hub software determines the list of subscribers for this message, and then queues them for distribution to their appropriate destination.  The following diagram illustrates the flow of messages inside the hub:
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J-ONE supports two messaging models: Publish/subscribe and point-to-point.  With the Publish/Subscribe model all subscribers with subscriptions to a particular topic receive exact copies of the original message.  If the message content needs to be transformed to accommodate easier consumption by one or more of the subscribers, even if the message topic remains the same, then additional processing is required by the hub and the transformed message is distributed using the point-to-point messaging model.  This document focuses on the transformations required to prepare the message for consumption by spoke applications.

3. Validation and Transformation Requirements

· J-ONE should validate all incoming messages to ensure that they are compliant with their specific message schema.  This process validates the message against the schema for document structure, element sequencing, required elements, enumerated lists, and any other business rules that might have been defined in the schema.  If messages are not compliant, then they should be quarantined, audited and reported to the message originating system.

· The J-ONE hub should support all versions of the incoming messages.  This is important because as the system matures over the years, there will be newer versions of the same messages available.  

· Messages intended for point-to-point distribution should be formatted to make it easier for the receiving system to consume the message.  This is particularly important for legacy systems or when there are no resources to update the receiving system to process incoming messages.  Resource considerations include processing power, limited technology availability, adapter licensing, or the human resources available to work with the project.

4. Proposed Solution

All messages exchanged using J-ONE will be XML messages.  The hub needs to validate the message content, determine a list of subscribers, potentially transform it to a format acceptable to the subscribing system and then distribute the right format to each recipient.  The general approach for developing this functionality is consistent with the process as described in the J-ONE detailed design document [DetailedDesign_final_V3_97 format.doc].   

The validation process starts when the message arrives in the JONE Transformation Queue after the checksum has been validated and it has been determined that the message was not corrupted in transit.  The following processing will be applied to the message:

· Determine the document schema version of the incoming document.

· Retrieve the appropriate schema.  

· Validate the document against this schema.  If there are any errors, send the message to the quarantine log and appropriate messages in the audit log.  

· If the document is valid, forward the document to a process where the message will be transformed into the current version of that document.  This transformation will take place using an XSLT style sheet.   The utility that implements this transformation will be developed in JAVA and will use the Xalan XSL Transformation engine provided by the Apache foundation.  This utility will accept the incoming XML and the XSLT as parameters and return the transformed XML.  

· After the transformation the message will be forwarded to the subscription queue.  All messages in the subscription queue will be in the latest format.

Once the message arrives in the subscription queue, the subscription engine will determine the list of subscribers.  The engine will then create a copy of the individual messages for each subscriber.   This message will include the subscriber information (spoke identification and connectivity information) in the header section and will be forwarded to the spoke transformation queue.  

The following steps take place once the message arrives in the Spoke transformation queue:

· Identify the subscriber.

· Determine the format requested by the subscriber.

· If the subscriber is capable of processing the standard J-ONE format, the message is forwarded to the subscribing system.

· For destinations requiring a transformed message the following steps will be performed.

· Load the XSLT style sheet for transforming the message from the standard J-ONE format to the expected format.

· The transformation will filter data that is not relevant to the target subscriber.

· Use the transformation utility discussed above to transform the message.

· For most consumers the transformation will group data by how it will be stored in the target system database.  

· A utility will be developed and incorporated into the spoke software that will allow this new message format to be converted into a SQL statement on the destination spoke.  This utility will be developed using JAVA and will create a set of scripts that can be executed to update the local database.  Scripts will update the local system using one of two approaches.  The local system administrator will determine the choice of approach after a careful review of the requirements for their environment and database.

· In situations where it is appropriate for the spoke software to update the local system, the spoke software will establish a connection to the local database and execute the SQL query(s).   

· The second situation provides local system users or a data administrator the ability to review the data before it is updated in the local database. The database owner will provide the user interface to review delivered data. The database owner will then provide a mechanism to update the local database after they are satisfied with the validity and the quality of the incoming data.

The following document types will be stored in the central repository:

· Complaints (Version 2)

· Bail Conditions

· Warrants

· Protective orders

· Dispositions

Complaints

Complaints are originated by police department’s records management systems.  They are sent to J-ONE for distribution to other justice entities subscribing to complaints.  The following steps will take place after the message is delivered to the hub, and has been validated for integrity by the checksum validation process:

· The message will be queued for processing in the J-ONE Transformation queue.

· The system will load the schema version applicable to this document.

· The system will validate the document against the schema to ensure content quality and compliance with the business rules defined in the schema specification.

· Once the message has been validated, it will be transformed into the current Complaints schema specification (if it is not using the latest specification).

· The transformed message will be forwarded to the subscription engine.

· The subscription engine will determine the list of subscribers for complaints.  It will then create a copy of the message for each subscriber and include subscriber information in the message header (subscriber identifier, connectivity information, XSLT file name that will be used to transform the message into the format desired by the subscriber).  

· Each message will be forwarded to the Spoke Transformation queue.

· The system will load the XSLT file that is identified in the previous step.  This file will be used to transform the message into the format desired by the subscriber.  

A complaint primarily consists of the following datasets:

· Role – offender, victim, judge, complainant

· Incident

· Location

· Charge

· Court with jurisdiction

Each dataset can potentially be made up of other datasets.  For example, Role will also have contact information for some participants.  XML Datasets are organized to describe the logical flow of information that belongs together.  However, these datasets are stored differently in the database, as databases are designed for optimal data storage and retrieval.  

The database design and schema will also be different for each subscriber.  For example, the central repository, the court’s case management system and criminal history are all subscribers to complaints.  Central repository will store the data as defined by the database designed in a previous phase of this project.  The court’s case management system will store the same data in a different set of tables as designed by the system vendor.  The Criminal History database is a legacy application that will store information in tables that were designed a long time ago.  Data needs to be inserted into the database in a predefined order to ensure data integrity.  Even though the datasets might appear in the XML documents in different order, the data has to be inserted into the database in a fixed, predefined order.  For each subscriber, the message will be transformed according to the guidelines provided by the subscriber that will make it easy for them to consume the data.  These guidelines will be used to develop the XSLT style sheet used for transformation.

Once the transformation process has been completed, the message is delivered to the subscriber.  The subscriber will determine how to use this data based upon their data quality assurance procedures.  For example, messages delivered to the central repository will be received by Daemon V, responsible for storing data into the central repository deployed on an Oracle database.  Daemon V will be enhanced to parse the document and convert the message into a series of SQL statements that will then insert the data into the database.  The court case management system will store the data in a staging area before the data is inserted into their case management system.  Criminal History may choose to stage the data before consumption.  They will enhance their existing Access based application to read incoming data and present it to a criminal history specialist for approval (review) before it is inserted into the criminal history database.

5. Summary

J-ONE provides the vehicle for data exchange between the various justice entities in the New Hampshire justice enterprise.  It is important that participants are able to trust the quality of data and have a mechanism to consume that data.  Thus, data validation and data transformation become critical components of J-ONE.  

There are various approaches and products for consuming messages to update local databases.    Following the recommended approach allows the end users to describe to J-ONE the data format that is easiest to consume.  The J-ONE development team will then develop the XSLT style sheets that will transform the data into the format most compatible for each consumer. This approach is easy to manage and financially viable.  
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