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MEMORANDUM
TO: NH EMS Units

NH EMS Regional Chairs
NH EMS Hospital Coordinators

FROM: Michael Schnyder, BS, SSBB, NREMT-P

FST & EMS

Bureau of EMS
RE: Verifying Optimal Security Setting for Your Internet Browsers
DATE: April 14, 2008

On behalf of the New Hampshire Department of Safety, Division of Fire Standards and Training and Emergency
Medical Services (FST & EMS), we would like to take this opportunity to notify you about updating your TEMSIS
security settings.

The majority of the Trauma and EMS Information System (TEMSIS) users create patient care reports using the
Internet-based solution. Quite recently a number of news events have come into the light about the diligence
required to protect private information. After an expedited review of TEMSIS’ practices, we requested our software
vendor, ImageTrend, to develop a “best practices” document on Internet Browser settings.

We now ask for each EMS or Fire agency, hospital, and anyone who uses TEMSIS to set their Internet Browsers
to the maximal level to protect against potential threats. To assist everyone with this process, we took
ImageTrend’s work and divided it into three components:

e Best Practices for Microsoft Internet Explorer

e Best Practices for Mozilla Firefox

o An “expert level” document for those organizations with an established IT staff.

These documents will be located both on the TEMSIS (www.nhtemsis.org) and EMS Bureau’s websites
(http://Iwww.nh.gov/safety/divisions/fstems/ems/forms.html).

Please also take the time to review your overall current security practices to ensure that protected health
information (PHI) is at its the best. This ranges from the simple idea of not leaving a drop-off form on a counter to
storing PHI in secure location.

If you have any questions about Internet browser security practices, please contact ImageTrend at:
1.888.469.7789. For other questions, please contact the Bureau’s Research & Quality Management Section at
603-223-4226.
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Internet Browser

Best Practices

Updating Your Security Settings
For Internet Explorer

Introduction: Any computer that is or may be used to access patient
data should conform to industry best practices standards for security.

Outlined in the following pages are simple changes to your Web browser
recommended by ImageTrend that increase the level of protection of
data, and improve the security on your computer.

These instructions were created using ImageTrend’s
Internet Best Practices Document of 4/3/2008




Fundamental Microsoft Internet Explorer Configuration

The following recommendations are specific to Internet Explorer 7; however, previous
versions of Internet Explorer should follow similar guidelines as much as possible.
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Step 1: Find the Tools section for your Internet Browser

Step 2: Next, find and click on the Internet Options link




Fundamental Microsoft Internet Explorer Configuration

General | Security | Privacy | Content | Connections | Programs | Advanced

Home page
St e 3 % You can change which page to use for your home page.
p Address: kbp: f e, google, comyf

[ IJze Current ] [ IJze Default ] [ Iz Blank ]

Temporan Internet files
FPages you view on the Internet are stored in a special folder St e p 4
fiar quick wigwing later.

[elete Cookjes... ] [ Delete Files. .. ] Settings. ..

Higtaory

The Hiztory folder cOMg
quick access to recently

Dayz to keep pages in histony:

z linksz to pages you've vizited, for

0 % || Clear Histony

[ Colors... ] [ Fonts... ] [ Languages... ] [.ﬁ.ccgssil:uilit_l,l...]

[ OF. H Cancel ]

Step 3: Set the number of days the History is kept to O (Zero)

Step 4: Next, click on the Settings link




Fundamental Microsoft Internet Explorer Configuration

‘ Check For newer versions of skored pages:
L
& () Every visit bo the page

(*)Every time vou stark Inkernet Explorer! s
Step 5

() Aukomatically

'CJ MNewer

Temporary Inkernet Files Folder

Current location:  CHDocuments and

Settingsi\Michael E. SchnyderiLocal
Settings! Temparary Internet Files),

Amount of disk space to use;

j 2 *| me

[ Move Folder.., ][ Wiew Files, .. H Wiew Cbjects. . ]

Step 6 ﬁ | ok H Cancel ]

Step 5: Click the button that states Every visit to the page or
Every time you start Internet Explorer

Step 6: Next, find and click on the OK button




Fundamental Microsoft Internet Explorer Configuration

Internet Options

oaal| Secuity | Privacy | Content | Connections || Programs || Advanced
St e p 7 Select a'wWeb content zone to specify itz secunity settings.
3 0O @
Imterret Local intranet  Trusted sites Restricted
sites

Internet

@ This zone containg all'web sites pou
¥ haven't placed in other zones

Security level for this zone
................. Move the slider to zet the security level far thiz zone.

L_J: High
- The zafest way to browse, but alzo the least functional
St e p 8 - Less secure features are dizabled

- Appropriate for sites that might have harmful content

[ Custom Level... ] [ Default Level ]

[ 0k H Cancel H Apply ]

Step 7: Click on the Security tab

Step 8: Set your security levels to HIGH




Fundamental Microsoft Internet Explorer Configuration

Internet Options

Step 9

General | Secuity | Privacy | Content | Connections | Programs | Advanced

Select a2 Web content zone to specify itz security settings.

“_} o i Trusted sites @E|
-

Restricted o %¥ou can add and remove Web sites Fram this zane. All Wehb sites

in this zone will use the zone's security settings,
Trusted sites St e p 1 O

Thiz zone containg Web sites that yg
trust ot to damage your computgg® Add this Web site to the zone:
data, Mo sites are in thiz zone. http: fuon. ihtemnsis. org;

Security level for this zoge
b ove the zligf set the zecunty level for this zone. yieh sites:

Medium
- Safe browsing and still functional
L1 - Prompts before downloading potentially unsafe content
- Unzigned Actives controls will not be downloaded
- Appropriate for most [ntermet sites

Trugted sites

Internet Local intranet

[ Custom Level... ] [ Default Level ] [ |Require server verificakion (https: ) For all sices in this zone!

[ Ok ][ Cancel ][ Apply ] [ Ok ] [ Zancel

Step 9: Click on the Trusted Sites link. Make sure the Security Level is
set to Medium for this section. Then click on the Sites link.

Step 10: Type in http://www.nhtemsis.org/, click Add, uncheck
Require Server box, and then click the OK button




Fundamental Microsoft Internet Explorer Configuration
?IX]

Internet Options

General | Security | Privacy | Content /S

Content Advizor

Fatings help you contral the Internet content that can be
@’ viewed on this computer.

Cerificates

% Ilze certificates to positively identify pourself, certification
@l authorities, and publishers.

[ Clear S5L State ] [ Certificates. .. ] [ Publizher

Perzonal infarmation

n  AutoComplete stores previous entries
and zuggests matches for pou.

Microsoft Profile Assistant stores pour
persanal infarmatian.

| autoComplete... |

My Prafile...

Ok ] [ Cancel

Step 12

Step 11

AutoComplete Settings

AutoComplete lists possible matches from entries you've
kvped before,

Ilze Autoomplete For

Web addresses
Forms

[ ]iser names and passwords on Forms;

omplete history
Clear Forms Clear Passwiords

To clear Web address entries, on the General tab in
Internet Options, click Clear Hiskaory,

(04 l [ Cancel

Step 11: Click on the Content tab and then click on the

AutoComplete button

Step 12: Uncheck the User names and passwords on forms box
and then click on the Clear Passwords button




Fundamental Microsoft Internet Explorer Configuration

Internet Options

General | Security || Privacy | Contert | Connections | Programs | Advanced

Settings:

Step 13

Allow active content to run in fles on My Computer -
Allow zoftware to run or inztall even if the zsignature iz invealid
Check for publizher's certificate revocation

Check for server certificate revocation [requires restart)

Check far signatures on downloaded prograns

Do not save encrypted pages to disk
Empty Temporan Internet Files folder when browser iz cloged
Enable Integrated wWindows Authentication [requires restart)
Enable Profile Assistant

Jse S5L 2.0

Jge S5L 3.0

ee TLS 1.0

Wharn about invalid site certificates

Yharn if changing between secure and not secure mode
Warn if forms subrnittal iz being redirected

Step 14 g

KIS RISISISISISIST] T 1]

W

£ ?

[ Bestore Defaultz ]

Step 15 \
[ Ok, H Cancel ][ Apply ]

Step 13: Click on the Advanced tab

Step 14: Scroll down, click on the Do Not Save Encrypted Pages
& Empty Temporary Internet... boxes (so they are both checked)

Step 15: Click the OK button to accept all changes




