STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION
ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT
NHDOT - RFP 2019-060

New Hampshire Department of Information Technology
RFP Cover Sheet

Name of Agency/Division: Department of Transportation
Contract Number/Name: 2019-060/Road Condition Data Collection Services and Vehicle
Procurement
RFP Purpose: To solicit proposals from qualified vendors specializing in automated pavement
condition data collection and roadway imagery. The Vendor shall collect, process, verify, and
deliver a complete data set from the NH roadway network to the NHDOT that includes
roughness, rutting, and cracking distress data and measurements, as well as other related
information, using automated data collection vehicles operated by the Vendor. The Vendor
shall host NH roadway network data, alleviating the need for new onsite data storage hardware
at the NHDOT, and provide compatible computer software to the NHDOT that staff can utilize
to manage the data and view images from any access point in the NHDOT and online. Further,
the Vendor shall procure a new QC/QA testing data collection vehicle to replace the NHDOT’s
existing data collection vehicle, owned and operated by the NHDOT, for pavement quality
assurance testing of newly constructed pavements (QC/QA testing). Data collection services
are required commencing in May of 2020. Delivery of the QC/QA testing vehicle is required in
early September of 2020.
DOIT [ ] or Agency [X] Funding
Background Information: The NHDOT Bureau of Materials and Research, through its
Pavement Management Section, currently collects and processes road condition data that is
essential for the Department’s business needs and for compliance with Federal Highway
Administration requirements. This data is stored on DolT servers and made available to other
parts of the NHDOT through its computer network, using customized computer software. The
NHDOT owns and operates two data collection vehicles that are both at end-of-life for their
intended purposes. One vehicle is equipped with an inertial profiler and a 5-point rut measuring
system used for QC/QA testing on new pavements. The other is equipped with an inertial
profiler, Laser Rut Measuring System, right-of-way cameras, and a line scan camera. This
vehicle is used for roadway condition data collection and image collection of the NH roadway
network.

The NHDOT will engage the services of a qualified consultant (Vendor) to replace the function
of its network data collection vehicle commencing in 2020. Further, the NHDOT requires
replacement of its QC/QA testing vehicle to continue NHDOT performed ride quality testing.

Special Concerns: It is intended that an award pursuant to this RFP will be made to a prime
vendor, who will assume responsibility for all aspects of the work. Joint ventures will not be
considered, but sub-contracts (vendor teams) are permitted provided the sub-contractor(s)
proposed is/are clearly identified with the type of work to be performed in response to this RFP.

Responses to this RFP will be evaluated on the basis of relative merits of the proposal, in

addition to price.

Submitted By: Patrick Colburn, P.E. Current Date: September 10, 2019
Phone: 603-271-3151 Email: Patrick.Colburn@dot.nh.gov
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DEPARTMENT OF TRANSPORTATION

ROAD CONDITION DATA COLLECTION AND VEHICLE PROCUREMENT

RFP 2019-060

R L S S L e e — 09/13/2019

VENDOR CONFERENCE......ccccccciiiiiiiiiiiiiniiieniiiecinnns NOT APPLICABLE

AT: NOT APPLICABLE

STATE POINT of CONTACT.....cccceveiiiieiiieiineinrnecnnnnes PATRICK COLBURN, P.E.
Patrick.Colburn@dot.nh.gov
603-271-1662

CONTITRACTT TP Bo000000000000000000000000000006000060000006000600C FIRM, FIXED PRICE

IPROTPOSAILES DU 00000000000000000000000000000600000600060000060000C 10/24/2019 2:30 PM EST
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STATE OF NEW HAMPSHIRE
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ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT
NHDOT - RFP 2019-060

INTRODUCTION

The State of New Hampshire, acting through the Department of Transportation, is releasing this Request for
Proposal (RFP) to procure professional roadway data collection services and associated software and
hardware systems to fulfill the Department’s roadway network data collection needs. Further, the State of
New Hampshire is releasing this RFP to procure a replacement pavement QC/QA testing data collection
vehicle to be used for quality assurance testing on new pavements.

1.1 PROJECT OVERVIEW

The New Hampshire Department of Transportation (NHDOT) is soliciting proposals from
individual vendors or vendor teams specializing in automated pavement condition data collection,
right-of-way imagery, and QC/QA testing data collection vehicle assembly. The successful vendor
or vendor team will provide the NHDOT with services to collect, process, verify, and deliver a
complete data set for New Hampshire’s paved roadway network. The pavement data collected shall
include, but is not limited to, roughness, rutting, and cracking distress measurements, and may
include other distresses as well as other related work using automated data collection vehicles.
Computer software to manage and view the data, using an internet based platform, will also be
provided to the NHDOT by the Vendor. The NHDOT prefers a solution that will integrate historic
road condition data and imagery with Vendor collected data and imagery, to replace the NHDOT’s
existing software. Vendor data will be accessible by NHDOT staff through a web software solution.
The successful vendor or vendor team will also provide the NHDOT with a QC/QA testing data
collection vehicle able to collect roadway data including roughness, rutting (preferred), and right-of-
way imagery. Vehicle procurement will include related on-premise software to process and view
collected data.

The NHDOT currently owns two data collection vehicles and staffs four Data Collection
Technicians within the Data Collection Unit. Historically, the Data Collection Unit has performed
all pavement data collection for the Department, including both network and project level (QC/QA
testing on new pavements) collections. Collected data is stored on DolT servers and made available
to other parts of the NHDOT through its computer network, using customized computer software.
Both data collection vehicles that the NHDOT currently owns are at end-of-life. Moving forward,
the NHDOT will outsource the network pavement data collections and data storage to a qualified
consultant (Vendor), retaining the project level QC/QA testing on new pavements for in-house staff
using a Department owned or leased vehicle.

The NHDOT collects pavement data on approximately 4,600 miles of paved roads throughout the
State of New Hampshire on a two-year collection cycle. During the odd numbered years, pavement
data collection occurs on approximately 3,900 miles of roads including all interstates and turnpikes,
all US and numbered State routes, National Highway System (NHS) unnumbered State routes, and
NHS Highway Performance Monitoring System (HPMS) local roads. During the even numbered
years, pavement data collection occurs on approximately 2,500 miles of roads including all
interstates and turnpikes, NHS US and numbered State routes, all unnumbered State routes, and all
HPMS local roads. The State’s roadway network consists of approximately 548 miles of interstates
and turnpikes. Along interstates, turnpikes, and other divided highways, data collection is
performed in both directions along the right-most travel lane. Along all other roads, data collection
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is performed in the primary direction only (generally south to north and west to east), in the right-
most travel lane. This same collection cycle and collection method is anticipated to continue in the
future. The condition data collected will be used to analyze the pavement conditions across the
network and provide input into the Department’s Pavement Management System used for condition
forecasting, budgeting, and project programming. Condition data will also be used to meet the
NHDOT’s reporting obligations to the Federal Highway Administration’s Highway Performance
Monitoring System (HPMS). Right-of-way imagery will afford NHDOT staff the ability to view
current field conditions and identify asset locations without the need for a field visit. Comparison
with historic imagery also provides the ability to see changes over time.

The NHDOT’s existing QC/QA testing data collection vehicle is used to measure the Ride Number
(RN) of new pavements to assess pay factors. This vehicle is also used to cross correlate roughness
and rutting data with data from the network collection vehicle as part of the NHDOT Pavement Data
Quality Management Program. The replacement vehicle will likely serve the same purposes and
should be equipped accordingly. The NHDOT recognizes the broad range of QC/QA testing data
collection vehicles available on the market. At a minimum, the NHDOT requires that the vehicle be
equipped with an inertial profiler, a forward facing camera, a Distance Measuring Instrument (DMI),
and GPS/GNSS. Due to budgetary constraints, this vehicle will likely not be equipped with a 3D
laser imaging system; however the NHDOT is motivated to add simple rut measuring
instrumentation as an add-alternate cost item. The NHDOT is interested in Vendor creativity that
will allow rut measuring functionality to be added to the base vehicle, because of its value added to
the Data Quality Management Program, and the ability it affords for the NHDOT to recollect select
locations after the Vendor has left the State (if necessary). The vehicle chassis will be a full size van
(Ford Transit or equal). Vehicle procurement will include all applicable subsystems, hardware,
software, and onsite training necessary for full functionality of the system both during collection and
during processing/post-processing.

1.2 CONTRACT AWARD

The State plans to execute a Firm Fixed Price (FFP) Contract as a result of this RFP. If an award is
made, it shall be made based upon evaluation of the submitted Proposals in accordance with the
review process outlined in Section 5: Proposal Evaluation Process below. The award will be based
upon criteria, standards, and weighting identified in this RFP.

1.2.1 NON-EXCLUSIVE CONTRACT

Any resulting Contract from this RFP will be a Non-Exclusive Contract. The State
reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item,
part or portion of an item, group of items, or total Proposal. The Vendor shall not be
responsible for any delay, act, or omission of such other vendors, except that the Vendor
shall be responsible for any delay, act, or omission of the other vendors if such delay,
act, or omission is caused by or due to the fault of the Vendor.

If a Contract is awarded, the Vendor must obtain written consent from the State before any public
announcement or news release is issued pertaining to any Contract award. Such permission, at a
minimum, will be dependent upon approval of the Contract by Governor and Executive Council of
the State of New Hampshire. A Contract award is contingent on approval by the Governor and
Executive Council.

Page 4 of 98
DOIT RFP Master Template 11/3/17



STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION

ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT

NHDOT - RFP 2019-060

1.3 CONTRACT TERM

Time is of the essence in the performance of a Vendor’s obligations under the Contract.

The Vendor shall be fully prepared to commence data collection work by May 1, 2020 after full
execution of the Contract by the parties, and the receipt of required governmental approvals,
including, but not limited to, Governor and Executive Council of the State of New Hampshire
approval.

The Vendor’s initial term for data collection services will begin on the Effective Date and extend
through May, 2026 (six years). The term may be extended to a total length of ten (10) years
(“Extended Term”) at the sole option of the State, subject to the parties’ prior written agreement on
applicable fees for each extended term and approval by Governor and Executive Council, up to but
not beyond May, 2030.

The Vendor is expected to commence vehicle procurement and assembly immediately upon full
execution of the Contract by the parties and receipt of governmental approvals. Delivery of the
QC/QA testing data collection vehicle is required during the first week of September, 2020.

The Vendor shall commence work upon issuance of a Notice to Proceed by the State.

The State does not require the Vendor to commence work prior to the Effective Date; however, if
the Vendor commences work prior to the Effective Date and a Notice to Proceed, such work shall be
performed at the sole risk of the Vendor. In the event that the Contract does not become effective,
the State shall be under no obligation to pay the Vendor for any costs incurred or Services
performed.

1.3.1 CONTRACT NEGOTIATIONS AND UNSUCCESSFUL BIDDER NOTICE

If a Vendor is selected, the State will notify the selected Vendor in writing of their
selection. Until the State successfully completes discussions with the selected Vendor,
all submitted Proposals remain eligible for selection by the State. In the event contract
discussions are unsuccessful with the selected Vendor, the evaluation team may
recommend another Vendor.

Pursuant to RSA 21-G:37, in order to protect the integrity of the public procurement
process, no information shall be made available to the public, the members of the
General Court or its staff, notwithstanding the provisions of RSA 91-A:4, concerning
specific responses to this RFP, from the time the RFP is made public until five (5)
business days prior to submission of the resulting contract to the Department of
Administrative Services for inclusion on a Governor & Executive Council meeting
agenda. This means unsuccessful Vendors shall not be notified of the outcome until that
time.

1.3.2 VENDOR ETHICS

From the time this RFP is published until a contract is awarded, no bidder shall offer or
give, directly or indirectly, any gift, expense reimbursement, or honorarium, as defined
by RSA 15-B, to any elected official, public official, public employee, constitutional

Page 5 of 98
DOIT RFP Master Template 11/3/17



STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION
ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT
NHDOT - RFP 2019-060

official, or family member of any such official or employee who will select, evaluate, or
award the RFP. Any bidder that violates this section shall be subject to prosecution for
an offense under RSA 640:2. Any bidder who has been convicted of an offense based
on conduct in violation of RSA 21-G:38, which has not been annulled, or who is subject
to a pending criminal charge for such an offense, shall be disqualified from bidding on
this RFP and every such bidder shall be disqualified from bidding on any RFP or similar
request for submission issued by any state agency.

1.4 SUBCONTRACTORS
The Vendor shall identify all Subcontractors to be provided to deliver required Services subject to
the terms and conditions of this RFP, including but not limited to, in Appendix H: State of New
Hampshire Terms and Conditions, and Appendix H-25: General Contract Requirements herein.

The Vendor shall remain wholly responsible for performance of the entire Contract regardless of
whether a Subcontractor is used. The State will consider the Vendor to be the sole point of contact
with regard to all contractual matters, including payment of any and all charges resulting from any
Contract.

2. SCHEDULE OF EVENTS

The following table provides the Schedule of Events for this RFP through Governor and Council
approval and Notice to Proceed.

EVENT DATE TIME

RFP released to Vendors (on or about) 09/13/2019 12 noon EST
Vendor Inquiry Period begins (on or about) 09/13/2019 12 noon EST
Vendor Inquiry Period ends (final inquiries due) | 10/11/2019 12 noon EST
Final State responses to Vendor inquiries 10/18/2019 3:30 pm EST
Final date for Proposal submission 10/24/2019 2:30 p.m. EST
Invitations for oral presentations (on or about) 11/12/2019 12 noon EST
Vendor presentations/discussion December 2019 TBD
sessions/interviews, if necessary

Anticipated Governor and Council approval April 2020 TBD
Anticipated Notice to Proceed May 2020 TBD

3. SOFTWARE, REQUIREMENTS AND DELIVERABLES

3.1 SOFTWARE

Each Proposal must present Software that can fully support the required functionality listed in
Appendix C: System Requirements and Deliverables.
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3.2

3.3

REQUIREMENTS

3.2.1 Appendix B: Minimum Standards for Proposal Consideration, compliance with System
requirements, use of proposed COTS Software, Vendor Implementation experience, and proposed
Project Team.

3.2.2 Appendix C: System Requirements and Deliverables, for scope of work, requirements and
Deliverables.

3.2.3 Appendix D: Topics for Mandatory Narrative Responses for Software, technical, Services
and Project Management topics.

3.2.4 Appendix E: Standards for Describing Vendor Qualifications including Vendor corporate
qualifications, team organization and key staff, Project Manager, and other key staff candidates’
qualifications.

DELIVERABLES

The State classifies Deliverables into three (3) categories: Written Deliverables, Software
Deliverables, and Non-Software Deliverables. Pricing and scheduling information requirements for
these Deliverables are provided in Appendix F: Pricing Worksheets. A set of required Deliverables
as well as a list of Requirements for these Deliverables is detailed in Appendix C: System
Requirements and Deliverables. Appendix D: Topics for Mandatory Narrative Responses solicits
responses, which will expound on the Vendors’ understanding of the Implementation process, the
manner of Service delivery and experience with similar projects related to the network pavement
data collection services, data collection vehicle assembly, software, technical services, and project
management topics.

4. INSTRUCTIONS

4.1

PROPOSAL SUBMISSION, DEADLINE, AND LOCATION INSTRUCTIONS

Proposals submitted in response to this RFP must be received by the Department of
Transportation, no later than the time and date specified in Section 2: Schedule of Events.
Proposals must be addressed to:

STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION

c/o DENNIS HERRICK, P.E.; ADMINISTRATOR
BUREAU OF MATERIALS AND RESEARCH

7 HAZEN DRIVE

CONCORD, NEW HAMPSHIRE 03302

Cartons containing Proposals must be clearly marked as follows:

STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION

RESPONSE TO
NHDOT RFP 2019-060
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4.2

ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE
PROCUREMENT

Late submissions will not be accepted and will remain unopened. Delivery of the Proposals
shall be at the Vendor’s expense. The time of receipt shall be considered when a Proposal has
been officially documented by the NHDOT, in accordance with its established policies, as having
been received at the location designated above (reception desk, John O. Morton Building,
NHDOT). The State accepts no responsibility for mislabeled mail. Any damage that may occur
due to shipping shall be the Vendor’s responsibility.

Vendors are permitted to submit only one (1) Proposal(s) in response to this RFP.

The State reserves the right to reject any and all Proposals and to waive informalities and minor
irregularities in Proposals received and to accept any portion of a Proposal or all items bid if
deemed in the best interest of the State to do so.

All Proposals submitted in response to this RFP must consist of:

a. One (1) original and ten (10) clearly identified copies of the Proposal, including all
required attachments,

b. One (1) copy of the Proposal Transmittal Form Letter (described in Section 4.18.2:
Transmittal Form Letter, herein) shall be signed by an official authorized to
legally bind the Vendor and shall be marked “ORIGINAL.”

c¢. Two (2) electronic copies on CD ROM or USB thumb drive in MS WORD and .pdf
format.

The original and all copies shall be bound separately, delivered in sealed containers, and
permanently marked as indicated above. A Vendor’s disclosure or distribution of its Proposal
other than to the State will be grounds for disqualification.

PROPOSAL INQUIRIES

All inquiries concerning this RFP, including but not limited to, requests for clarifications,
questions, and any changes to the RFP, shall be emailed, citing the RFP title, RFP number, page,
section, and paragraph and submitted to the following RFP State Point of Contact:

Patrick Colburn, P.E.; Pavement Data Management Engineer
New Hampshire Department of Transportation

Bureau of Materials and Research

Email: Patrick.Colburn@dot.nh.gov

During the Vendor Inquiry Period (see Section 2: Schedule of Events) Vendors are encouraged to
submit questions via email; however, the State assumes no liability for assuring accurate/complete
email transmission/receipt and is not responsible to acknowledge receipt.

Inquiries must be received by the RFP State Point of Contact (see above) no later than the
conclusion of the Vendor Inquiry Period (see Section 2: Schedule of Events). Inquiries received
later than the conclusion of the Vendor Inquiry Period shall not be considered properly submitted
and will not be considered.
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4.3

44

4.5

4.6

4.7

The State intends to issue official responses to properly submitted inquiries on or before the date
specified in Section 2: Schedule of Events; however, this date may be subject to change at the
State’s discretion. The State may consolidate and/or paraphrase questions for sufficiency and
clarity. The State may, at its discretion, amend this RFP on its own initiative or in response to
issues raised by inquiries, as it deems appropriate. Oral statements, representations, clarifications,
or modifications concerning the RFP shall not be binding upon the State. Official responses will
be made in writing and posted as an addendum to the Department of Administrative Services
website.

4.2.1 RESTRICTION OF CONTACT WITH STATE EMPLOYEES

From the date of release of this RFP until an award is made and announced regarding the
selection of a Vendor, all communication with personnel employed by or under Contract
with the State regarding this RFP is forbidden unless first approved by the RFP State Point
of Contact listed in Section 4.2: Proposal Inquiries. State employees have been directed not
to hold conferences and/or discussions concerning this RFP with any Vendor during the
selection process, unless otherwise authorized by the RFP State Point of Contact.

VENDOR CONFERENCE
A Vendor Conference will not be held.

ALTERATION OF RFP

The original RFP document is on file with the State of New Hampshire, Department of
Administrative Services. Vendors are provided an electronic version of the RFP. Any alteration
to this RFP or any file associated with this RFP is prohibited. Any such changes may result in a
Proposal being rejected.

RFP ADDENDUM

The State reserves the right to amend this RFP at its discretion, prior to the Proposal submission
deadline. Any addendum issued in response to the RFP will be posted to the Department of
Administrative Services website. In the event of an Addendum to this RFP, the State, at its sole
discretion, may extend the Proposal submission deadline, as it deems appropriate.

NON-COLLUSION

The Vendor’s signature on a Proposal submitted in response to this RFP guarantees that the prices,
terms and conditions, and Services quoted have been established without collusion with other
Vendors and without effort to preclude the State from obtaining the best possible competitive
Proposal.

VALIDITY OF PROPOSAL

Proposals must be valid for one hundred and eighty (180) days following the deadline for
submission of Proposals in Section 2: Schedule of Events, or until the Effective Date of any
resulting Contract, whichever is later.
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4.8

4.9

4.10

4.11

PROPERTY OF THE STATE

All material received in response to this RFP shall become the property of the State and will not
be returned to the Vendor. Upon Contract award, the State reserves the right to use any
information presented in any Proposal.

CONFIDENTIALITY OF A PROPOSAL

Pursuant to RSA 21-G:37, a Proposal must remain confidential until the Effective Date of any
resulting Contract as a result of this RFP. A Vendor’s disclosure or distribution of Proposals other
than to the State will be grounds for disqualification.

PUBLIC DISCLOSURE

Subject to applicable law or regulations, the content of each Vendor’s Proposal shall become
public information upon the Effective Date of any resulting Contract.

Any information submitted as part of a response to this Request for Proposal (RFP) may be
subject to public disclosure under RSA chapter 91-A: Access to Governmental Records and
Meetings. In addition, in accordance with RSA 9-F, any Contract entered into as a result of this
RFP will be made accessible to the public online via the website Transparent NH
(http://www.nh.gov/transparentnh/). Business financial information and proprietary information
such as trade secrets, business and financials models and forecasts, and proprietary formulas may
be exempt from public disclosure under RSA chapter 91-A:5, IV: Exemptions. If you believe any
information being submitted in response to a Request for Proposal, bid or information should be
kept confidential as exempt financial or proprietary information; you must specifically identify
that information in a letter to the NHDOT, and should mark/stamp the materials as such. Marking
of the entire Proposal or entire sections of the Proposal (e.g. pricing) as confidential will neither be
accepted nor honored. Notwithstanding any provision of this RFP to the contrary, Vendor pricing
will be subject to disclosure upon approval of the Contract by Governor and Council.

Pursuant to RSA 21-G:37, each Proposal shall become public information upon the approval of
Governor and Council of the resulting Contract, as determined by the State, including but not
limited to, RSA chapter 91-A: Access to Governmental Records and Meetings (Right to Know
Law). The State will endeavor to maintain the confidentiality of portions of the Proposal that are
clearly and properly marked confidential. If a request is made to the State to view portions of a
Proposal that the Vendor has properly and clearly marked confidential, the State will notify the
Vendor of the request and of the date the State plans to release the records. A designation by the
Vendor of information it believes exempt does not have the effect of making such information
exempt. The State will determine the information it believes is properly exempted from disclosure.
By submitting a Proposal, Vendors agree that unless the Vendor obtains a court order, at its sole
expense, enjoining the release of the requested information, the State may release the requested
information on the date specified in the State’s notice without any liability to the Vendors.

SECURITY

The State must ensure that appropriate levels of security are implemented and maintained in order
to protect the integrity and reliability of its Information Technology resources, information, and
services. State resources, information, and services must be available on an ongoing basis, with
the appropriate infrastructure and security controls to ensure business continuity and safeguard
State networks, Systems and Data.
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4.12

4.13

4.14

4.15

4.16

4.17

The State will evaluate the degree to which the proposed System is designed and architected to
ensure the confidentiality and integrity of its valued asset, Data.

NON-COMMITMENT

Notwithstanding any other provision of this RFP, this RFP does not commit the State to award a
Contract. The State reserves the right, at its sole discretion, to reject any and all Proposals, or any
portions thereof, at any time; to cancel this RFP; and/or to solicit new Proposals under a new
acquisition process.

PROPOSAL PREPARATION COST

By submitting a Proposal, a Vendor agrees that in no event shall the State be either responsible for
or held liable for any costs incurred by a Vendor in the preparation of or in connection with the
Proposal, or for work performed prior to the Effective Date of a resulting Contract.

ORAL PRESENTATIONS/INTERVIEWS AND DISCUSSION

The State reserves the right to require Vendors to make oral presentations of their Proposals
and/or to make available for oral presentations/interviews the IT consultants proposed to
implement the COTS application. All costs associated with oral presentations/interviews shall be
borne entirely by the Vendor. Vendors may be requested to provide demonstrations of their
proposed Systems as part of their presentations.

REQUIRED CONTRACT TERMS AND CONDITIONS

By submitting a Proposal, the Vendor agrees that the State of New Hampshire terms and
conditions, contained in Appendix H: State of New Hampshire Terms and Conditions herein, shall
form the basis of any Contract resulting from this RFP. In the event of any conflict between the
State’s terms and conditions and any portion of the Vendor’s Proposal, the State’s terms and
conditions shall take precedence and supersede any and all such conflicting terms and conditions
contained in the Vendor’s Proposal.

PROPOSAL FORMAT
Proposals should follow the following format:

¢ The Proposal should be printed on white paper with dimensions of 8.5 by 11 inches with right
and left margins of one (1) inch.

¢ The Proposal should use Times New Roman font with a size no smaller than eleven (11).

¢ Each page of the Proposal should include a page number and the number of total pages and
identification of the Vendor in the page footer.

* Tabs should separate each section of the Proposal.

Exceptions for paper and font sizes are permissible for: graphical exhibits, which may be printed
on white paper with dimensions of 11 by 17 inches; and material in appendices.

PROPOSAL ORGANIZATION

Proposals should adhere to the following outline and should not include items not identified in the
outline.

* Cover Page
¢  Transmittal Form Letter
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Table of Contents

Section I: Executive Summary

Section II: Glossary of Terms and Abbreviations

Section III: Responses to Requirements and Deliverables
Section I'V: Narrative Responses

Section V: Corporate Qualifications

Section VI: Qualifications of key Vendor staff

Section VII: Cost Proposal

Section VIII: Copy of the RFP and any signed Addendum (a) — (required in original
Proposal only)

Section IX: Appendix and References

4.18 PROPOSAL CONTENT

4.18.1 COVER PAGE
The first page of the Vendor’s Proposal should be a cover page containing the following text:

STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION

RESPONSE TO NHDOT RFP 2019-060
ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE
PROCUREMENT

The cover page should also include the Vendor’s name, contact person, contact telephone
number, address, city, State, zip code, fax number, and email address.

4.18.2 TRANSMITTAL FORM LETTER

The Vendor must submit signed Transmittal Form Letter with their response using the
Transmittal Form Letter Template provided herewith. Any electronic alteration to this
Transmittal Form Letter is prohibited. Any such changes may result in a Proposal being
rejected.

Remainder of this page intentionally left blank
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State of New Hampshire Proposal Transmittal Form Letter

Company Name

Address

To: NH Department of Transportation: Dennis Herrick, P.E.
Telephone 603-271-3151
Email: Dennis.Herrick@dot.nh.gov

RE:  Proposal Invitation Name: ROAD CONDITION DATA COLLECTION SERVICES AND
VEHICLE PROCUREMENT
Proposal Number: 2019-060
Proposal Due Date and Time: OCTOBER 24, 2019 AT 2:30 PM EST

Dear Sir:

Company Name: hereby offers to sell to the State of New Hampshire the
Services indicated in RFP NHDOT 2019-060 Road Condition Data Collection Services and Vehicle
Procurement at the price(s) quoted in Vendor Response Section VII: Cost Proposal, and Appendix F: Pricing
Worksheets, in complete accordance with all conditions of this RFP and all Specifications set forth in the RFP
and in the State of New Hampshire Terms and Conditions outlined in RFP Appendix H: State of New
Hampshire Terms and Conditions.

Company Signor: is authorized to legally obligate
Company Name:

We attest to the fact that:

The company has reviewed and agreed to be bound by all RFP terms and conditions including but not
limited to Appendix H: State of New Hampshire Terms and Conditions, which shall form the basis of any
Contract resulting from this RFP; No new terms and conditions have been added and no existing terms and
conditions have been deleted in this RFP Proposal.

The Proposal is effective for a period of 180 days or until the Effective Date of any resulting
Contract.

The prices quoted in the Proposal were established without collusion with other eligible Vendors and
without effort to preclude the State of New Hampshire from obtaining the best possible competitive price;
and

The Vendor has read and included a copy of RFP 2019-060 and any subsequent signed Addendum.

Our official point of contact is
Title

Telephone Email
Authorized Signature Printed

Authorized Signature
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4.18.3

4.18.4

4.18.5

4.18.6

4.18.7

4.18.8

4.18.9

4.18.10

TABLE OF CONTENTS

The Vendor must provide a table of contents with corresponding page numbers relating to its
Proposal. The table of contents must conform to the outline provided in Section 4.17:
Proposal Organization, but should provide detail, e.g., numbering, level of detail, etc.

SECTION I: EXECUTIVE SUMMARY

The executive summary, which must not exceed five (5) pages, must identify how the
Vendor satisfies the minimum standards for consideration, which are described in Appendix
B: Minimum Standards for Proposal Consideration, to this Request for Proposals. The
executive summary will also provide an overview of the Vendor’s proposed data collection
services and similar roadway data collection and imagery experience along with an overview
of the proposed QC/QA testing data collection vehicle solution. Vendors are encouraged to
highlight those factors that they believe distinguish their Proposal.

SECTION II: GLOSSARY OF TERMS AND ABBREVIATIONS

The Vendor must provide a glossary of all terms, acronyms, and abbreviations used in its
Proposal.

SECTION III: RESPONSES TO SYSTEM REQUIREMENTS AND DELIVERABLES
System requirements are provided in Appendix C: System Requirements and Deliverables.

Using the response tables in Appendix C: System Requirements and Deliverables, the Vendor
must document the ability to meet the Requirements and Deliverables of this RFP, including
the specific items listed in Table C-2.

SECTION IV: NARRATIVE RESPONSES

Section IV solicits narrative responses describing the Software, Technical, Services and
Project Management topics defined for this RFP Project. Appendix D: Topics for Mandatory
Narrative Responses is organized into sections, which correspond to the different aspects of
the scoring process of the Proposal. Discussion of each topic must begin on a new page.

SECTION V: CORPORATE QUALIFICATIONS

Section V should provide corporate qualifications of all firms proposed to participate in the
Project. Specific information to be provided is described in Appendix E: Standards for
Describing Vendor Qualifications - Section E-1: Required Information on Corporate
Qualifications.

SECTION VI: QUALIFICATIONS OF KEY VENDOR STAFF

This Proposal section must be used to provide required information on key Vendor staff.
Specific information to be provided is described in Appendix E: Standards for Describing
Vendor Qualifications - Sections: E-2: Team Organization and Designation of Key Vendor
Staff; E-3: Candidates for Project Manager; and E-4: Candidates for Key Vendor Staff Roles.

SECTION VII: COST PROPOSAL

The Cost Proposal must describe the proposed cost of the Vendor Proposal based on and
reflected by the inclusion of the completed tables listed in Appendix F: Pricing Worksheets;
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4.18.11

4.18.12

NOTE: Section VII Cost Proposal, must become public information and as such shall not be
made confidential or proprietary. Proposals submitted with all or part of the Section VII
labeled confidential or proprietary shall not be considered responsive and shall not be
accepted.

SECTION VIII: COPY OF THE RFP AND ANY SIGNED ADDENDUM (A)

NOTE: Required in original Proposal only.

SECTION IX: APPENDIX AND REFERENCES- This section is provided for extra
materials as referenced in Appendix D: Topics for Mandatory Narrative Responses such as
Product Literature, Ad Hoc/Federal Reporting, Interface Standards, Testing (For UAT Plan)
and Status Meetings and Reports. A list of references shall also be included in this section.

Remainder of this page intentionally left blank
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5. PROPOSAL EVALUATION PROCESS

5.1

5.2

5.3

54

SCORING PROPOSALS

Each Proposal will be evaluated and considered with regard to the solution and services proposed,
qualifications and experience of the Vendor and any Subcontractors, and cost.

If the State determines to make an award, the State will issue an Intent to Award Notice to a Vendor
based on these evaluations. Should the State be unable to reach agreement with the selected Vendor
during Contract discussions, the State may then undertake Contract discussions with the second
preferred Vendor and so on. Such discussions may continue at the sole option of the State, until an
agreement is reached, or all Proposals are rejected.

The State will use a scoring scale of 100 points, which shall be applied to the Solution as a whole.
Points will be distributed among the following factors:

* 34 points — Response Scoring:
0 Data Collection Services (9 points);
0 QC/QA Testing Data Collection Vehicle Procurement (9 points);
0 Technical (9 points); and
0 Implementation (7 points)
* 33 points - Cost
* 33 points - Oral Interviews/Presentations and Product Demonstrations:
0 Data Collection Services (11 points);
0 QC/QA Testing Data Collection Vehicle Procurement (11 points); and
0 Technical (11 points)

RIGHTS OF THE STATE IN EVALUATING PROPOSALS

The State reserves the right to:
* Consider any source of information including but not limited to: State employees, Internet
research and rating agencies, in evaluating Proposals;
¢ Omit any planned evaluation step if, in the State’s view, the step is not needed.
e Atits sole discretion, reject any and all Proposals at any time; and
¢ Open Contract discussions with the second highest scoring Vendor, if the State is unable to
reach an agreement on Contract terms with the highest scoring Vendor.

PLANNED EVALUATIONS

The State plans to use the following process:
¢ Initial Screening;
* Response Scoring;
*  Cost Scoring;
¢ Oral Interviews/Presentations and Product Demonstrations; and
¢ Final Evaluation of Proposals.

INITIAL SCREENING

The State will conduct an initial screening step to verify Vendor compliance with submission
requirements and to confirm that the Proposal satisfies the conditions defined in Appendix B:
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5.5

Minimum Standards for Proposal Consideration. A Proposal that fails to satisfy either submission
requirements or minimum standards may be rejected without further consideration.

RESPONSE SCORING

The State has established an evaluation team to score responses and conduct reference checks. This
score will be derived primarily from the Vendor’s written responses to the RFP. The Data Collection
Services, Data Collection Vehicle Procurement, Technical, and Implementation all as detailed below
and in Appendix D will be considered. The scoring team may discuss proposals with State experts;
however the scoring team retains the responsibility to accept or reject information provided by State
experts and retains the scoring responsibility. The scoring team may conduct outreach to verify any
information provided as responses to topics for incorporation into the scoring.

5.5.1

5.5.2

5.5.3

SCORING THE DATA COLLECTION SERVICES

This section will assess how well the Vendor’s approach and strategy to data collection, data
processing, and data reporting will pair with the current practice of the NHDOT (suitability)
and how well it will meet the Agency’s business needs. For many years, the NHDOT has
owned and operated its own data collection vehicles utilizing the Data Collection Unit
established within the Pavement Management Section at the Bureau of Materials and
Research. Collected condition data includes international roughness index in both wheel
paths, rutting depth in both wheel paths, fatigue cracks in both wheels paths, non-wheel path
cracks, and transverse cracks. In addition to distress data, the NHDOT has collected right-of-
way and pavement images, geometric data (grade and cross-slope), and locational data
during data collection. Data collection by outside vendor is likely to bring change to the
process. The NHDOT will use the information provided to score the effectiveness of
planning and deploying the proposed data collection services in order to provide a smooth
transition from in-house data collection and storage to Vendor collection and hosted storage
solutions. This RFP provides a detailed description of the NHDOT’s current practices.

SCORING THE QC/QA TESTING DATA COLLECTION VEHICLE
PROCUREMENT

The primary function of the QC/QA testing data collection vehicle is to assess ride
smoothness on new pavements in order for the NHDOT to assess pay factors on construction
projects. As such, this RFP lists the minimum requirements for vehicle equipment,
including an inertial profiler, a forward facing camera for right-of-way imagery, a Distance
Measuring Instrument, and GNSS. As an add-alternate cost item, the NHDOT will evaluate
options for adding rut measuring technology to the vehicle. Scoring under this item will be
based on the Vendor’s understanding of the Department’s needs and budgetary constraints
and their ability to provide a vehicle that acknowledges both. The NHDOT will not supply
the vehicle chassis, so proposals should include the vehicle purchase.

SCORING OF TECHNICAL

The main purpose of this section is to measure how well the software suite (both on-premise
and hosted) meets the business needs of the NHDOT. This section will apply to BOTH the
data collection services portion of the Proposal and the vehicle delivery portion of the
Proposal. Preference will be given to the Vendor that can offer a single software client for
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use network-wide and on the project level for QC/QA testing of newly constructed
pavements.

Data storage is a big concern for the NHDOT. This section will assess the data storage
requirements per mile of collection and evaluate proposed storage hosting solutions. See
Appendix C for specific requirements. The NHDOT values constant access to the data
along with long term solutions. The Vendor’s options for hosted storage will be evaluated
and scored. NHDOT is the data owner at all times.

The Vendor must provide diagrams depicting the flow of data: from the collection vehicle to
the data warehouse; from the warehouse to Vendor staff for processing and post-processing,
data quality confirmation, etc.; and ultimately to the NHDOT in finished form. The Vendor
must also provide a diagram depicting the flow of data from the quality assurance testing
vehicle to the on-premise NHDOT data warehouse, and from the on-premise data warehouse
to the hosted data warehouse, if an option.

Factors include but are not limited to:

Software Architecture —
* How well the Solution will adapt to the organization (or does the organization have
to adapt to it)?
* How does it fit with the organization’s other products and business strategies?
* Can it adapt to future organizational changes?
* Does it support organizational technical strategies?
* Can it easily accommodate any planned or possible growth?

Application —
* How long has it been in operation?
*  What is its market share?
* Is cost of upgrade included with the cost of Software Maintenance?
*  How are future upgrades determined?

These and other factors will help the State to understand the costs and opportunities of
using this Software in the future.

Features —
*  How well does the Solution do the things the System needs to do? Examples
include but are not limited to:

0 Provide access to the data via web application to other offices
throughout the NHDOT that are both on-campus in Concord, NH and
scattered around the State;

0 Viewing right-of-way imagery and pavement level images that
correspond to specific locations referenced to the NHDOT Linear
Referencing System;

0 Ability to open two sessions of the application simultaneously in order
to review cracking distresses from multiple years’ data collection;

0 Viewing right-of-way imagery and pavement level images with the
ability to pan and zoom;
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0 Downloading IRI, rutting, and cracking distress data from specific
records (short segments along routes);

0 Ability to insert breaks in the individual records at locations of District
boundaries, NHS/Non-NHS, town lines, etc.;

0 Identify pavement joints on right-of-way imagery, see the same joint in
the pavement level image, and be able to identify the joint location on
the Linear Referencing System,;

0 Viewing the right-of-way imagery continuously as if the viewer was
behind the wheel of the data collection vehicle;

0 Ability to convert location measurements from GPS/GNSS to useful
metrics;

0 Ability to jump to specific locations by inputting mile posts from the
Linear Referencing System;

0 Ability to move along the route frame by frame, and ability to move
ahead or backwards at larger or smaller intervals (feet, miles, etc.);

0 Ability to view the IRI, rutting, location, heading, grade, and cross
slope information simultaneously with right-of-way imagery;

0 Ability to view the vehicle location on a corresponding map and aerial
image;

0 Ability to measure pavement and right-of-way features (lines, curbs,
signs, guardrails, etc.);

0 Ability to download distress databases;

0 Within the distress database, ability to pick the distress in the pavement
level image and see (highlight) the corresponding distress information
within the database;

0 Ability to toggle on and off the various camera views;

0 Ability to combine contiguous records along same routes;

0 Ability to download both full size and thumbnail images of right-of-
way;

0 Ability to adjust processed lane widths;

0 Ability to generate customized reports (HPMS reporting among others);

0 Ability to view IRI graph and rutting profile corresponding to right-of-
way imagery and pavement level images; and

0 Ability to create export files for use in ProVAL software available
online.

Compatibility with State Systems —
*  The degree to which the System uses technologies similar to other State systems.
» Ease of System modification, integration and data storage.

User Friendliness/Usability and Efficiency —
*  How quickly can users perform a needed task?
* How easy is it to learn, is it intuitive?
» Isits navigation and interface similar to other Software used?

Ongoing Operations —
e Where is the data stored? Is a web service utilized, or does the Vendor
maintain their own data warehouses?
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5.6

5.7

*  Post warranty operation and support.

5.5.4 SCORING OF IMPLEMENTATION

This section assesses the Vendor’s implementation of data collection services, a new QC/QA
data collection vehicle, software solutions for both, and the overall “best fit” to meet the
NHDOT’s business needs.

SCORING OF THE COST

The NHDOT is evaluating overall value, and may not necessarily award to the low bidder. Cost will
be allocated a maximum score of 33 points. The State will consider both implementation and
subsequent year’s license and maintenance costs, provided in Appendix ‘F.” The cost information
required in a Proposal is intended to provide a sound basis for comparing costs.

THE FOLLOWING FORMULA WILL BE USED TO ASSIGN POINTS FOR COSTS:

Vendor’s Cost Score = (Lowest Proposed Cost Meeting Minimum Requirements/ Vendor’s Proposed
Cost) times number of maximum points for Solution Costs defined in Section 5.1: Scoring Proposals

For the purpose of this formula, the lowest proposed cost is defined as the lowest cost proposed by a
Vendor who fulfills the minimum qualifications and requirements of the RFP. Costs will include:
Lump Sum Cost Pavement Data Collection, Processing, and Delivery; Lump Sum Cost Raw and
Finished Data Storage in Vendor Data Center; Lump Sum Cost Software and Web Hosting,
Licensing, and Technical Support; and Vehicle Cost. Vehicle Cost is either: the summation of initial
purchase price and 6 years of vehicle warranty, technical support, subscription service, and software
maintenance for a “Buy America Compliant” data collection vehicle; or the summation of initial
purchase price and 6 years of vehicle warranty, technical support, subscription service, and software
maintenance for a “Non-Buy America Compliant” data collection vehicle; or the 3-year lease term
cost for a “Non-Buy America Compliant” data collection vehicle. The NHDOT, upon receipt of RFP
responses, will evaluate funding for vehicle procurement. Respondent’s scores will be computed
consistently across each of the three procurement options with or without add-alternate rut measuring
instrumentation.

The costs associated with the add-on services listed in Appendix ‘F’ are for informational purposes
only and are not included in the Scoring of Cost. The State makes no commitment to use the Vendor
for the add-on services and may, at its discretion, seek another vendor for those services through
competitive bidding or another process.

ORAL INTERVIEWS AND PRODUCT DEMONSTRATIONS

Response scoring and the cost scoring will be used to select the top three Vendors to invite to oral
interviews and product demonstrations (Vendor short list). Not all Vendors that respond to the RFP
will be invited for interviews.

The purpose of oral interviews and product demonstrations is to clarify and expound upon
information provided in the written Proposals. Scoring in this Section will be broken into three major
parts: Data Collection Services; QC/QA Data Collection Vehicle Procurement; and Technical.
Product demonstrations will include both hardware and software demonstrations. Vendors are
prohibited from altering the basic substance of their Proposals during the oral interviews and product
demonstrations. The scoring team may invite others not on the scoring team to attend the oral
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5.8

5.9

interviews and product demonstrations. Others may include the Scoring Team Oversight Committee,
Data Collection Technicians, the Data Quality Supervisor, NHDOT employees from the Office of
Asset Management, Performance, and Strategies, and IT professionals. The scoring team can receive
input from others during this time, however only the scoring team will be providing a Vendor score
for this section.

For each invited Vendor, the oral interview and product demonstrations will be one to two days in
length. A structured agenda will be used for oral interviews and product demonstrations to ensure
standard coverage of each invited Vendor. Vendors should be prepared to drive a data collection
vehicle to NH for demonstration. This vehicle should be representative of the vehicle used for
network data collections (inclusive of a 3D crack detection system) and must include the minimum
subsystems listed for the QC/QA testing data collection vehicle. Further, the Vendors shall be
prepared to demonstrate use of both on-premise and hosted software solutions. The scoring team
anticipates being able to “test drive” the hardware and software packages in order to further their
understanding of the system as a whole. This may include runs through the NHDOT certification
sites for IRI, rutting, and cracking for comparison.

BEST AND FINAL OFFER

The State will not be requesting a Best and Final Offer.

FINAL EVALUATION

The State will conduct final evaluations as a culmination of the entire process of reviewing Vendor
Proposals and information gathering. Final scores will be calculated by adding the Response, Cost,
and Oral Interview/Product Demonstration Scores. The highest scoring Vendor will be
recommended to the Commissioner for award of the contract.

Remainder of this page intentionally left blank
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APPENDIX A: BACKGROUND INFORMATION

A-1

NEW HAMPSHIRE DEPARTMENT OF TRANSPORTATION (NHDOT)

The NHDOT is responsible for 4,607 centerline miles of State highways and is focused on managing
the State’s road network as efficiently and effectively as possible. The Pavement Management
Section in the Bureau of Materials and Research maintains a rolling three year paving program in
which the maintenance, rehabilitation, and preservation strategies on State roads are considered and
selected based on available funding. Selection of the appropriate strategy relies on accurate
pavement condition data which is fed into the NHDOT’s Pavement Management System. This same
pavement condition data is also reported to the Federal Highway Administration to fulfill the State’s
federal reporting obligations pursuant to 23 CFR Part 490 — National Performance Management
Measures.

Since 2009, the NHDOT has been collecting pavement condition data (IRI, rutting, cracking, and
right-of-way imagery) utilizing a Department owned Pathways Pathrunner data collection vehicle
operated by the in-house Data Collection Unit. The Pathrunner has reached end-of-life. Rather than
replace the existing data collection vehicle, the NHDOT will engage the services of an outside data
collection vendor.

The Department also collects data on new pavements at the project level. Road roughness data (Ride
Number) is collected for quality control and quality assurance testing purposes utilizing a second
Department owned data collection vehicle which is also at the end of useful life. The QC/QA testing
data collection vehicle is a 1994 KJ Law vehicle. The NHDOT will replace this vehicle for its use
and not utilize data collection services from an outside vendor.

The mission of the Department is: Transportation excellence enhancing the quality of life in New
Hampshire.

Goals and Objectives for Road Condition Data Collection Services and Vehicle Procurement
include:

» Efficiency and effectiveness

* Quality, consistency, and accessibility of information available to State stakeholders
* Automation for areas where there is currently little automation

*  Modern technologies that can migrate to the technologies of tomorrow

*  Smooth transition to new systems through effective change management

DEPARTMENT OF INFORMATION TECHNOLOGY AND TECHNOLOGY STATUS

The Project will be conducted in cooperation with the New Hampshire Department of Information
Technology (DolT). DolT coordinates the statewide Information Technology activities.

A-2.1 TECHNICAL ARCHITECTURE
Components of the State’s technical architecture include:
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A-3

State Network Environment: The State of New Hampshire operates a Metropolitan-
Area-Network (MAN) in the City of Concord, NH using a combination of leased and
owned fiber optic cable. State of New Hampshire locations outside of the Concord,
NH main facility are connected via multiple wide-area networks using various
technologies including Carrier Ethernet Services, Microwave Wireless and VPN
Tunnels over the Internet. State Agency Networks have varying levels of integration
and connectivity to the statewide core for resource sharing and centralized
administration by the Department of Information Technology (DolT). State agencies
connect to the State’s central core network location in Concord to facilitate access to
e-mail, the Internet, and the State’s financial applications. Direct support is provided
for twenty-one partner agencies; other State agencies support their own networks,
out-source the support, or use the resources of another agency.

Internet Access: The State of New Hampshire has purchased through ARIN its own
External IP Address Range and Autonomous System Number. The State advertises
its External IP Space and Autonomous System Number to two different Internet
Service Providers so as to provide failover in the event of a single ISP network
failure.

The State uses VMWare for Windows server virtualization and virtual hosts are
deployed at two separate State campus sites. VMWare provides a highly scalable
and high availability environment for the State’s many Agencies. If a virtual host
fails, VMWare automatically fails over all of the virtual servers on that host to
another host. The EMC Networker product is used to manage backups for this
environment utilizing Data Domain as the disk to disk repository.

A-2.2 FUTURE SYSTEMS ENVIRONMENT

Future design and development efforts should conform to the emerging environment as
defined by current information technology initiatives, the New Hampshire Statewide
Strategic Information Technology Plan, and the State’s e-Government Architecture Plan.
This environment is end user centric, utilizing the Internet and Web whenever possible,
promoting electronic transactions, and centralized common services (security, e-payment,
content search), where possible.

RELATED DOCUMENTS REQUIRED

Vendors are NOT required to submit these certificates with their Proposal. Vendors will be required
to be a registered company in New Hampshire. The certificates will be requested from the selected
Vendor prior to Contract approval.

a.

Certificate of Good Standing/Authority (Appendix G-3—Item A) dated after April of the
current year and available from the Department of State by calling (603) 271-3244 or (603)
271-3246. Forms are also available on: http://sos.nh.gov/formslaws.aspx

Certificate of Vote (Appendix G-3-Item B)

Proof of Insurance compliant with Appendix H: State of New Hampshire Terms and
Conditions.
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STATE PROJECT TEAM
State high-level staffing for the Project will include:

A-4.1

A-4.2

A-4.3

Project Sponsor
Project Manager

State IT Manager
NHDOT Stakeholders

PROJECT SPONSOR

The Project Sponsor, Peter Stamnas, NHDOT Director of Project Development, will be
responsible for securing financing and resources, addressing issues brought to his attention
by the State Project Manager, and assisting the State Project Manager in promoting the
project throughout the State. The Project Sponsor or an appropriate designee will be
available to resolve issues on a timely basis.

STATE PROJECT MANAGER

The State Project Manager will be responsible to the Project Sponsor for everything that the
project does or fails to do, and has primary responsibility for seeing the project’s success.
The State’s Project Manager is Patrick Colburn, Pavement Data Management Engineer in the
Pavement Management Section. Mr. Colburn is the Chair of a Task Force, or small
committee that was created by the NHDOT to develop this RFP and spearhead a contract
with an outside Vendor. The Task Force consists of five representatives from the Pavement
Management Section and the Department of Information Technology at the NHDOT.
Patrick Colburn will be the main point of contact as State Project Manager and will be
responsible for working with the Task Force, other NHDOT staff, State IT Manager, and the
Vendor to ensure appropriate execution of the contract. The State Project Manager will be
the primary point of contract for the Vendor and business user and will interact with the
Vendor to address questions or concerns encountered by users as they arise.

Primary Responsibilities include:
* Leading the Project;
* Promoting the Project statewide;
* Developing Project strategy and approach;
* Engaging and managing all Vendors;
* Managing significant issues; and
*  Managing stakeholders’ concerns.

STATE IT MANAGER -

The State IT Manager will provide IT support to the State Project Manager and be the
liaison for State IT requirements.

A-4.4 NHDOT STAKEHOLDERS

NHDOT Stakeholders in the area of road condition data will be responsible for:
» Providing business knowledge to the State Project Manager
» Software and hardware testing during demos
= Acceptance of deliverables
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APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL CONSIDERATION

A Proposal that fails to satisfy the requirements in this section may be rejected without further consideration.

B-1

B-3

SUBMISSION REQUIREMENTS

* The Proposal is date and time stamped on or before the deadline as defined in Section 2:
Schedule of Events. The Vendor has sent the proper number of copies with the original
version of the Proposal marked “ORIGINAL” and the copies marked “COPY” as defined in
Section 4.1: Proposal Submission, Deadline, and Location Instructions.

e The original Proposal includes a signed Transmittal Letter accepting all terms and
conditions of the RFP without exception.

* The Vendor response is complete and responsive to the RFP, including narrative responses
to the Topics listed in Appendix D.

COMPLIANCE WITH SYSTEM REQUIREMENTS

System requirements and Deliverables are listed in Appendix C: System Requirements and
Deliverables in this RFP. While Vendor’s are expected to comply with the mandatory requirements
listed in Table C2, NHDOT reserves the right to allow suitable alternatives based on the Vendor
Responses and Vendor Comments when mandatory requirements cannot be met.

CUSTOMERS (REFERENCES) UTILIZING VENDOR DATA COLLECTION SERVICES
AND VENDOR QC/QA DATA COLLECTION VEHICLES

Proposer must have provided at least five (5) references, preferably government, with similar data
collection services within the past five (5) years. Proposer must have assembled and delivered at
least three (3) data collection vehicles of similar configuration to that discussed herein to clients
within the last five (5) years.

PROPOSED PROJECT TEAM
The proposed Project Team must include individuals with substantial experience in:

* Development of software applications to integrate pavement surface sensor data with
GPS/GNSS location data and roadway imagery;

* Assembly of automated pavement data collection vehicles;

* Collection of road condition data and right-of-way imagery that meets the requirements
outlined in Appendix C for States or other agencies of similar size and complexity to New
Hampshire;

*  Operational support of government entities comparable in size and complexity;

*  Successful system roll-out;

* Compliance with 23 CFR 490, HPMS Field Manual (latest edition), and applicable
AASHTO Standards; and

*  System configuration in order to satisfy unique needs of the NHDOT.

For the purpose of evaluating compliance with this requirement, the Vendor team is permitted to
include Subcontractors.
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APPENDIX C: SYSTEM REQUIREMENTS AND DELIVERABLES

C-1

SCOPE OF WORK

Historically, the NHDOT has collected, processed, and reported road condition data for local
stakeholders and as required by the Federal Highway Administration, utilizing Department-owned
data collection vehicles and in-house Data Collection Unit (DCU) staff. Road condition metrics
include international roughness index (IRI), rut depth, and cracking. Cracking is categorized by
severity and location (wheel path cracks, non-wheel path cracks, and transverse cracks). Road
condition surveys also include collection of right-of-way imagery including forward facing, right
shoulder, left shoulder, and rear left shoulder images. Collection of right-of-way imagery affords
Department staff the ability to view current field conditions and identify asset locations without the
need for a field visit. Comparison with historic imagery also provides the ability to see changes
over time.

Road condition data is used by NHDOT staff to assess pavement performance, make
recommendations for future paving treatments, road condition forecasting, and budgeting. Road
condition data at the NHDOT can be separated by two distinct purposes. “Project level” road
condition data collection is QC/QA testing on new pavements. The information gathered during
project level collections is used to determine pay factors for construction projects. “Network level”
data collection includes all roads owned and maintained by the State of New Hampshire, and
approximately 135 miles of municipally owned local roads that are on the list for Highway
Performance Management System (HPMS) collection. As was discussed in previous sections, both
Department-owned data collection vehicles are at end of life. Moving forward, the NHDOT will
engage the services of a qualified vendor to perform the network level road condition data collection
and processing, rather than replace the network data collection vehicle. Project level QC/QA testing
data collection by DCU staff using a Department owned data collection vehicle will continue, and
that vehicle will be replaced. This RFP seeks qualified vendors with expertise in BOTH automated
road condition data collection AND assembly of data collection vehicles to meet the State’s needs
commencing in the spring of 2020.

Automated Road Condition Data Collection Services

The NHDOT is responsible for 4,607 centerline roadway miles. New Hampshire’s network level
road condition data is collected on a two-year cycle. During the odd numbered years, pavement data
collection occurs on approximately 3,900 miles of roads including:

* All interstates and turnpikes (approximately 548 miles);

* All US routes and numbered State routes (approximately 3,122 miles);

* National Highway System (NHS) unnumbered State routes (approximately 20 miles);

* NHS HPMS local roads (approximately 12 miles);

* Test sections being evaluated by the University of New Hampshire (approximately 10
miles); and

*  Special District test sections across the State being evaluated by the NHDOT (approximately
145 miles).
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During the even numbered years, pavement data collection occurs on approximately 2,500 miles of
roads including:

* All interstates and turnpikes (approximately 548 miles);

* NHS US and numbered State routes (approximately 668 miles);

e All unnumbered State routes (approximately 910 miles);

* All HPMS local roads (approximately 135 miles);

* Test sections being evaluated by the University of New Hampshire (approximately 10
miles); and

*  Special District test sections across the State being evaluated by the NHDOT (approximately
145 miles)

Along interstates, turnpikes, and other divided highways, data collection is performed in both
directions along the right-most travel lane. Along all other roads, data collection is performed in the
primary direction only in the right-most travel lane. This same collection cycle and collection
method will continue in the future. Pursuant to HPMS reporting requirements in 2020, NHS road
sections must be measured at 100% of their length for IRI, rutting, and cracking distress. Non-NHS
sections will also be measured at 100% for IRI, rutting, and cracking distresses. The pavement
network will be clearly defined by the NHDOT through the use of GIS shape files. All data
collected will be referenced to the NHDOT Linear Referencing System, which experiences nominal
changes on a yearly basis. The Vendor will be required to reload the collection files onto data
collection vehicles yearly due to these changes.

Pavement condition surveys under this contract will be conducted using a vehicle or vehicle(s)
equipped with a 3D sensor system composed of lasers and cameras, with GPS/GNSS and other
devices, and driven at highway speeds. The vehicle(s) shall have the ability to automatically
measure, detect, store, and quantify the pavement distresses discussed above. Operation of the data
collection vehicle(s) should not require traffic control or detours. Areas of road construction and
lane deviation will be flagged, identified, and catalogued by the Vendor. It is preferred that
provisions are made for one NHDOT employee to accompany the Vendor crew at any time during
collection.

All equipment used for data collection shall provide a high degree of accuracy and repeatability in
accordance with the HPMS Field Manual and applicable AASHTO Standards. The Vendor shall
submit their Data Quality Program to the NHDOT for approval at least 30 days prior to the start of
collection. If revisions are required, such revision shall be made by the Vendor prior to the start of
data collection. Additionally, the Vendor will be required to participate and pass a series of
equipment certification requirements pursuant to a FHWA approved NHDOT Pavement Data
Quality Management Program prior to the beginning of each collection season throughout the
duration of the contract. Because the NHDOT has historically conducted road data collection in-
house, the existing Data Quality Management Program on file with the FHWA will require
amendment prior to the 2020 collection season. The NHDOT will solicit input from the selected
Vendor, but will not ask the Vendor to amend the Program. The Vendor must be willing to
accommodate changes to the Data Quality Management Program mandated by the FHWA within the
scope of the Contract. Based on experience, expected data quality management requirements for
each Vendor vehicle will include, at a minimum, the following components.
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* The State maintains a measured mile locally. The Vendor will be required to calibrate their
Distance Measuring Unit (DMI) to the NHDOT measured mile upon mobilization to NH.
The DMI must be accurate within 0.15% of actual length.

* Prior to each collection season, the Vendor will be expected to present record of inertial
profiler certification within the last calendar year from a nationally recognized certification
facility pursuant to AASHTO R56-14.

* The NHDOT will work with the University of Massachusetts to certify the Department
owned QC/QA testing data collection vehicle’s inertial profiler. Upon receipt of
certification, the NHDOT will establish three local verification sites. These sites will cover
a range of roughness including smooth, medium-smooth, and medium-rough. Upon each
mobilization to NH, the Vendor will be required to make 10 repeat runs through each of the
verification sites. Further, the Vendor will work with the State Point of Contact to confirm
accuracy and repeatability of the Vendor profiler(s) pursuant to applicable AASHTO
standards for each collection season. The Vendor cannot commence data collection until
local certification of the profiler(s) is achieved.

* The NHDOT maintains two certification sites for rut measuring instrumentation. These sites
include a low rut site located on the NHDOT campus in Concord, NH, and a high rut site
located 15 minutes from the NHDOT campus. Both sites will be hand measured each year
by NHDOT Data Collection Technicians prior to the Vendor mobilization in order to
establish “ground truth.” The Vendor will be required to make five repeat runs through each
of the control sites and the results of vehicle measurements will be compared to ground truth
measurements established by the NHDOT to determine accuracy within 0.12 inches.
Further, the results of all five vehicle passes will be compared to each other to determine
repeatability within 0.12 inches. For each collection season, the Vendor cannot commence
data collection in NH until the State Point of Contact has certified the rut measuring
equipment. The NHDOT may relocate one or both of the rut certification sites, but will
maintain sites within a 30 minute drive of the NHDOT headquarters in Concord, NH.

* The same sites used for rut measuring equipment serve as certification sites for crack
measuring instrumentation. Upon each mobilization to NH, the Vendor will be required to
make five repeat runs through both control sites. The Vendor will deliver printed pavement
images to the State Point of Contact. The pavement images should not reveal crack
detection by the Vendor’s system. These images will be printed and used by NHDOT staff
to create crack maps. The crack lengths and severities will be hand measured in the field to
establish “ground truth.” The Vendor will submit their own crack summary for each control
site, which will be compared to the ground truth measurements. The State Point of Contact
will confirm the accuracy of the Vendor systems pursuant to AASHTO standards. The
Vendor cannot commence data collection until the NHDOT has issued certification of the
crack detection equipment for each collection season. The NHDOT may relocate one or
both of the crack certification sites, but will maintain sites within a 30 minute drive of the
NHDOT headquarters in Concord, NH.

The initial certification of data collection vehicle subsystems is expected to take between 3 and 5
days upon mobilization to NH.
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Throughout the collection season, the Vendor will be required to make repeat runs through the same
IR, rut, and crack detection control sites every four weeks (minimum). Data collected during these
verification runs will be used to ensure ongoing accuracy and repeatability throughout the Vendor
collection. The Vendor will be required to submit the results of five repeat runs through the control
sites to the State Point of Contact after every four weeks of data collection and upon completion of
data collection in NH. The State Point of Contact will compare those results to the initial
certification measurements. Verification by the State Point of Contact will provide preliminary
acceptance of the preceding four weeks of data collection. Failure to meet pre-established accuracy
and repeatability standards may result in rejection of the data and recollection by the Vendor at the
Vendor’s expense. Record of certification and ongoing verification will be maintained by the State
Point of Contact.

In addition to ongoing verification throughout the collection season, the Vendor is expected to
maintain records of daily bounce tests and tire pressure checks as well as weekly block tests. These
are minimum expectations pursuant to the existing Data Quality Management Program on file with
the FHWA. Any equipment maintenance will require additional verifications in cooperation with
the State Point of Contact. Record of these daily and weekly calibrations shall be provided to the
State Point of Contact on a weekly basis.

The collected data will be aggregated into 0.1 mile long sections for each route from the start of the
route to the end of the route. Segments shorter than 0.1 miles are only allowed at the end of routes
or where a break occurs due to concurrent routes. Units shall be US standard (inches, inches/mile,
etc.). Standard lane width for transverse profiles is 12-feet, but the vehicle subsystem must be able
to account for travel lanes that are both narrower and wider than the standard lane width. All
pavement data collected by the Vendor shall be compatible with NHDOT’s existing pavement
management system and the Department’s existing computer systems and delivered to the State
Point of Contact on MS Excel worksheets. The organization and structure of the Excel worksheets
will be discussed and finalized during the Contract Development Phase with the selected Vendor.
The NHDOT’s existing pavement management system utilizes dTIMS CT V8 software provided by
Deighton Associates.

Cracking distresses, at a minimum, will be categorized in terms of severity and extent in accordance
with the NHDOT 2018 Supplemental Distress Guide, Appendix A (provided herein). Cracking
distress is to be recorded on downward facing images that will be made available to the NHDOT.
Automated identification and classification of cracks is required. Preference will be given to
Vendors that can offer additional automated distress detection functions (i.e. delamination, alligator
cracking, etc.).

Roughness data will be collected in terms of International Roughness Index (IRI) and shall meet
FHWA HPMS reporting requirements. The Vendor shall provide roughness data summarized by 0.1
mile segments and also provide the roughness information as a raw profile compatible to ProVAL
software. Two IRI values shall be calculated, recorded, and reported for each 0.1 mile section: one
in the left wheel path [IRIL] and one in the right wheel path [IRIR]. Additionally, an average of
these two IRI values shall be recorded and reported [AvgIRI]. Each IRI shall be reported to the
nearest inch per mile.
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Rut depths shall be sampled in both wheel paths of the survey lane. Average left and right wheel
path depths [RutAvgL] & [RutAvgR] shall be recorded and reported for each 0.1 mile section.
Additionally, an average of these two rut values shall be recorded and reported [AvgRut]. Lastly,
maximum left and right wheel path depths [RutMaxR] & [RutMaxL] shall be recorded and reported
for each 0.1 mile section. The units shall be inches.

Condition assessment structure and naming convention for the items discussed above will be
discussed and finalized with the selected Vendor during the contract approval process.

Collection of right-of-way imagery will occur continuously during data collection. The forward-
facing angle should be at least 120 degrees of view. All images should be clear and highway signs
should be easy to read. Digital images shall have a minimum resolution of 1920 x 1080. An image
frequency of 10 frames per 0.05 miles is required. Most highway distresses should be clearly
evident in all views. There should be minimal or no lens debris in the cameras’ viewing path.
Images cannot be collected during non-daylight hours or during inclement weather. Vendor
software must allow for accurate asset extraction and measurement in order to meet the NHDOT’s
business needs.

The Vendor is required to report to the State Point of Contact at least once per week to update the
NHDOT as to the progress of the data collection effort and discuss any problems. Depending on the
duration of the Vendor collection in NH, the NHDOT may require that data sets be available in part
throughout the collection period. This way, the NHDOT can perform quality assurance reviews on
the partial data set in order to correct deficiencies that may be inherent to the overall dataset. All
roadway pavement data collection shall be completed, analyzed, summarized, processed and
available to the NHDOT for review in its final format by September 1* of each contract year.
NHDOT will make every effort to verify, load, and accept the road condition details within 30 days
of receipt. NHDOT staff will only accept data upon completion of a quality assurance process.
NHDOT staff will ensure:

* That there are no missing routes or route segments and that the reported lengths match
expectations;

* That instances of invalid ride, invalid rut, or invalid cracking distress measurements are
identified and the values removed;

» That instances of road construction or lane deviation are properly coded; and

* That the overall data set compares in terms of annual variability with previous
collection cycles.

Weather dependent, the Vendor will be able to return to NH for any required recollection through
the middle of November. Final payment will be withheld until the overall data set is accepted.

The scope of work includes storing collected data. The raw data as well as the accepted data should
be readily accessible by the NHDOT for the current collection cycle AND the preceding collection
cycle (at a minimum) with uninterrupted access via web application. Post processed data from
previous collection cycles shall be delivered to the NHDOT so that it can be permanently archived
on-premise. Data will be delivered on removable hard drives and must include appropriate “gut
files” to make the data readable and useable. Distress data including IRI, rutting, cracking, and
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GPS/GNSS data shall also be delivered on Excel worksheets aggregated into 0.1 mile long segments.
Pavement level and right-of-way imagery shall be delivered in .jpeg format. Thumbnail size
pavement level images are acceptable and preferred to save disk space for archived data. The
software client should provide the required number of licenses and must include a web-based
application with unlimited view only access and credentialing. The Vendor shall stipulate any
bandwidth requirements associated with the hosted data solution.

The NHDOT will evaluate the ability of the Vendors to offer data collection services beyond
pavement condition data. These additional items will not be included in the contract and may be
performed under a separate contract, following a new competitive bidding process. The NHDOT
endeavors to further its asset inventory and sees value in asset extraction from collected right-of-way
imagery. Vendors are encouraged to submit examples from previous asset extraction efforts.
Examples of additional work include:

* LiDAR survey of the roadway network;
*  Asset extraction using collected images:
» To inventory guardrail;
* To inventory rock slopes;
= To locate manhole covers and catch basins within the roadway as well as associated
witness markers;
=  To locate retaining walls;
* To advance the Pavement Marking Inventory by including lane configurations, lane
width, long line locations, passing zone locations, and stencil location;
= To determine and assess the location, size, shape, and color of signage;
= To keep the sidewalk and tip down inventories up to date (curbing
type/configuration, sidewalk width, etc.);
To determine the location of rumble strips and transverse grooving;
To inventory the DOT’s cross walks;
To determine median island location and type;
To identify bus/transit stop locations; and
To gather information about the presence or location of utilities (poles, sewer
manholes).

The Vendor shall submit a work plan that includes how many miles of road will be surveyed per day
and a projected completion date. In order to confirm that the Vendor deliverables will conform to
the business needs of the NHDOT, during the first year of data collection in NH, the Vendor will be
asked to collect road condition data on 1-89 northbound and southbound (approximately 60 miles
cach way) first. The data shall be post-processed and delivered to the State Point of Contact for
review and approval prior to proceeding with the remaining collection tasks. The NHDOT will issue
approval or denial of the preliminary deliverable within two weeks of receipt of the data. This will
only be required during the first year of the contract to confirm that the Vendor deliverable will
address NHDOT business needs. In subsequent years, the NHDOT will assume comparable
deliverables unless otherwise discussed and approved. Any additional collection activities
performed during this two week period will be at the sole risk of the Vendor. Additional work may
be required if the NHDOT finds the work product unacceptable as submitted.
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Payment for data collection services will be made according to the following schedule: 10% upon
mobilization to New Hampshire; 10% upon receipt of the first submission of acceptable pavement
condition data; 30% upon completion of field data collection; 20% upon submission of finished data
for the full collection; and 30% upon acceptance by NHDOT. Requests for payment to the Vendor
will be submitted to the NHDOT Bureau of Finance and Contracts within one week of the Vendor
reaching the aforementioned project milestones. Payment will follow the schedule provided in
Appendix H.

The Vendor shall provide its services to the State and its end users solely from data centers within
the Continental United States. All storage, processing and transmission of State data shall be
restricted to information technology systems within the Continental United States. The Vendor shall
not allow its personnel or sub-contractors to store State data on portable devices, including personal
computers, except as specified and allowed by the contract, and then only on devices that are used
and kept at its data centers within the Continental United States. The Vendor shall permit its
personnel and Contractors to access State data remotely only to provide technical support and as
specified or required by the contract.

QC/QA Testing Data Collection Vehicle Procurement

The Department’s existing QC/QA testing data collection vehicle is used to measure the Ride
Number (RN) of new pavements to assess pay factors. This vehicle is also used to cross correlate
roughness and rutting data with data from the network collection vehicle as part of the NHDOT
Pavement Data Quality Management Program. The replacement QC/QA testing data collection
vehicle will serve the same purposes and should be equipped accordingly. The NHDOT recognizes
the broad range of data collection vehicles available on the market. At a minimum, NHDOT
requires the vehicle to be equipped with an inertial profiler, a forward facing camera, a Distance
Measuring Instrument (DMI), and GPS/GNSS. The NHDOT is motivated to add rut measuring
capabilities to this vehicle. Due to budgetary constraints, this vehicle will likely not be equipped
with a 3D measurement system, however other rut measuring instruments will be considered.
Preference will be given to Vendors who can accommodate the State’s desire to add less expensive
rut measuring capabilities to the vehicle for cross correlation with the Vendor vehicles or to fill in
missing data on select road segments. Front bumper mounted rut measuring laser sensors with
expansion capabilities are acceptable and preferred due to their cost.

The vehicle chassis must be a new full size van (Ford Transit or equal). Minimum vehicle
specifications are listed in Table C-2.

Vehicle procurement will include the vehicle and all applicable subsystems, hardware, software,
warranty, and onsite training necessary for full functionality of the system both during collection and
processing/post-processing. Onsite training is expected to run 3 to 5 days for up to 10 NHDOT
employees. The State will also consider lease options for a QC/QA testing data collection vehicle,
which would also include all hardware, software, warranty, and onsite training necessary for full
functionality of the system both during collection and processing/post-processing. Lease to purchase
options will not be considered.

Historically, the NHDOT Bureau of Mechanical Services has addressed the “routine” maintenance
needs of the Department owned data collection vehicles. Generally speaking, routine maintenance is
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limited to oil changes, tire rotations, filter changes, brake service, and other “common” vehicle
maintenance needs. Maintenance or replacement of ANY of the Vendor installed vehicle systems or
subsystems have been covered by a separate Vendor warranty that is all-inclusive. In Appendix H,
the warranty needs of the NHDOT, as part of the contemplated vehicle procurement, are more
completely described. However, generally speaking, the NHDOT is seeking a Vendor that offers
all-inclusive warranty coverage (for Vendor installed vehicle systems and subsystems) and is
requesting pricing for that coverage herein. The vehicle chassis will come with a standard factory
warranty. Beyond the standard vehicle warranty, NHDOT Bureau of Mechanical Services will be
responsible for maintenance and repair of the stock chassis. Any Vendor installed hardware issue
confronted during Department ownership of the vehicle, whether minor or major in scope, will be
addressed by the Vendor within agreed upon timeframes. It is expected that the Vendor will
maintain a stock, or have readily available, the subsystem parts required in order to ensure timely
correction of any issues without delay.

One option for the NHDOT purchase of a replacement QC/QA testing data collection vehicle is to
rely on Federal funding. Under this scenario, the vehicle and its subsystems must comply in full
with FHWA’s “Buy America” regulations at 23 USC 313. The Vendor will be responsible for
providing the NHDOT with all of the required Federal documentation confirming vehicle
compliance with these regulations. The NHDOT may request a waiver from the Buy America
provisions through the FHWA, however the NHDOT has received correspondence from the FHWA
District Office stating that currently no Buy America waivers are being processed. It is unclear how
long the stay on waiver requests will continue.

As a second option to replace the existing QC/QA testing data collection vehicle, NHDOT is
requesting pricing from Vendors for a three-year lease term on a vehicle meeting the specifications
herein but not necessarily meeting the Buy America provisions. Vehicles not meeting Buy America
provisions may be leased using Federal funds so long as the lease agreement specifically precludes
the purchase of the vehicle.

As a third option, the NHDOT may elect to use State funds to purchase the replacement QC/QA
testing data collection vehicle. This vehicle would also meet the requirements specified herein, but
does not need to meet the Buy America provisions. If responding Vendors cannot provide a Buy
America compliant data collection vehicle, they should only provide pricing for the non-Buy
America options.

Under the lease agreement option, payment for the QC/QA testing data collection vehicle will be
lump sum on an annual basis (for the 3-year term). The Vendor shall invoice the State for the annual
cost. Payment will be processed pursuant to Appendix H. If the NHDOT elects to purchase the
vehicle using either State or Federal funding, 90% of the purchase price will be processed and paid
upon delivery in accordance with Appendix H. The remaining 10% will be processed and paid
following a 60 day trial period and final acceptance of the vehicle, its subsystems, and the associated
software by the NHDOT.
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C-2 REQUIREMENTS

Vendors shall complete the requirements checklist (Table C-2 General Requirements Vendor
Response Checklist). Table C-2 is included as an attachment to RFP 2019-060.

C-3 DELIVERABLES

Table C-3 Deliverables provides a list of project deliverables and defines the deliverable type
(Written, Software, Non-Software).

Table C-3 Deliverables

Activity, Deliverable, or Milestone

Deliverable
Type

IDATA COLLECTION SERVICES

1

Road Condition Data for Requisite Mileage

Non-Software

2 Right-of-Way Imagery for Requisite Mileage Non-Software
3 Database for Road Construction and Lane Deviations Written
4 Data Quality Plan Written
5 Inertial Profiler Certification Written
6 Daily and Weekly Calibration Records Written
7 Data Storage Hosting Written

IDATA COLLECTION VEHICLE

8 |QC/QA Testing Data Collection Vehicle Non-Software
DOCUMENTATION
9 Project Status Reports Written
10  |Work Plan Written
11 |Infrastructure Plan Written
12 [Software Configuration Plan Written
13 |Systems Interface Plan Written
14  |Testing Plan Written
15  [Training Plan Written
16  |End User Support Plan Written
17  |Business Continuity Plan Written
INSTALLATION
18  [Software On-Premise and Hosted Software
19 |Provide required licenses Software
20  [Provide access to all software and tools Software
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TESTING
21  |Conduct security and technical testing Non-Software
22 |Conduct User Acceptance Testing of Software Performance| Non-Software
SYSTEM DEPLOYMENT
23 [Conduct Project Kickoff Meeting Non-Software
24 |Conduct Training Non-Software
25  |Ongoing Hosting Support Non-Software
26  [Ongoing Software Support & Maintenance Non-Software
27  |Ongoing Configuration Support Non-Software
28  |Ongoing Data Storage & Management Non-Software

Remainder of this page intentionally left blank
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE RESPONSES

This section provides a series of technical topics that the State of New Hampshire will consider in selecting
a Solution for BOTH road condition data collection services and data collection vehicle procurement.

D-1 DATA COLLECTION SERVICES

TOPIC 1 - DESCRIPTION OF VENDOR APPROACH TO DATA COLLECTION SERVICES

Provide a detailed description of your approach/methodology to data collection services.

¢ The Vendor must demonstrate their understanding of the intent and scope of this
project.

*  The Vendor must demonstrate a thorough understanding of the technical requirements
and the specific data items required for pavement condition data collection.

¢ What are the highlights (key selling points) of your proposed approach?

*  What makes your proposed implementation approach unique in consideration of your
competitors?

¢ How will you as the Vendor adjust to new technology?

e List Vendor expectations of NHDOT staff in conjunction with data collection services
in New Hampshire.

TOPIC 2 — DISTRESS RATING
The State will evaluate the ability of the proposer to provide meaningful distress data.

Crack rating is a significant and evolving input into pavement management and decision
making. The protocols currently used by NHDOT are described in the attached “Appendix
A — Revision 3” from the NHDOT Supplemental Distress Guide. However, the NHDOT
understands technology and data quality approaches are advancing quickly in this industry.
Please discuss your ability to rate cracking using NHDOT-specific and state-of-the art
distress rating.

* Describe the crack rating technology you currently implement. Note how and when
you make technological changes. How would the NHDOT know if a change has been
made?

* Describe your ability to provide crack rating data in accordance with Appendix A.
Would you employ a specific technology or adapt the technologies you currently use?

¢ Describe how you typically measure and provide cracking percent as defined in the
HPMS field manual.

e Describe how the data is processed, reviewed, and stored for long term accessibility.

e Describe other options or protocols for rating cracks that are not described in
Appendix A or the HPMS field manual. What benefits do those options typically
provide?
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Describe your ability to measure distresses that may not be classified as cracking (e.g.
delamination, pot holes, patching).

TOPIC 3 — DESCRIPTION OF VENDOR EXPERIENCE

Provide a detailed description of your experience with similar projects in other States.

Provide a list of not less than five (5) State references that may be called to discuss
experience and qualifications.

It must be established that the Vendor Company is capable of carrying out the Project
through implementation, the warranty period, and the maintenance period.

The NHDOT maintains a Pavement Management System (currently Deighton dTIMS
CT), so the Vendor staff must have demonstrated experience in post-processing data
for import into similar systems.

The Vendor must prove through demonstrated experience their ability to abide by
federally mandated data quality standards and reporting requirements (HPMS annual
reports).

Vendor staffing and ability to rapidly address NHDOT needs is paramount.

TOPIC 4 - ADDITIONAL ASSET COLLECTION
The State will evaluate the ability of the proposer to collect asset data beyond pavement

conditions.

The NHDOT may seek to collect asset inventory and condition data beyond pavement
conditions under separate contract. It is understood that technologies, methodologies, and
resulting quality vary in the data collection industry. Please discuss how you would collect
and provide items listed in the “Examples of additional work™ in addition to any other asset
collections you typically offer.

Describe how you determine asset locations and conditions. How do you plan for
these collections?

Describe whether the data is collected concurrently with pavement conditions or
whether additional collection at different speeds or in different directions are required.
Describe technologies and methodologies, in particular what equipment or sensors are
used and how the data is processed.

Describe your ability to extract data from historical collections should the NHDOT
wish to develop an understanding of changes over time.

Describe how data is stored and viewed. If there are options, discuss the various
benefits and resource requirements.

The State makes no commitment to use the Vendor for the add-on services and may, at its
discretion, seek another vendor for those services through competitive bidding or another
process.

TOPIC 5 — DESCRIPTION OF VENDOR LABOR, EQUIPMENT, SOFTWARE, RESOURCES

Provide a company overview, including specific labor, equipment, software, and resources.
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» List the Project Manager that would be assigned to NH and provide information about
key support staff, giving the NHDOT insight into the breadth of available staff to
ensure success in NH.

* Provide an appendix with sales literature describing the vehicle(s) that would provide
data collection services in NH. Provide existing certifications for any equipment that
would be used in NH in 2020 (if available).

* Provide an appendix with sales literature describing the functionality of the proposed
Software suite and web hosting options used to view road condition data.

* Provide sample reports, both template reports (HPMS) and custom reports generated
from the software.

*  Provide a backup plan in the case of vehicle malfunction or breakdown.

* Specifically discuss staff resources related to asset extraction services.

TOPIC 6 —- DATA QUALITY

New Hampshire recently published a revised Pavement Data Quality Management Program,
which was reviewed and approved by the Federal Highway Administration for use during
the 2019 collection and reporting year. This program entails initial certification of the
inertial profiler, the Laser Rut Measuring System, and the pavement line scan camera on a
yearly basis, followed by monthly verification runs through several control sites throughout
the collection season. For NHDOT staff, collection typically starts in May and extends
through October every year. Given the period of time the Vendor expects to spend
collecting data in New Hampshire (only several weeks versus several months), what quality
control plan do you have in place to ensure the State’s ongoing conformance to the
requirements of 23 CFR 490 and the HPMS Field Manual? In the past, how has the Vendor
dealt with data that was not accepted by the client? If NHDOT finds reason not to accept the
collected data following internal quality control data checks, how will the Vendor respond?

Provide an example Data Quality Plan similar to what NH could expect to see from the
Vendor. Describe your experience coordinating with other State DOT’s to develop
approved Data Quality Management Programs.

The Quality Control plan shall include the following as a minimum:

1. All the deliverables that will be tested for satisfactory quality.

2. The quality expectations in terms of resolution, accuracy, and repeatability for the
deliverables.

The QC activities that will be performed to monitor and control quality.

The timing of when QC activities will be performed.

The personnel associated with QC responsibilities.

A summary QC reporting format.

Sk W

If the standards outlined in the QC plan are not met, the Vendor will be responsible for
resurveying any sections of roadway the NHDOT determines are necessary. Failure to
adhere to the QC plans may result in termination of the contract.
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TOPIC 7 —- HISTORICAL DATA
The State will evaluate the degree to which the proposed Solution provides for the ability to
view historical data.

The NHDOT has been collecting road condition data with a Pathrunner XP by Pathway
Services, Inc. since 2009. The collected data and right-of-way imagery has all been stored
on-premise. Often, Pavement Management staff will view the historic imagery (all stored in
.Jpeg format) using the proprietary Pathview II software.

Please describe your experience with organizations similar to the NHDOT and
discuss what historical data you have and have not converted/migrated into the new
system.

Will the NHDOT be able to utilize the information and imagery gathered over the past
10 years with the new software?

D-2 OC/OA TESTING DATA COLLECTION VEHICLE PROCUREMENT

TOPIC 8 — DESCRIPTION OF VENDOR EXPERIENCE

The NHDOT values the breadth of Vendor experience in assembling data collection vehicles
for similar uses in other States.

Provide a list of clients for which the Vendor has assembled automated data collection
vehicles.

Take the list above and pair it down to the list of clients for which the Vendor has
assembled data collection vehicles comparable to the vehicle the NHDOT is looking
for. For each client listed, provide the vehicle specifications and list the vehicle
subsystems.

TOPIC 9 — DESCRIPTION OF THE USER EXPERIENCE OPERATING THE DATA
COLLECTION VEHICLE

Provide a detailed description of the operator experience. Provide screen shots of the
operator interface.

What types of data/files are used to plan a collection and how are they entered into the
vehicle?

What type of equipment is used to retrieve data from the vehicle?

Describe visual and audio alerts.

Provide a series of one minute video clips on a USB thumb drive that will support the

Vendor responses in this section and provide further understanding of the operator
experience.

TOPIC 10 - DESCRIPTION OF CUSTOMER SERVICE

After many years of owning data collection vehicles, the NHDOT values strong customer
service.
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*  Provide description of the Vendor warranty coverage options.
O Base warranty
0 Extended warranty options
0 Response time
0 Stock inventory
* Discuss Vendor technical support and customer service history.

D-3  TECHNICAL

TOPIC 11 - DESCRIPTION OF SOFTWARE

The NHDOT prefers a single software client that would be used to view data collected by
the Vendor under contract and used to view and process data collected with the QC/QA
testing data collection vehicle.
*  Provide specific information regarding the Vendor software client (both on-premise and
web based).

0 History of development

0 Longevity in the market

0 Integration/compatibility potential
* Describe how updates are made
* Describe software dependencies (i.e. Java)

TOPIC 12 - ARCHITECTURE
The State will evaluate the architecture of the proposed software.

The State values an architecture that is thoughtfully designed, can be updated with minimal impact
to the State, allows for rapidly addressing new security threats, and separates layers of the software.
Describe how the architecture of the Proposed Solution will meet the expectations of the State and in
particular address the following:

Provide a description and diagram of the Infrastructure Plan including; desktop, server,
security, enterprise applications and network configuration requirements for both “Hosted”
and “On-Premise” applications.

Provide a listing of modules that constitute the Proposed Solution and identification of
additional modules that are not included but may offer expanded functionality.

What benefits does the architecture provide?

Does your Proposed Solution use a multitier approach?

What programming languages are used for development and configuration?

Describe updates including; the last major update, the typical update cycle, and planned
updates.

Describe all components, including hardware and software that are needed to support the
Proposed Solution.

Page 40 of 98
DOIT RFP Master Template 11/3/17



STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION

ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT

NHDOT - RFP 2019-060

APPENDIX D: TOPICS FOR MANDATORY AND NARRATIVE RESPONSES

TOPIC 13 — USER FRIENDLINESS AND USABILITY
The State values vehicles and software that are compatible with its intended user's ability to
use it easily and successfully.

To what extent is the vehicle operation and software intuitive based on the likelihood
that the user has experienced other applications with similar graphic user interfaces?
How efficient is the software in terms of the number of operations required to perform
basic tasks?

How does the Vendor’s proposed training process support the application? Provide an
example training program for software implementation.

How much time is required to make new users fully functional in the software suite?
Describe how State staff assigned to the Project Team will be prepared to contribute.
Provide an overview of Project Team interactions and dependencies between
functions.

To what extent does the Proposed Solution provide a thoughtful User Experience for
users?

How do users manage workspaces or versioning to work collaboratively and to
preserve prior data and analyses?

NHDOT staff will be using the on-premise software suite to download and process
QC/QA testing data from the Department owned data collection vehicle. This will
include calculating the Ride Number of newly constructed pavements in order to asses
pay factors on construction projects. Describe the use of the software by NHDOT
staff, not just viewing the pavement data from the web-based application following
Vendor post-processing. How are interruptions in the data (i.e. catch basin grates or
manhole covers as examples) removed during post-processing? Include screen shots
and/or video clips of the user experience.

TOPIC 14 - TECHNICAL TESTING
The State will evaluate development of security and technical testing proposed for the Testing

Plan.

The State values testing practices that ensure proper system functionality and protection of data
while recognizing the appropriate level of State involvement. The State uses specific terminology it
requires for describing testing. Please read Appendix G-2 Testing Requirements and discuss your
approach to incorporating security and technical tests into a Testing Plan.

* Describe the use of internal, external, and third party resources to conduct security and
technical testing.

* Describe the execution of User Acceptance Testing of Software Performance that evaluates
functionality in the production environment. Provide a sample User Acceptance Test Plan

from a recent implementation as an Appendix.

* Describe the range of technical tests used to test deployment and ongoing operation of the
Proposed Solution and highlight any that are likely for this particular implementation.
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* Describe your approach to security testing and how it relates to System Security.

*  Describe how you provide end to end validation of the full functionality of the application.

* Highlight tools, if any, you plan to use to conduct testing and to manage issue identification
& resolution. Will the State have access to the tools directly during testing or for the
duration of the contract?

TOPIC 15 - BACKUP AND RECOVERY
The State will evaluate the ease of use and capabilities of backup and recovery processes for
the proposed software.

The State values backup and recovery processes that ensure asset data are protected efficiently.
Discuss how backup and recovery processes reduce impact to the operation of the system by
minimizing downtime and data loss

* Describe backup procedures for system configuration and asset data contained within the
system, including any technology, hardware, or software involved.

* Describe recovery procedures for asset data contained within the system, including any
technology, hardware, or software involved.

» Discuss how appropriate recovery point and time objectives are determined.

* Describe any interaction between the State of NH and your company as part of the backup
and recovery process.

* Highlight any tools the State of NH would be required to use as of part of these processes.

TOPIC 16 — SYSTEM SECURITY
The State will evaluate the degree to which the software is designed and architected to ensure
appropriate levels of confidentiality and integrity.

The State must ensure that appropriate levels of security are implemented and maintained in order to
protect the integrity and reliability of its information technology resources, information, and
services.

*  Describe how the software’s architecture is designed to provide security.
*  Describe the configuration and features supporting security within the system. Specify:
* Authentication to validate user identity before allowing access to the system;
* Authorization of users to perform functional activity once logged into the system;
*  Encryption protocol to support the business risks and the nature of information;
e The immunity methods used to ensure that unauthorized malicious programs (e.g.,
viruses, worms and Trojan horses) do not infect the System.
* The intrusion detection methods used to ensure the detection, recording, and review
of attempted access or modification by unauthorized individuals.
* The privacy methods used to ensure that passwords are kept private and secure.
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* The testing methods conducted to load and stress test the software to determine its
ability to withstand Denial of Service (DoS) attacks.
* The System patch schedule/process employed to protect the software from new
security vulnerabilities as they arise.
*  Describe the System assurance provisions incorporated into the software.
*  What process or methodology is employed within the proposed Software to ensure
data integrity?
* To what degree does the approach rely on system assurance capabilities of the
relational database management system (RDMS)?
e If multiple databases are employed, what extra procedures are employed to ensure
synchronization among databases?
* Describe the Vendor’s plan for implementing Security Patching.

TOPIC 17 — ASSURANCE OF BUSINESS CONTINUITY
The State will evaluate the degree to which the Proposed Solution provides for business
continuity.

The State values a solution that can assure reasonable continuity of operations. Provide an overview
of how the solution incorporates business continuity, including the reliance on any third parties such
as cloud hosting services.

* Please provide a brief explanation of how the Proposed Solution may be impacted given the
following scenarios:
0 Anemergency at the NHDOT headquarters or data center.
0 An emergency at your headquarters or data center.
0 An emergency at a third party (cloud host or other) data center.
0 Corporate restructuring of your company, including acquisition or merger.
*  Describe your Business Continuity Plan, per the definition found in Terms and Definitions
(Appendix I).

TOPIC 18 - INFORMATION TECHNOLOGY STANDARDS
The State will evaluate the degree to which IT standards used in the software are compliant
with other State systems.

The proposed System must comply with Open Standards and Open Data Formats as mandated by
RSA chapter 21-R: Open Standards (HB418 2012).

* Describe the degree to which System complies with information technology standards
mentioned on the State of NH web site: http://www.nh.gov/doit/vendor

* Is the proposed application considered Open Source Software?
*  Does it comply with Open Standards, including but not limited to Open Data Formats?
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* Describe the degree to which the Proposed Solution meets the requirements of RSA chapter
21-R:10, 21-R:11, 21-R:13.

* Identify what industry standards are incorporated in to the System.

* Identify whether standards employed are national in origin or are unique to the proposed
System.

TOPIC 19 — LICENSE STRUCTURE
The State will evaluate the license structure of the software. Please note the information
provided here will also be considered in conjunction with scoring cost proposals.

The State values a licensing structure that provides enough licenses to meet our current needs, is
efficient in the event that someone only periodically needs to use the software, and is flexible should
our licensing needs change. As a minimum, the Vendor will provide unlimited view only licenses
for the online application, including at least two (2) licenses with Administrator Privileges. For the
on-premise software application, the Vendor will provide at least 15 licenses, including two licenses
with Administrative Privileges. Discuss how licensing of the software will meet the expectations of
the State and in particular address the following:

* Describe the specific license requirements for all aspects of the software.

* Describe the types of licenses and whether licenses are per user or module, role based,
concurrent or unlimited. Note whether any licenses are required for reviewing reports.

* Highlight any use of concurrent licensing, and discuss how additional short term licenses
will be handled.

e Ifunlimited licenses are provided, what is the process to add additional users?

* If not providing unlimited licenses, describe how licenses can be added and the associated
cost.

TOPIC 20 - HOSTED SOLUTIONS
The State will evaluate the option of the Vendor hosting the software.

Describe the hosting plan including hardware and software platforms, software utilities,
telecommunications resources, security measures and disaster recovery plans. Include a description
of servers, computers, software, programming capability and other equipment and technical
resources which will be used to design, develop, implement and maintain the application.

*  Provide the type and speed of the network connectivity

*  Description of redundancy

* Disaster recovery procedures including RTO/RPO

*  Security considerations

*  Helpdesk and Knowledge base

* Describe the bandwidth requirements of the solution for full functionality and efficient

user experience.
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TOPIC 21 — ON-PREMISE APPLICATION ENVIRONMENT

The State will evaluate whether any proposed on-premise application environments are
sufficient to satisfy Project needs.

. Describe the different Software and hardware environments required for the
concurrent development, testing, and production of any “On-Premise” applications in
the proposed Solution.

. The State believes that additional Software License fees solely related to establishing
environments for normal development lifecycle would be inappropriate. If the
Proposal differs from this standard, describe and provide rationale for the difference.

. Discuss how the proposed environments support the Implementation of the hosted
Solution, including all necessary training.

IMPLEMENTATION

This section provides a series of topics related to implementation the State will consider in
determining an overall best fit to meet business needs.

TOPIC 22 - WORK PLAN

The State will evaluate whether Vendor’s preliminary Work Plan provides a thorough and
well managed approach for implementing the Proposed Solution, including the software
deployment and the Initial Configuration.

The State sees a Work Plan as essential to reaching a comprehensive Agreement with a Contracted
Vendor. Consequently, the State will seek to refine the proposed Work Plan prior to Contract
approval with the selected Vendor and to incorporate the refined Work Plan by reference into the
Contract. The Work Plan shall address the resources, milestones, tasks, dependencies, deliverables,
and a schedule.

* Provide a preliminary Work Plan depicting tasks, task dependencies, schedule, milestones,
deliverables, and payment schedule.
0 Define all proposed written and software deliverables.
0 Identify all necessary inputs required of State and Proposer personnel, including
information about the sources of those inputs.
0 Include information about staffing.

* Describe the frequency and process for updating/reviewing the plan and identify any
assumption upon which the Work Plan is based.

*  Describe recommended roles by activity and time required for both the State and Vendor’s
project teams. Notes assignments of members of the Vendor’s team identified by role to
specific tasks.

* Discuss how this Work Plan will be used and State access to plan details.

* Explain how the State will know whether the project is on schedule. Note critical success
factors for the project.
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TOPIC 23 - INTEGRATION WITH EXISTING SYSTEMS
The State will evaluate the Vendor’s plan to integrate with existing systems.

The State values an efficient approach to integrating with existing systems as well as best practices
for sharing data with sources like a data warehouse. Discuss how your Systems Interface Plan will
integrate with existing systems and in particular address the following:

Describe preferred practices for interfacing or incorporating data from other systems into the
Proposed Solution.

Any diagrams that depict how the integration will occur.

Include technical information about any proposed integrations such as formats, frequencies,
data structures, and methods.

Discuss the differences between extracting, transforming, and loading the data versus
connections that are considered live, on demand, or automated.

Discuss the level of effort involved with troubleshooting and maintaining interfaces over
time.

TOPIC 24 — STATUS MEETINGS AND REPORTS
The State will evaluate the degree to which project reporting will serve the needs of State
project leaders.

The State believes that effective communication and reporting are essential to project success. At a
minimum, the State expects the following:

Kickoff Meeting: An in-person meeting, participants will include the Contracted Vendor

Team, the State Project Team, and other major stakeholders. This meeting is to establish a
sound foundation for activities that will follow and will include a briefing for State executive
personnel.

Status Meetings: Web-based meetings, participants will include, at a minimum, the
Contracted Vendor project manager and the State project manager. These Contracted
Vendor web hosted meetings, which will be conducted at least monthly, will address overall
project status, and any additional topics needed to remain on schedule and within budget.

Working Meetings: Web-based meetings between the Contracted Vendor and NHDOT staff.
These meetings will occur as needed so that personnel can work collaboratively and in real-
time.

Special Meetings: Need may arise for a special meeting with State leaders or project
stakeholders to address specific issues. These will be web-based except in exceptional
circumstances.

The Contracted Vendor is responsible for developing materials for the meetings, including agendas
and minutes. The Contracted Vendor shall submit status reports in accordance with the schedule and
terms of the Contract. All status reports shall be prepared in formats approved by the State.
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* Describe the process that will be used to plan for and coordinate meetings.
*  Describe the process that will be used to manage the project and work plan via Project Status
Reports.
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APPENDIX E: STANDARDS FOR DESCRIBING VENDOR QUALIFICATIONS

Vendor qualifications are important factors in selecting a road data collection consultant and data collection
vehicle vendor and accompanying software implementation and follow on support services. To facilitate
evaluation of Vendor qualifications, the State seeks information about:

»  Corporate qualifications of each Vendor proposed to participate in the Project;

*  Proposed team organization and designation of key staff;

* Individual qualifications of candidates for the role of Project Manager; and

* Individual qualifications of candidates for other key staff roles.

This Appendix identifies specific information that must be submitted.

E-1 REQUIRED INFORMATION ON CORPORATE QUALIFICATIONS

Information is required on all Vendors who will participate in the Project. Vendors submitting a
Proposal must identify any Subcontractor(s) to be used.

E-1.1 VENDOR AND SUBCONTRACTORS

The Vendor submitting a Proposal to this Project must provide the following
information:

E-1.1.1 CORPORATE OVERVIEW (2 PAGE LIMIT)

Identify the proposed role of the firm on the Project. Describe the major business
areas of the firm. Provide a high-level description of the firm’s organization and
staff size. Discuss the firm’s commitment to the public sector, experience with
this type of Project Implementation and experience in New Hampshire.

E-1.1.2 FINANCIAL STRENGTH

Provide at least one of the following:

*  The current Dunn & Bradstreet report on the firm; or

e The firm’s two most recent audited financial statements; and
the firm’s most recent un-audited, quarterly financial statement;
or

* The firm's most recent income tax return. For example, either a copy
of the IRS Form 1065, U.S. Return of Partnership Income or Schedule
E (IRS Form 1040) Supplemental Income and Loss (for partnerships
and S corporations) OR IRS Form 1120, U.S. Corporation Income
Return. These forms are typically submitted when a Vendor does not
have audited financial statements.

E-1.1.3 LITIGATION

Identify and describe any claims made by clients during the last ten (10) years.
Discuss merits, current status and, if available, outcome of each matter.
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E-1.14 PRIOR PROJECT DESCRIPTIONS

Provide descriptions of five (5) similar projects completed in the last five (5)
years. Each Project description should include:

1. An overview of the project covering type of client, objective, project
scope, role of the firm and outcome;

2. Project measures including proposed cost, actual project cost, proposed
project schedule and actual project schedule;

3. Names and contact information (name, title, address and current
telephone number) for one or two references from the client; and

4. Names and project roles of individuals on the proposed team for the New
Hampshire Project that participated in the project described.

E-1.1.5 SUBCONTRACTOR INFORMATION

Vendors must provide information on any Subcontractors proposed to work on
this Project. Required information shall include but not be limited to:

1. Identification of the proposed Subcontractor and a description of the
major business areas of the firm and their proposed role on the Project;

2. A high-level description of the Subcontractor’s organization and staff
size;

3. Discussion of the Subcontractor’s experience with this type of Project;

4. Resumes of key personnel proposed to work on the Project; and

5. Two references from companies or organizations where they performed
similar services (if requested by the State).

TEAM ORGANIZATION AND DESIGNATION OF KEY VENDOR STAFF

Provide resumes of key personnel proposed to work on the Project and an organizational chart
depicting the Vendor Project Team. This chart should identify key staff required from the Vendor,
any Subcontractors, and the State.

Define the responsibilities and length of assignment for each of the roles depicted in the
organizational chart. Identify the positions that should be designated key staff. Ensure that
designation of key Vendor staff includes subject matter experts in the following areas:

*  Operating road data collection vehicles;

* Downloading and processing road condition data for HPMS
submittal;

» Data extraction from right-of-way imagery;

* Data collection vehicle and subsystem construction and assembly;
and

*  Software development.

A single team member may be identified to fulfill the experience requirement in multiple areas.
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E-3 CANDIDATES FOR PROJECT MANAGER
Although the State recognizes that staff availability is somewhat uncertain, qualifications of the
Project Manager are particularly critical. Therefore, the State requires that the Project Manager be
identified with some degree of certainty.

For the Project Manager candidate, provide a resume not to exceed five (5) pages in length
addressing the following:

* The candidate’s educational background;

* An overview of the candidate’s work history;

* The candidate’s project experience, including project type, project role and duration of the
assignment;

*  Any significant certifications held by or honors awarded to the candidate; and

* At least three (3) references, with contact information, that can address the candidate’s
performance on past projects.

E-4 CANDIDATES FOR KEY VENDOR STAFF ROLES

Provide a resume not to exceed two (2) pages for each key Vendor staff position on the Project
Team. Each resume should address the following:

e The individual’s educational background;

* An overview of the individual’s work history;

* The individual’s project experience, including project type, project role and duration of the
assignment;

* Any significant certifications held by or honors awarded to the candidate; and

* At least three (3) references, with contact information, that can address the individual’s
performance on past projects.

Remainder of this page intentionally left blank
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APPENDIX F: PRICING WORKSHEETS
A Vendor’s Cost Proposal must be based on the worksheets formatted as described in this Appendix.

The Vendor must assume all reasonable travel and related expenses. All labor rates will be “Fully Loaded”,
including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out of pocket

expenses.

F-1 ACTIVITIES/DELIVERABLES/MILESTONES PRICING WORKSHEET

The Vendor must include, within the firm fixed price for service activities, tasks and preparation of
required Deliverables, pricing for the Deliverables required based on the proposed approach, and
methodology and tools. The following format must be used to provide this information. The pricing
detailed below shall address, at a minimum, the requirements for data collection services and for a
QC/QA testing data collection vehicle as detailed in Appendix C System Requirements and
Deliverables.

The State reserves the right to make an award by item, part or portion of an item, group of
items, or total proposal.

Table F-1: Activities/Deliverables/Milestones Pricing Worksheet

Data Collection Servi

Pavement Data Collection,
processing, and delivery

Pavement Data Collection,
processing, and delivery

Raw and finished data
storage in Vendor data
center for current
collection cycle (must
include delivery of
archived data on
removable hard drives for
permanent storage)
Software and web hosting,
licensing®, and technical
support

Initial Data Collection Contract Term
(extendable to 10 years with updated pricing)

Year 1
2,500 mi.
(est.)

Year 2
3,900 mi.

(est.)

Year 3
2,500 mi.
(est.)

Year 4
3,900 mi.
(est.)

Year 5

2,500 mi.

(est.)

Year 6

3,900 mi.

(est.)

Lump Sum Cost

Per Lane Mile Cost

(for additional mileage)

Lump Sum Cost

Lump Sum Cost
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For Informational Purposes Only

Add-Alternate Services
LiDAR survey of the

roadways (including data Per Lane Mile Cost
storage)

Asset Extraction and
Inventory Services:

To inventory guardrail Per Lane Mile Cost

To inventory rock slopes Per Lane Mile Cost

To inventory manhole

covers and catch basins Per Lane Mile Cost
To inventory retaining
walls Per Lane Mile Cost
To inventory pavement
markings Per Lane Mile Cost
To inventory signage Per Lane Mile Cost

To inventory sidewalks

and tip downs Per Lane Mile Cost

To inventory rumble strips
and transverse grooving Per Lane Mile Cost

Toi t 1k .

O mventory cross walks Per Lane Mile Cost

To inventory median
islands Per Lane Mile Cost

To inventory bus/transit
stop locations Per Lane Mile Cost

Notes:

1. NHDOT reserves the right each year to add or delete work items due to State budget constraints. Work in Year 1 will be as awarded

with the initial contract. Work in subsequent years will be discussed and finalized by January 1st each year. This does not apply to the

LiDAR Survey or asset extraction and inventory services listed, which are for informational purposes only.

NHDOT has listed the licensing requirements for the software (both hosted and on-premise) in Appendix H, Section H25.8.

3. The State makes no commitment to use the Vendor for the Asset Extraction and Inventory Services listed. The State may, at its
discretion, seek another vendor for those services through competitive bidding or another process. The pricing listed above for these
additional services will not be scored and is provided for informational purposes only.

N
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Pricing for QC/QA Testing Data Collection Vehicle

Option 1: Buy America Compliant QC/QA Testing Data Collection Vehicle

Lump Sum Cost =

(without rut measuring instrumentation)

Lump Sum Cost =

(with rut measuring instrumentation)

Notes:

1. Vehicle shall meet the minimum requirements specified in Appendix C and in Table C2.

2. Lump Sum Cost includes all training, software, licensing, etc. required for full functionality of the
vehicle and subsystems. Vehicle Warranty, Technical Support, Subscription Services, and Software
Maintenance are separate as listed in the Table below.

3. Vendor will be responsible for providing the NHDOT with all of the required Federal documentation
confirming vehicle compliance with these regulations.

4. While preference will be given to Vendors that can comply with these Federal regulations, failure to
offer a Buy America solution will not disqualify the bid. Preference will be reflected in the Response
Scoring.

5. There shall be no additional costs to the NHDOT other than those listed.

Services Initial Cost

(at purchase) | Year 2 Year 3 Year 4 Year 5 Year 6
Vehicle Warranty INCLUDED
Technical Support INCLUDED
Subscription Service INCLUDED
Software Maintenance | INCLUDED

Option 2: 3-Year Term Lease Agreement

Lump Sum Cost =

(without rut measuring instrumentation)

Lump Sum Cost =

(with rut measuring instrumentation)

Notes:
1.
2.

Vehicle shall meet the minimum requirements specified in Appendix C and in Table C2.

Lease pricing includes all training, software, licensing, subscription services, technical support,
vehicle subsystem maintenance and warranty, etc. required for full functionality of the vehicle
and subsystems. Lease option precludes vehicle purchase during lease term.
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3. This vehicle does not have to meet Buy America provisions.
4. There shall be no additional costs to the NHDOT other than those listed.

Option 3: Non-Buy America Compliant QC/QA Testing Data Collection Vehicle

Lump Sum Cost =
(without rut measuring instrumentation)

Lump Sum Cost =
(with rut measuring instrumentation)

Notes:

1. Vehicle shall meet the minimum requirements specified in Appendix C and in Table C2.

2. Lump Sum Cost includes all training, software, licensing, etc. required for full functionality of the
vehicle and subsystems. Vehicle Warranty, Technical Support, Subscription Services, and Software
Maintenance are separate as listed in the Table below.

3. There shall be no additional costs to the NHDOT other than those listed.

Services Initial Cost
(at purchase) | Year 2 Year 3 Year 4 Year 5 Year 6
Vehicle Warranty INCLUDED
Technical Support INCLUDED
Subscription Service INCLUDED
Software Maintenance | INCLUDED

Remainder of this page intentionally left blank

Page 54 of 98
DOIT RFP Master Template 11/3/17



STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION

ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT

NHDOT - RFP 2019-060
APPENDIX G-1: SECURITY

G-1.1

APPENDIX G-1 SECURITY

APPLICATION SECURITY

IT Security involves all functions pertaining to the securing of State data and systems through
the creation and definition of security policies, procedures, and controls covering such areas as
identification, authentication, and non-repudiation. The Proposer shall follow these guidelines:

* Develop software applications based on industry best practices and incorporating information
security throughout the software development life cycle

* Follow change control and procedures (CCP) relative to release of code

* Develop applications following security-coding guidelines as set forth by organizations such as,
but not limited to Open Web Application Security Project (OWASP) Top 10, SANS Common
Weakness Enumeration (CWE) Top 25 or CERT Secure Coding.

Remainder of this page intentionally left blank
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APPENDIX G-2 TESTING REQUIREMENTS

All testing and Acceptance addressed herein shall apply to testing the System. This shall include planning,
test scenario development, Data and System preparation for testing, and execution of Unit Testing, System
integration testing, conversion/migration testing, installation testing, performance, and stress testing,
Security Review and testing, and support of the State during user Acceptance Testing (UAT).

G-2.1

G-2.2

TEST PLANNING AND PREPARATION

The overall Test Plan will guide all testing. The Vendor provided, State approved, Test Plan
will include, at a minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test scripts, test Data,
test phases, unit tests, expected results, and a tracking method for reporting actual versus
expected results as well as all errors and problems identified during test execution.

It is crucial that client training and testing activities not be abbreviated in order to meet Project
Implementation Schedules. Therefore, the State requires that the testing activities be
represented both in terms of effort and duration.

Vendors must disclose in their Proposals the scheduling assumptions used in regard to the
Client resource efforts during testing.

State testing will commence upon the Vendor Project Manager’s Certification, in writing, that
the Vendor’s own staff has successfully executed all prerequisite Vendor testing, along with
reporting the actual testing results, prior to the start of any testing executed by State staff.

The State will commence its testing within five (5) business days of receiving Certification from
the Vendor that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an
environment independent from the Vendor’s development environment. The Vendor must
assist the State with testing in accordance with the Test Plan and the Work Plan, utilizing test
and live Data to validate reports, and conduct stress and performance testing, at no additional
cost.

TESTING

Testing begins upon completion of the Software configuration as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the
State.

Vendor must demonstrate that their testing methodology can be integrated with the State
standard methodology described in Table G-2.2 State Recommended Testing Methodology.

Table G-2.2 State Recommended Testing Methodology
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Validation Testing

Unit Testing Application components are tested on an individual basis to verify that the
inputs, outputs, and processing logic of each application component functions
without errors.  Unit Testing is performed in either the development
environment or a testing environment.

The goal is to find errors in the smallest unit of Software. If successful,
subsequent integration testing should only reveal errors related to the integration
between application components.

System a. Validates the integration between the individual unit application

Integration components and verifies that the new System meets defined

Testing requirements and supports execution of interfaces and business

processes. The Systems Integration Test is performed in a test
environment.

b. Emphasizes end-to-end business processes and the flow of information
across applications. It includes all key business processes and interfaces
being implemented, confirms Data transfers with external parties, and
includes the transmission or printing of all electronic and paper
documents.

c. The State will conduct System Integration Testing, utilizing scripts
developed, as identified in the Test Plan, to validate the functionality of
the System and its interfaces. The State will also use System Integration
Testing to validate modifications, fixes and other System interactions
with the Vendor supplied Software Solution.

Conversion The Conversion/Migration Validation Testing should replicate the entire flow

/Migration of the converted Data through the Software Solution. As the Software Solution

is interfaced to legacy or third-party applications, the testing verifies that the
resulting converted legacy Data performs correctly.

Installation
Testing

Application components are installed in the System test environment to test the
installation routines and are refined for the eventual production environment.
This activity serves as a dry run of the installation steps in preparation for
configuring the production System.

[User Acceptance
Testing (UAT)

The User Acceptance Test (UAT) is a Verification process performed in a copy
of the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

a. The Vendor’s Project Manager must certify in writing, that the
Vendor’s own staff has successfully executed all prerequisite Vendor
testing, along with reporting the actual testing results prior to the start
of any testing executed by State staff.

b. The State will be presented with a State approved Test Plan, test
scenarios, test cases, test scripts, test Data, and expected results, as
well as written Certification of the Vendor’s having completed the
prerequisite tests, prior to the State staff involvement in any testing
activities.

c. UAT will also serve as a performance and stress test of the System. It
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may cover any aspect of the new System, including administrative
procedures such as backup and recovery. The results of the UAT
provide evidence that the new System meets the User Acceptance
criteria as defined in the Work Plan
Upon successful conclusion of UAT and successful System deployment, the
State will issue a letter of UAT Acceptance and the respective Warranty Period
shall commence as described in Appendix H: State of New Hampshire Terms
and Conditions - Section H-25.10.1: Warranty Period.

IPerformance
Tuning and Stress
Testing

Vendor shall develop and document hardware and Software configuration and
tuning of System infrastructure as well as assist and direct the State’s System
Administrators and Database Administrators in configuring and tuning the
infrastructure to support the Software throughout the Project

Performance Tuning and Stress Testing

Scope

The scope of performance testing shall measure the system level metrics
critical for the development of the applications infrastructure and operation
of the applications in the production environment. It will include the
measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load
conditions. These response rates shall become the basis for changes and
retesting until optimum system performance is achieved.

The application transactions shall be identified with specific roles and
selected transactions shall be recorded for the performance measurements.
These will be compared to baselines to determine if object and/or system
performance increases as changes are made.

Performance testing shall consider the full scope of the application
infrastructure with emphasis on the most heavily used or shared transactions.
Performance testing of the application will profile the identified user
transactions and assist in the identifying performance gaps to improve the
most critical parts of the applications.

Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provide
the best results.

Vendor must lead this effort. Responsibilities include identifying appropriate
tunable parameters and their default and recommended settings, developing
scripts, which accurately reflect business load and coordinating reporting of
results.

Test types
Performance testing shall use two different types of tests to determine the

stability of the application. They are baseline tests and load tests
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Baseline Tests: Baseline tests shall collect performance Data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run to
establish a baseline for transaction response time, throughput and other user-
based metrics. Usually each business transaction is executed multiple times
during a single test run to obtain an average for the user-based metrics
required for the performance testing evaluations. It must be noted that
changes made to the code after baseline testing is completed will skew the
results collected to date. All effort will be made to provide a code test base
that is tested in the environment for problems prior to the establishment of the
baseline, which are used in future testing and tuning efforts. Any changes
introduced into the environment after performance testing has started can
compromise the accuracy of the results and will force a decision to be made
whether baseline results need to be recreated.

Load Tests: Load testing will determine if the behavior of a system can be
sustained over a long period of time while running under expected
conditions. Load tests helps to verify the ability of the application
environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

Tuning

Tuning will occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is
maximized. This can be the result of making code more efficient during
development as well as making tuning parameter changes to the
environment.

For infrastructure tuning, parameters will be identified for all components
prior to undertaking the load testing efforts. This should include a list of the
variables, their definitions, the default settings, range of acceptable settings
and the settings as testing begins. This will permit the team to identify the
areas of most potential gain and a starting point. Tuning is a process which
is repeated until the team feels that the systems are running at or near
optimum performance.

Implementing Performance and Stress Test
Performance and Stress test Tools must be provided by the Vendor for this
effort. Consideration must be given to licensing with respect to continued use
for Regression Testing. If the Vendor is familiar with open source low/no
cost tools for this purpose those tools should be identified in your response.

Scheduling Performance and Stress Testing
Vendor shall perform test planning. The steps for planning include
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identification of application functionality as well as what percentage of
normal daily use is represented by each function. This information will
become the foundation for scripting so that tests closely represent what loads
in production will look like.

Vendor shall provide definition and expectations from testing. This definition
should include who is in charge of testing and coordinating results,
anticipated run times, logs required for tracking, their locations and which
technician is responsible to track and provide them following each test to the
team.

Initial test runs shall be completed to establish that the tests and Data sets can
be run to completion without errors. The ratio of types of transactions which
makeup the test shall be Reviewed prior to the beginning of testing and then
again once testing has begun to make sure that testing accurately reflects the
system performing in production.

Initial tests shall be used to establish a baseline from which all subsequent
tests will be compared. Tests will be considered for baseline status once two
of them have been run within 2% of each other in key and overall
performance areas. No changes to the test scripts or Data sets (with the
exception of restores after each test) can be done to the test environment once
tuning has begun so as to not damage the comparison to baseline results. The
systems must be restarted prior to each test run to assure all cache is cleaned
out. All effort will be made to run these tests at a time when system and
network infrastructure utilization doesn’t impact the results. Tests will be run
in close proximity to our infrastructure to eliminate the public network from
our environment.

Post test reporting and result assessment will be Scheduled following each
test. The team will compare these results to the baseline and a determination
must be made to make additional changes to the parameter being tuned or
return to the prior configuration and select another parameter to tune while
keeping in mind that significant changes to any one parameter may require
the retesting of some others. Careful work on identifying dependencies up
front should minimize this impact.

If Defects are identified in the application during testing, they will be
recorded; however, changes to the application code should be avoided if
possible so as not to affect baseline comparisons. If a change to the
application is required new baselines will be established (and possibly the
execution of prior tests to validate changes with the new application) before
testing can continue.

When performing capacity testing against a GUI the focus will be on the
ability of the interface to respond to user input.
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During stress/load testing the tester will attempt to stress or load an aspect of
the system to the point of failure. The goal being to determine weak points
in the system architecture. The tester will identify peak load conditions at
which the program will fail to handle required processing loads within
required time spans.

During Performance testing the tester will design test case scenarios to
determine if the system meets the stated performance criteria (i.e. A Login
request shall be responded to in 1 second or less under a typical daily load of
1000 requests per minute.). In both cases, the tester will determine the
capacity of the system under a known set of conditions.

Regression
Testing

As aresult, of the user testing activities, problems will be identified that require
correction. The State will notify the Vendor of the nature of the testing failures
in writing. The Vendor will be required to perform additional testing activities
in response to State and/or user problems identified from the testing results.

Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related
(possibly affected) System components still meet their specified requirements.

a.

For each minor failure of an Acceptance Test, the Acceptance
Period shall be extended by corresponding time defined in the
Test Plan.

The Vendor shall notify the State no later than five (5) business
days from the Vendor’s receipt of written notice of the test
failure when the Vendor expects the corrections to be completed
and ready for retesting by the State. The Vendor will have up to
five (5) business days to make corrections to the problem unless
specifically extended in writing by the State.

When a programming change is made in response to a problem
identified during user testing, a Regression Test Plan should be
developed by the Vendor based on the understanding of the
program and the change being made to the program. The Test
Plan has two objectives:

1. Validate that the change/update has been properly
incorporated into the program; and

2. Validate that there has been no unintended change to
the other portions of the program.

The Vendor will be expected to:

1. Create a set of test conditions, test cases, and test data
that will validate that the change has been incorporated
correctly;

2. Create a set of test conditions, test cases, and test data
that will validate that the unchanged portions of the
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program still operate correctly; and
3. Manage the entire cyclic process.

e. The Vendor will be expected to execute the Regression Test,
provide actual testing results, and certify its completion in
writing to the State prior to passing the modified Software
application to the users for retesting.

In designing and conducting such Regression Testing, the Vendor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
Regression Tests. In other words, the Vendor will be expected to design and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

In their Proposals Vendors must acknowledge their responsibilities for
regression testing as described in this section.

Security Review IT Security involves all functions pertaining to the securing of State Data and

and Testing Systems through the creation and definition of security policies, procedures and
controls covering such areas as Identification, Authentication and non-
repudiation.

All components of the Software shall be Reviewed and tested to ensure they
protect the State’s hardware and Software and its related Data assets.

Service Component Defines the set of capabilities that:

Identification and Supports obtaining information about those

Authentication parties attempting to log onto a system or
application for security purposes and the
validation of users.

Access Control Supports the management of permissions for
logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes

Intrusion Detection Supports the detection of illegal entrance into a
computer system.

Verification Supports the confirmation of authority to enter
a computer system, application or network.

Digital Signature Guarantees the unaltered state of a file.

User Management Supports the administration of computer,
application and network accounts within an
organization.

Role/Privilege Supports the granting of abilities to users or

Management groups of users of a computer, application or
network.

Audit Trail Capture | Supports the identification and monitoring of

and Analysis activities within an application or system.
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Input Validation Ensures the application is protected from buftfer
overflow, cross-site scripting, SQL injection,
and unauthorized access of files and/or
directories on the server.

In their Proposal, the Vendors must acknowledge their responsibilities for
security testing. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order
to provide the necessary confidentiality, integrity and availability. Tests shall,
at a minimum, cover each of the service components. Test procedures shall
include 3" party Penetration Tests (pen test) or code analysis and review.

Prior to the System being moved into production, the Vendor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

Penetration
Testing

1.

Implement a methodology for penetration testing that includes the
following:

a.  Is based on industry-accepted penetration testing approaches (for
example, NIST SP800-115);

b. Includes coverage for the entire CDE perimeter and critical
systems;

c¢.  Includes testing from both inside and outside the network;

d. Includes testing to validate any segmentation and scope-
reduction controls;

e. Defines application-layer penetration tests to include, at a
minimum, the vulnerabilities listed in PCI DSS Compliance:
Requirement 6.5;

f.  Defines network-layer penetration tests to include components
that support network functions as well as Operating Systems;

g. Includes Review and consideration of threats and vulnerabilities
experienced in the last 12 months; and

h.  Specifies retention of penetration testing results and remediation
activities results.

Perform external penetration testing at least annually and after any
significant infrastructure or application upgrade or modification (such as an
operating system upgrade, a sub-network added to the environment, or a
web server added to the environment).

Perform internal penetration testing at least annually and after any
significant infrastructure or application upgrade or modification (such as an
operating system upgrade a sub-network added to the environment, or a
web server added to the environment).

Exploitable vulnerabilities found during penetration testing are corrected
and testing is repeated to verify the corrections

Page 63 of 98
DOIT RFP Master Template 11/3/17




STATE OF NEW HAMPSHIRE
DEPARTMENT OF TRANSPORTATION
ROAD CONDITION DATA COLLECTION SERVICES AND VEHICLE PROCUREMENT
NHDOT - RFP 2019-060
APPENDIX G-2: TESTING REQUIREMENTS

5.  If segmentation is used to isolate the CDE from other networks, perform
penetration tests at least annually and after any changes to segmentation
controls/methods to verify that the segmentation methods are Operational
and effective, and isolate all out-of-scope systems from in-scope systems.

Remainder of this page intentionally left blank
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APPENDIX G-3: CERTIFICATES

A. CERTIFICATE OF GOOD STANDING

As a condition of Contract award, the Vendor, if required by law, must furnish a Certificate of
Authority/Good Standing dated after April 1, 2019, from the Office of the Secretary of State of New
Hampshire. If your company is not registered, an application form may be obtained from:

Secretary of State

State House Annex

25 Capitol Street

Concord, New Hampshire 03301
603-271-3244

If your company is registered, a Certification thereof may be obtained from the Secretary of State.

B. CERTIFICATE OF AUTHORITY/VOTE

The Certificate of Authority/Vote authorizes, by position, a representative(s) of your corporation to
enter into an Agreement or amendment with the State of New Hampshire. This ensures that the
person signing the Agreement is authorized as of the date he or she is signing it to enter into
Agreements for that organization with the State of New Hampshire

The officer’s signature must be either notarized or include a corporate seal that confirms the title of
the person authorized to sign the Agreement. The date the Board officer signs must be on or after
the date the amendment is signed. The date the notary signs must match the date the Board officer
signs.

You may use your own format for the Certificate of Authority/Vote as long as it contains the
necessary language to authorize the Agreement signatory to enter into Agreements and amendments
with the State of New Hampshire as of the date they sign.

B.1 CERTIFICATE OF AUTHORITY/VOTE CHECKLIST

B.1.1 SOURCE OF AUTHORITY

Authority must come from the governing body, either:
1. A majority voted at a meeting; or
2. The body provided unanimous consent in writing; or
3. The organization’s policy or governing document.

B.1.2 SOURCE OF AUTHORITY WAS IN EFFECT ON DAY AGREEMENT
OR AMENDMENT WAS SIGNED

Certificate must show that the person signing the Contract had authority when
they signed the Agreement or Amendment, either:
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1. Authority was granted the same day as the day the Agreement or
Amendment was signed; or

2. Authority was granted after the day the Agreement or amendment was
signed and the governing body ratifies and accepts the earlier execution; or

3. Authority was granted prior to the day the Agreement or amendment was
signed and it has not been amended or repealed as of the day the Contract
was signed.

B.1.3 APPROPRIATE PERSON SIGNED THE CERTIFICATE
The person signing the certificate may be the same person signing the Agreement or
Amendment only if the certificate states that the person is the sole director (for
corps) or sole member (for LLCs).

C. CERTIFICATE OF INSURANCE

C.1 Commercial or comprehensive general liability insurance, including
contractural coverage, for all claims of bodily injury, death or property damage,
in policy amounts of not less than $1,000,000 per occurrence and $2,000,000
aggregate, AND comprehensive automobile liability insurance covering all
motor vehicles, including owned, hired, borrowed, and non-owned vehicles, for
all claims of bodily injury, death, or property damage, in policy amounts of not
less than $1,000,000 combined single limit.

C.1.2  Certificate Holder must be: State of NH, Department of Transportation,
Commissioner, 7 Hazen Drive, Concord, NH, 03301

D. WORKERS COMPENSATION
D.1 Workers Compensation coverage may be indicated on the insurance form

described above.
D.1.2 Workers Compensation coverage must comply with State of NH RSA 281-A

Remainder of this page intentionally left blank
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APPENDIX H - STATE OF NEW HAMPSHIRE TERMS AND CONDITIONS
FORM NUMBER P-37 (version 5/8/15)
AGREEMENT
The State of New Hampshire and the Vendor hereby mutually agree as follows:
GENERAL PROVISIONS

1.1 State Agency Name 1.2 State Agency Address

1.3 Contractor Name 1.4 Contractor Address

1.5 Contractor 1.6 Account | 1.7 Completion Date 1.8 Price

Phone Number Number Limitation

1.9 Contracting Officer for State Agency 1.10State Agency Telephone Number

1.11 Contractor Signature 1.12 Naoame and Title of Contractor

Signatory

1.13 Acknowledgement: State of , County of
On , before the undersigned officer, personally appeared the
person identified in block 1.12, or satisfactorily proven to be the person whose name is
signed in block 1.11, and acknowledged that s/he executed this document in the

capacity indicated in block 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

[Sedal]

1.13.2 Name and Title of Notary or Justice of the Peace

1.14 State Agency Signature 1.15 Name and Title of State Agency

Date:

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)
By: Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution) (if applicable)
By: On:

1.18 Approval by the Governor and Executive Council (if applicable)
By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State”), engages
contractor identified in block 1.3 (“Contractor”) to perform, and
the Contractor shall perform, the work or sale of goods, or both,
identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services”).

3. EFFECTIVE DATE/COMPLETION OF

SERVICES.

3.1 Notwithstanding any provision of this Agreement to

the contrary, and subject to the approval of the Governor

and Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the

parties hereunder, shall become effective on the date the
Governor and Executive Council approve this Agreement

as indicated in block 1.18, unless no such approval is
required, in which case the Agreement shall become
effective on the date the Agreement is signed by the State
Agency as shown in block 1.14 (“Effective Date”).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any prices incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds, and in no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to terminate
this Agreement immediately upon giving the Contractor notice
of such termination. The State shall not be required to transfer
funds from any other account to the Account identified in block
1.6 in the event funds in that Account are reduced or
unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H.

RSA 80:7 through RSA 80:7-c or any other provision of

law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in
block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations, and
orders of federal, state, county or municipal authorities which
impose any obligation or duty upon the Contractor, including,
but not limited to, civil rights and equal opportunity laws. This
may include the requirement to utilize auxiliary aids and
services to ensure that persons with communication disabilities,
including vision, hearing and speech, can communicate with,
receive information from, and convey information to the
Contractor. In addition, the Contractor shall comply with all
applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age,

sex, handicap, sexual orientation, or national origin and will
take affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of

the United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and
guidelines as the State of New Hampshire or the United
States issue to implement these regulations. The

Contractor further agrees to permit the State or United

States access to any of the Contractor’s books, records and
accounts for the purpose of ascertaining compliance with

all rules, regulations and orders, and the covenants, terms

and conditions of this Agreement.

7. PERSONNEL.

7.1The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all
applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm
or corporation with whom it is engaged in a combined effort
to perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
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procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the
event of any dispute concerning the interpretation of this
Agreement, the Contracting Officer’s decision shall be final
for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of
the Contractor shall constitute an event of default hereunder
(“Event of Default”):

8.1.1 failure to perform the Services satisfactorily
or on schedule;
8.12 failure to submit any report required

hereunder; and/or

8.1.3 failure to perform any other covenant, term or

condition of this Agreement.

8.2. Upon the occurrence of any Event of Default, the

State may take any one, or more, or all, of the following
actions:

8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the absence
of a greater or lesser specification of time, thirty (30) days from
the date of the notice; and if the Event of Default is not timely
remedied, terminate this Agreement, effective two(2) days after
giving the Contractor notice of termination;

8.2.2. give the Contractor a written notice specifying the
Event of Default and suspending all payments to be made under
this Agreement and ordering that the portion of the contract
price which would otherwise accrue to the Contractor during
the period from the date of such notice until such time as the
State determines that the Contractor has cured the Event of
Default shall never be paid to the Contractor;

8.2.3. set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4. treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9.  DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished
or unfinished.

9.2 All data and any property which has been received

from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the
State, and shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (“Termination Report”) describing in detail all Services
performed, and the contract price earned, to and including the
date of termination. The form, subject matter, content, and
number of copies of the Termination Report shall be identical to
those of any Final Report described in the attached EXHIBIT
A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or
other emoluments provided by the State to its employees.

12.ASSIGNMENT/DELEGATION /SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written notice
and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers and
employees, by or on behalf of any person, on account of, based
or resulting from, arising out of (or which may be claimed to
arise out of) the acts or omissions of the Contractor.
Notwithstanding the foregoing, nothing herein contained shall
be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to the State. This
covenant in paragraph 13 shall survive the termination of this
Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1  comprehensive general liability insurance against
all claims of bodily injury, death or property damage, in
amounts of not less than $1,000,000per occurrence and
$2,000,000 aggregate ; and

14.1.2  special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the
property.

14.2 The policies described in subparagraph 14.1 herein
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shall be on policy forms and endorsements approved for use

in the State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of

New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to provide
the Contracting Officer identified in block 1.9, or his or her
successor, no less than thirty (30) days prior written notice of
cancellation or modification of the policy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(“Workers’ Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers” Compensation in connection with
activities which the person proposes to undertake pursuant to
this Agreement. Contractor shall furnish the Contracting
Officer identified in block 1.9, or his or her successor, proof of
Workers’ Compensation in the manner described in N.H. RSA
chapter 281-A and any applicable renewal(s) thereof, which
shall be attached and are incorporated herein by reference. The
State shall not be responsible for payment of any Workers’
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers” Compensation laws in connection with the
performance of the Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to enforce
any provisions hereof after any Event of Default shall be
deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express failure
to enforce any Event of Default shall be deemed a waiver of the
right of the State to enforce each and all of the provisions hereof
upon any further or other Event of Default on the part of the
Contractor.

17. NOTICE. Any notice by a party hereto to the other party

shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon
and inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional provisions set forth
in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining provisions
of this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.
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APPENDIX H-25: GENERAL CONTRACT REQUIREMENTS

H-25.1

H-25.2

H-25.3

H-25.4

H-25.5

STATE OF NH TERMS AND CONDITIONS AND CONTRACT REQUIREMENTS

The Contract terms set forth in Appendix H: State of New Hampshire Terms and Conditions shall
constitute the core for any Contract resulting from this RFP.

VENDOR RESPONSIBILITIES

The Vendor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this RFP, its Proposal, and any resulting Contract, regardless of whether or not it
proposes to use any Subcontractor.

The Vendor may subcontract Services subject to the provisions of the RFP, including but not
limited to, the terms and conditions in Appendix H: State of New Hampshire Terms and
Conditions. The Vendor must submit with its Proposal all information and documentation relating
to the Subcontractor necessary to fully respond to the RFP, which must include terms and
conditions consistent with this RFP. The Vendor shall remain wholly responsible for performance
of the entire Contract regardless of whether a Subcontractor is used. The State will consider the
Vendor to be the sole point of contact with regard to all contractual matters, including payment of
any and all charges resulting from any Contract.

PROJECT BUDGET/PRICE LIMITATION

The State has funds budgeted for this Project, subject to Appendix H: State of New Hampshire
Terms and Conditions, P-37, General Provision - Section 4: Conditional Nature of Agreement, and
P-37, General Provision - Section 5: Contract Price/Price Limitation/Payment.

STATE CONTRACTS

The State of New Hampshire intends to use, wherever possible, existing statewide software and
hardware Contracts to acquire supporting Software and hardware. However, the State’s
expectation is that the Vendor, in their response to this RFP, will provide all hardware and software
required for full functionality of the system as a whole. This includes full use of the data collected
by the Vendor and full use and function of the data collection vehicle and the data collected with it.

VENDOR STAFF

In the Proposal the Vendor shall assign and identify a Project Manager and key Vendor staff, in
accordance with the Requirements and Deliverables of Appendix C: System Requirements and
Deliverables and Appendix E: Standards for Describing Vendor Qualifications.

The Vendor’s selection of a Project Manager will be subject to the prior approval of the State. The
State’s approval process may include, without limitation, at the State’s discretion, review of the
proposed Project Manager’s resume, qualifications, references and background checks, and an
interview. The Vendor’s Project Manager must be qualified to perform the obligations required of
the position under the Contract, have full authority to make binding decisions, and shall function as
the Vendor’s representative for all administrative and management matters. The Project Manager
must be available to promptly respond during Normal Working Hours within two (2) hours to
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H-25.6

inquiries from the State, and be at the site as needed within forty-eight (48) hours. The Vendor
must use his or her best efforts on the Project.

The Vendor shall not change key Vendor staff and Project Manager commitments (collectively
referred to as “Project Staff”) unless such replacement is necessary due to sickness, death,
termination of employment, or unpaid leave of absence. Any such changes to the Vendor’s Project
Staff shall require the prior written approval of the State. Replacement Project Staff shall have
comparable or greater skills with regard to performance of the Project as the staff being replaced
and be subject to the provisions of this RFP and any resulting Contract.

The State, at its sole expense, may conduct reference and background checks on the Vendor’s
Project Staff. The State shall maintain the confidentiality of reference and background screening
results. The State reserves the right to reject the Vendor’s Project Staff as a result of such reference
and background checks. The State also reserves the right to require removal or reassignment of the
Vendor’s Key Project Staff found unacceptable to the State.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract,
at its discretion, if it is dissatisfied with the Vendor’s replacement Project Staff.

WORK PLAN

Vendor shall submit a preliminary Work Plan in its Proposal. The Work Plan shall include,
without limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and payment Schedule. A final Work Plan will be due five (5) business days
following receipt of the Notice to Proceed.

The Vendor shall update the Work Plan as necessary, but no less than every two weeks to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any updates to the
Work Plan shall require the written approval of the State prior to final incorporation into the
Contract.

Unless otherwise agreed in writing by the State, changes to the Work Plan shall not relieve the
Vendor from liability to the State for any damages resulting from the Vendor’s failure to perform
its obligations under the Contract, including without limitation, performance in accordance with the
Schedule.

In the event of a delay in the Schedule, the Vendor must immediately notify the State in writing.
The written notification will identify the nature of the delay, i.e., specific actions or inactions of the
Vendor or State causing the problem; its estimated duration period to reconciliation; specific
actions that need to be taken to correct the problem; and the expected Schedule affect the Project.

In the event the Vendor requires additional time to correct Deficiencies, the Schedule shall not
change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from
Vendor’s failure to fulfill its obligations under the Contract. To the extent that the State’s execution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically
extend on a day-to-day basis.
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H-25.7

H-25.8

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the
Work Plan.

CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. Within five (5)
business days of a Vendor’s receipt of a Change Order, the Vendor shall advise the State, in detail,
of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

A Vendor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond
to a Vendor’s requested Change Order within five (5) business days. The State, which includes the
requesting Agency and the Department of Information Technology, must approve all Change
Orders in writing. The State shall be deemed to have rejected the Change Order if the parties are
unable to reach an Agreement in writing.

All Change Order requests from a Vendor to the State, and the State Acceptance of a Vendor’s
estimate for a State requested change, will be acknowledged and responded to, either acceptance or
rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract amendment
process, as determined to apply by the State.

DELIVERABLES

The Vendor shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan. All Deliverables shall be subject to the State’s Acceptance as set forth in
Appendix H: State of New Hampshire Terms and Conditions - Section H-25.9: Testing and
Acceptance, herein. Upon its submission of a Deliverable, the Vendor represents that it has
performed its obligations under the Contract associated with the Deliverable.

By unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, in whole or in part,
through completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

For each denial of Acceptance, the Acceptance Period may be extended, at the option of the State,
by the corresponding time required to correct the Deficiency, retest or Review.

H-25.8.1 WRITTEN DELIVERABLES REVIEW

The State will Review the Written Deliverables for an Acceptance Period of five (5) business
days after receiving written Certification from the Vendor that the Written Deliverable is final,
complete, and ready for Review. The State will notify the Vendor in writing of its Acceptance
or Non-Acceptance of a Deliverable by the end of the five (5) day Review Period. If any
Deficiencies exist, the State will notify the Vendor in writing of the Deficiency and the Vendor
must correct the Deficiency within five (5) business days of receiving notice from the State at
no charge to the State. Upon receipt of the corrected Deliverable, the State will have five (5)
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H-25.8.2

H-25.8.3

business days to Review the corrected Written Deliverable and notify the Vendor in writing of
its Acceptance or rejection thereof.

SOFTWARE DELIVERABLES REVIEW
Described in Section H-25.9: Testing and Acceptance, herein.

NON-SOFTWARE DELIVERABLES REVIEW

The State will Review Non-Software Deliverables to determine whether any Deficiency exists
and notify the Vendor in writing of its Acceptance or non-acceptance of the Non-Software
Deliverable. The Vendor must correct the Deficiencies within five (5) business days, or within
the period identified in the Work Plan, as applicable. Following correction of the Deficiency,
the State will notify the Vendor in writing of its Acceptance or rejection of the Deliverable.

H-25.9 LICENSES

The State has defined the Software License grant rights, terms and conditions, and has documented
the evaluation criteria. As a minimum, the Vendor will provide unlimited view only licenses for
the online application, including at least two (2) licenses with Administrator Privileges. For the on-
premise software application, the Vendor will provide at least 15 licenses, including two licenses
with Administrative Privileges.

H-25.9.1

H-25.9.2

H-25.9.3

SOFTWARE LICENSE GRANT

The Software License shall grant the State a worldwide, irrevocable, non-exclusive, non-
transferable, limited license to use the Software and its associated Documentation, subject
to the terms of the Contract.

The State may allow its agents and Vendors to access and use the Software, and in such event,
the State shall first obtain written Agreement from such agents and Vendors that each shall
abide by the terms and conditions set forth herein.

SOFTWARE AND DOCUMENTATION COPIES

The Vendor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsoft WORD and
PDF format. The State shall have the right to copy the Software and its associated
Documentation for its internal business needs. The State agrees to include copyright and
proprietary notices provided to the State by the Vendor on such copies.

RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any program markings or any notice of Vendor’s proprietary
rights;
b. Make the programs or materials available in any manner to any third party for use
in the third party’s business operations, except as permitted herein; or
c¢. Cause or permit reverse engineering, disassembly or recompilation of the
programs.
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H-25.9.4 TITLE

The Vendor must hold the right to allow the State to use the Software or hold all title, right, and
interest (including all ownership and intellectual property rights) in the Software and its
associated Documentation.

H-25.9.5 THIRD PARTY

The Vendor shall identify all third party contracts to be provided under the Contract with the
Vendor’s Proposal. The terms in any such contracts must be consistent with this RFP and any
resulting Contract, including, but not limited to Appendix H: State of New Hampshire Terms
and Conditions - General Provisions Form P-37.

H-25.10 TESTING AND ACCEPTANCE

The State requires that an integrated and coherent approach to complete System testing, Security
Review and Testing, Deficiency correction, Acceptance, and training, and that Warranty Services be
provided to ensure a successful Project.

In its Proposal, the Vendor is to include its proposed Test Plan methodology and any scheduling
assumptions used regarding the client resource efforts required during testing. After Contract award,
the Vendor will be required to customize its proposed Test Plan methodology to reflect the needs of
the Project and include the details of its Test Plan methodology in the detailed Work Plan (the first
Project Deliverable). A separate Test Plan and set of test materials will be prepared for each
Software function or module.

In addition, the Vendor will provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The
Vendor will also provide training as necessary to the State staff responsible for test activities.

See Appendix G-1 for Testing Requirements

H-25.10.1 REMEDIES

If the Vendor fails to correct a Deficiency within the period of time allotted by the State, the
Vendor shall be deemed to have committed an Event of Default, pursuant Appendix H:
State of New Hampshire Terms and Conditions - P-37, General Provisions - Section 8:
Event of Default/Remedies, and H-25.14: Termination, and the State Shall have the right, at
its option, to pursue the remedies in Section H-25.14.1: Termination for Default as well as
to return the Vendor’s product and receive a refund for all amounts paid to the Vendor,
including but not limited to, applicable license fees, within ninety (90) days of notification
to the Vendor of the State’s refund request

Notwithstanding any provision of the Contract, the State’s option to terminate the Contract
and pursue the stated remedies will remain in effect until the Vendor completes the Contract
to the satisfaction of the State.

H-25.10.2 SYSTEM ACCEPTANCE
Upon completion of the User Acceptance Testing, the State will issue a Letter of Final
System Acceptance.
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H-25.11 WARRANTIES

This RFP is soliciting responses from qualified vendors to both: collect roadway condition data
along NH’s roadway network and assemble a replacement QC/QA testing data collection vehicle.
This “Warranties” section will apply to both components of the final contract with the selected

Vendor.

H-25.11.1 WARRANTY PERIOD

The Warranty Period will initially commence upon the State issuance of a Letter of
Acceptance for UAT. For the network data collection services, the Warranty Period
will extend through the duration of the contract term. For the vehicle procurement
portion of the contract, the Warranty Period will extend one (1) year from the State’s
issuance of a Letter of Acceptance for UAT.

H-25.11.2 WARRANTIES

H-25.11.2.1

H-25.11.2.2

H-25.11.2.3

H-25.11.2.4

SYSTEM
The Vendor shall warrant that the System must operate to conform to the
Specifications, terms, and requirements of the Contract.

EQUIPMENT

The vendor shall provide a service contract (extended warranty) to cover
100% of the parts, labor, and other associated service costs for the repair or
replacement of Vendor installed hardware or software on the QC/QA testing
data collection vehicle for a period of six (6) years following initial purchase.
The requirement of a six (6) year warranty shall not limit any manufacturer’s
warranty coverage in excess of six (6) years. This warranty is independent of
the manufacturer’s’ standard warranty of the chassis.

Parts and workmanship shall be the same or better quality as the original
installed equipment. Work performed by the Vendor shall not diminish the
manufacturer’s warranty coverage. Warranty-related costs incurred by the
NHDOT as a result of Vendor actions shall be charged to the Vendor. Costs
incurred by the NHDOT to restore any component or system back to full and
proper function shall be charged to the Vendor.

SOFTWARE (BOTH HOSTED AND ON-PREMISE)

The Vendor shall warrant that the Software is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in
accordance with the Specifications. Software shall be archived and or version
controlled through the use of Harvest Software.

NON-INFRINGEMENT

The Vendor shall warrant that it has good title to, or the right to allow the State
to use all Services, equipment, and Software provided under this Contract, and
that such Services, equipment, and Software (“Material”’) do not violate or
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infringe any patent, trademark, copyright, trade name or other intellectual
property rights or misappropriate a trade secret of any third party.

H-25.11.2.5  VIRUSES; DESTRUCTIVE PROGRAMMING
The Vendor shall warrant that the Software will not contain any viruses,
destructive programming, or mechanisms designed to disrupt the performance of
the Software in accordance with the Specifications.

H-25.11.2.6  COMPATIBILITY
The Vendor shall warrant that all System components, including any
replacement or upgraded System Software components provided by the Vendor
to correct Deficiencies or as an Enhancement, shall operate with the rest of the
System without loss of any functionality.

H-25.11.2.7 PROFESSIONAL SERVICES
The Vendor shall warrant that all Services provided under the Contract will be
provided in a professional manner in accordance with industry standards and that
Services will comply with performance standards.

H-25.11.3 WARRANTY SERVICES

The Vendor shall agree to maintain, repair, and correct deficiencies in the system hardware
and software, including but not limited to the QC/QA testing data collection vehicle and its
subsystems, individual software modules or functions, during the Warranty Period at no
additional cost to the State, in accordance with the Specifications and terms and
requirements of the Contract, including without limitation, correcting all errors, and
Defects and Deficiencies; eliminating viruses or destructive programming; and replacing

incorrect, Defective or Deficient hardware, Software and Documentation.
Warranty Services shall include, without limitation, the following:
a. Maintain the System in accordance with the Specifications, terms, and
requirements of the Contract;
b. Repair or replace the System or any portion thereof so that the System operates
in accordance with the Specifications, terms, and requirements of the Contract;
c. The Vendor shall have available to the State on-call telephone assistance, with
issue tracking available to the State, during normal business hours (8am to
S5pm EST, M-F) with an email / telephone response within two (2) hours of
request, with assistance response dependent upon issue severity;
d. On-site additional Services within forty-eight (48) hours of a request;
e. Maintain a record of the activities related to Warranty Repair or maintenance
activities performed for the State; and
f. For all Warranty Services calls, the Vendor shall ensure the following
information will be collected and maintained:
1. Nature of the Deficiency;
2. Current status of the Deficiency;
3. Action plans, dates, and times;
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4. Expected and actual completion time;

5. Deficiency resolution information;

6. Resolved by;

7. Identifying number i.e. work order number; and
8 Issue identified by.

g. The Vendor must work with the State to identify and troubleshoot potentially
large-scale Software failures or Deficiencies by collecting the following

information:
1. Mean time between reported Deficiencies with the Software;
2. Diagnosis of the root cause of the problem; and
3. Identification of repeat calls or repeat Software problems.

h. All Deficiencies found during the Warranty Period and all Deficiencies found
with the Warranty Releases shall be corrected by the Vendor no later than five
(5) business days, unless specifically extended in writing by the State, at no
additional cost to the State.

If in the Event of Default, the Vendor fails to correct the Deficiency within the allotted
period of time (see above), the State shall have the right, at its option: 1) declare the
Vendor in default, terminate the Contract, in whole or in part, without penalty or liability to
the State; 2) return the Vendor’s product and receive a refund for all amounts paid to the
Vendor, including but not limited to, applicable license fees within ninety (90) days of
notification to the Vendor of the State’s intent to request a refund; 3) and to pursue its
remedies available at law or in equity.

Notwithstanding any provision of the Contract, the State’s option to terminate the Contract
and pursue the remedies above will remain in effect until satisfactory completion of the full
Warranty Period.

H-25.12 ONGOING HARDWARE AND SOFTWARE MAINTENANCE AND SUPPORT LEVELS

The Vendor shall maintain and support the system in all material respects as described in the
applicable program Documentation after delivery and throughout the Warranty Period through the
completion of the Contract term.

The Vendor will not be responsible for maintenance or support for hardware or Software developed
or modified by the State.

H-25.12.1

H-25.12.2

MAINTENANCE RELEASES

The Vendor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

VENDOR RESPONSIBILITY

The Vendor shall be responsible for performing on-site or remote technical support in
accordance with the Contract Documents, including without limitation the requirements,
terms, and conditions contained herein.
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As part of the Software maintenance Agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall be responded to according to the
following:

a. Class A Deficiencies - The Vendor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone response within two (2)
hours of request; or the Vendor shall provide support on-site or with remote
diagnostic Services, within forty-eight (48) hours of a request;

b. Class B & C Deficiencies —The State shall notify the Vendor of such
Deficiencies during regular business hours and the Vendor shall respond back
within four (4) hours of notification of planned corrective action;

The Vendor shall repair or replace hardware and Software, and provide maintenance of the
hardware and Software in accordance with the Specifications, Terms and Requirements of
the Contract;

The Vendor shall maintain a record of the activities related to warranty repair or
maintenance activities performed for the State;

For all maintenance Services calls, the Vendor shall ensure the following information will
be collected and maintained:

Nature of the Deficiency;

Current status of the Deficiency;

Action plans, dates, and times;

Expected and actual completion time;

Deficiency resolution information;

Resolved by;

Identifying number i.e. work order number; and

Issue identified by.

AR LN =

The Vendor must work with the State to identify and troubleshoot potentially large-scale
System failures or Deficiencies by collecting the following information: 1) mean time
between reported Deficiencies with the Software; 2) diagnosis of the root cause of the
problem; and 3) identification of repeat calls or repeat Software problems.

If the Vendor fails to correct a Deficiency within the allotted period of time Stated above,
the Vendor shall be deemed to have committed an Event of Default, pursuant to Appendix
H: State of New Hampshire Terms and Conditions - Section H-25.14.1: Termination for
Default, and the State shall have the right, at its option, to pursue the remedies in H-25.14:
Termination, as well as to return the Vendor’s product and receive a refund for all amounts
paid to the Vendor, including but not limited to, applicable license fees, within ninety (90)
days of notification to the Vendor of the State’s refund request
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H-25.13 ADMINISTRATIVE SPECIFICATIONS

H-25.13.1

H-25.13.2

H-25.13.3

H-25.13.4

H-25.13.5

H-25.13.6

H-25.13.7

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services.

The Vendor must assume all travel and related expenses by “fully loading” the proposed
labor rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

PROJECT WORKSPACE AND OFFICE EQUIPMENT

The State agency will work with the Vendor to determine the requirements for providing all
necessary workspace and office equipment, including desktop computers for the Vendor’s
staff. If a Vendor has specific requirements, they must be included in the Vendor’s
Proposal.

WORK HOURS

Vendor personnel shall provide Services between the Work Hours of 8:00 a.m. and 5:00
p.m. EST, eight (8) hour days, forty (40) hour weeks, excluding State of New Hampshire
holidays. Changes to this Schedule may be made upon Agreement with the State Project
Manager.

ACCESS/COOPERATION

As applicable, and reasonably necessary, and subject to the applicable State and federal laws
and regulations and restrictions imposed by third parties upon the State, the State will
provide the Vendor with access to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Vendor to perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND DATA

The Vendor shall provide the State access to all Documents, State Data, materials, reports,
and other work in progress relating to the Contract (“State Owned Documents”). Upon
expiration or termination of the Contract with the State, Vendor shall turn over all State-
owned Documents, State Data, material, reports, and work in progress relating to this
Contract to the State at no additional cost to the State. State-Owned Documents must be
provided in both printed and electronic format.

INTELLECTUAL PROPERTY
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H-25.13.8

H-25.13.9

Title, right, and interest (including all ownership and intellectual property rights) in the
Software, and its associated Documentation, shall remain with the Vendor.

Upon successful completion and/or termination of the Implementation of the Project, the
Vendor shall own and hold all, title, and rights in any Software modifications developed in
connection with performance of obligations under the Contract, or modifications to the
Vendor provided Software, and their associated Documentation including any and all
performance enhancing operational plans and the Vendors’ special utilities. The Vendor
shall license back to the State the right to produce, publish, or otherwise use such Software,
source code, object code, modifications, reports, and Documentation developed under the
Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials
that are competitive with, or similar to Custom Software, modifications developed in
connection with performance of obligations under the Contract. In addition, the Vendor
shall be free to use its general knowledge, skills, experience, and any other ideas, concepts,
know-how, and techniques that are acquired or used in the course of its performance under
this Agreement.

IT REQUIRED WORK PROCEDURES

All work done must conform to standards and procedures established by the Department
of Information Technology and the State.

COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed
or developed Software, Software maintained or operated by any of the State entities,
systems, equipment, Documentation, information, reports, or Database Administrator of any
kind (hereinafter “Information”), Vendor understands and agrees to the following rules:

a.  Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure;

b. That information shall be used solely for conducting official State business,
and all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall Vendor
access or attempt to access any information without having the express
authority to do so;

c¢.  That at no time shall Vendor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or
Agreements relating to system entry/access;

d.  That all Software Licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that at all times Vendor must use utmost care to protect and
keep such Software strictly confidential in accordance with the license or any
other Agreement executed by the State. Only equipment or Software owned,
licensed, or being evaluated by the State, can be used by the Vendor. Personal
Software (including but not limited to palmtop sync Software) shall not be
installed on any equipment; and
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H-25.13.10

H-25-13.11

H-25.13.12

H-25.13.13

H-25.13.14

e.  That if the Vendor is found to be in violation of any of the above-stated rules,
the User may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law.

EMAIL USE

Mail and other electronic communication messaging systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal email
systems” or “State-funded email systems.” Vendors understand and agree that use of email
shall follow State standard policy (available upon request).

INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(available upon request).

REGULATORY/GOVERNMENTAL APPROVALS
Any Contract awarded under the RFP shall be contingent upon the Vendor obtaining all
necessary and applicable regulatory or other governmental approvals.

FORCE MAJEURE

Neither Vendor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear
accidents, earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include Vendor’s
inability to hire or provide personnel needed for the Vendor’s performance under the
Contract.

CONFIDENTIAL INFORMATION

In performing its obligations under the Contract, the Vendor may gain access to information
of the State, including Confidential Information. “State Confidential Information” shall
include, but not be limited to, information exempted from public disclosure under New
Hampshire RSA chapter 91-A: Access to Public Records and Meetings (see e.g. RSA
chapter 91-A: 5 Exemptions). The Vendor shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or developed by reason of the
Contract, except as is directly connected to and necessary for the Vendor’s performance
under the Contract.

The Vendor agrees to maintain the confidentiality of and to protect from unauthorized use,
disclosure, publication, and reproduction (collectively “release”), all State Confidential
Information of the State that becomes available to the Vendor in connection with its
performance under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other than
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H-25.13.15

as a result of disclosure by the receiving party in Breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State’s information shall require prior written approval of the State.
The Vendor shall immediately notify the State if any request, subpoena or other legal
process is served upon the Vendor regarding the State’s Confidential Information, and the
Vendor shall cooperate with the State in any effort it undertakes to contest the request, the
subpoena or other legal process, at no additional cost to the State.

In the event of unauthorized use or disclosure of the State’s Confidential Information, the
Vendor shall immediately notify the State, and the State shall immediately be entitled to
pursue any remedy at law and in equity, including, but not limited to injunctive relief.

Insofar as the Vendor seeks to maintain the confidentiality of its confidential or proprietary
information, the Vendor must clearly identify in writing the information it claims to be
confidential or proprietary. The Vendor acknowledges that the State is subject to the Right
to Know Law, RSA chapter 91-A. The State shall maintain the confidentiality of the
identified Confidential Information insofar as it is consistent with applicable State or federal
laws or regulations, including but not limited to, RSA chapter 91-A. In the event the State
receives a request for the information identified by the Vendor as confidential, the State
shall notify the Vendor and specify the date the State will be releasing the requested
information. At the request of the State, the Vendor shall cooperate and assist the State with
the collection and Review of the Vendor’s information, at no additional expense to the
State. Any effort to prohibit or enjoin the release of the information shall be the Vendor’s
sole responsibility and at the Vendor’s sole expense. If the Vendor fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified in
the State’s notice to the Vendor without any State liability to the Vendor.

This Contract Agreement, Appendix H: State of New Hampshire Terms and Conditions -
Section H-25.12.14: Confidential Information shall survive the termination or conclusion of
a Contract.

DATA BREACH
In the event of a Data Breach, the Vendor shall comply with provisions of NH RSA 359-C.
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H-25.14 PRICING

H-25.14.1

H-25.14.2

H-25.14.3

H-25.14.4

H-25.14.5

ACTIVITIES/DELIVERABLES/MILESTONES DATES AND PRICING

The Vendor must include, within the fixed price for IT service activities, tasks, and
preparation of required Deliverables, pricing for the Deliverables required based on the
proposed approach, and methodology and tools. A fixed price must be provided for each
Deliverable. Pricing worksheets are provided in Appendix F: Pricing Worksheets.

SOFTWARE LICENSING, MAINTENANCE, ENHANCEMENTS, AND SUPPORT
PRICING

The Vendor must provide the minimum Software support and Services through Software
Licensing, maintenance, Enhancements, and support as detailed in Section H-25.11:
Ongoing Software Maintenance and Support Levels.

INVOICING

The Vendor shall submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State’s written approval, which shall not be
unreasonably withheld. The Vendor shall only submit invoices for Services or Deliverables
as permitted by the Contract. Invoices must be in a format as determined by the State and
contain detailed information, including without limitation: itemization of each Deliverable
and identification of the Deliverable for which payment is sought, and the Acceptance date
triggering such payment; date of delivery and/or installation; and any other Project costs or
retention amounts if applicable.

Upon acceptance of a properly documented invoice, the State will pay the invoice within
thirty (30) days of invoice issuance. Invoices will not be backdated and shall be
promptly dispatched.

If the State receives an invoice and the amount on the invoice is calculated incorrectly,
the State shall notify the Vendor of the alleged error prior to the due date of such
payment. The State and the Vendor agree to use commercially reasonable efforts to
resolve the invoicing error within fifteen (15) days from such notification to the Vendor.
The State shall promptly pay upon resolution of such dispute or within such fifteen (15)
day period of an agreed-upon amount, whichever is later, and no late charges shall apply
to that amount or the originally invoiced amount.

OVERPAYMENTS TO THE VENDOR

The Vendor shall promptly, but no later than fifteen (15) business days, pay the State the
full amount of any overpayment or erroncous payment upon discovery or notice from the
State.

CREDITS

The State may apply credits due to the State, arising out of this Contract, against the
Vendor’s invoices with appropriate information attached.
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H-25.14.6

H-25.14.7

RECORDS RETENTION AND ACCESS REQUIREMENTS

The Vendor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by this reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

The Vendor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect all
direct and indirect costs, invoiced in the performance of their respective obligations under
the Contract. The Vendor and its Subcontractors shall retain all such records for three (3)
years following termination of the Contract, including any extensions. Records relating to
any litigation matters regarding the Contract shall be kept for one (1) year following the
termination of all litigation, including the termination of all appeals or the expiration of the
appeals period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items will be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the Contract and
one (1) year term following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. The Vendor shall include the record retention and Review
requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Vendor’s cost structure and profit factors shall be
excluded from the State’s Review unless the cost or any other Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit factors.

ACCOUNTING REQUIREMENTS

The Vendor shall maintain an accounting system in accordance with generally accepted
accounting principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Vendor shall maintain records pertaining to the Services and all
other costs and expenditures.

H-25.15 TERMINATION

H-25.15.1

TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Vendor shall constitute an Event
of Default hereunder (“Event of Default”):

a.  Failure to perform the Services satisfactorily or on Schedule;

b.  Failure to submit any report required; and/or

c. To perform any other covenant, term or condition of the Contract.
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Upon the occurrence of any Event of Default, the State may take any one or more, or all, of
the following actions:

a.  Unless otherwise provided in the Contract, the State shall provide the Vendor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser Specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State (“Cure Period”). If the
Vendor fails to cure the default within the Cure Period, the State may terminate the
Contract effective two (2) days after giving the Vendor notice of termination, at its
sole discretion, treat the Contract as Breached and pursue its remedies at law or in
equity or both;

b.  Give the Vendor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Vendor during the period from
the date of such notice until such time as the State determines that the Vendor has
cured the Event of Default shall never be paid to the Vendor;

c.  Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d.  Treat the Contract as breeched and pursue any of its remedies at law or in equity,
or both; and

e.  Procure Services that are the subject of the Contract from another source and the
Vendor shall be liable for reimbursing the State for the replacement Services, and
all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

In the Event of Default by the State, the Vendor shall provide the State with written notice
of default, and the State shall cure the default within thirty (30) days.

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

This section H-25.14 shall survive termination or Contract Conclusion.

H-25.15.2

TERMINATION FOR CONVENIENCE

The State may, at its sole discretion, terminate the Contract for convenience, in whole or in
part, by thirty (30) days written notice to the Vendor. In the event of such termination for
convenience, the State shall pay the Vendor the agreed upon price, if separately stated, for
Deliverables for which Acceptance has been given by the State. Amounts for Services or
Deliverables provided prior to the date of termination for which no separate price is stated
will be paid, in whole or in part, generally in accordance with Appendix F: Pricing
Worksheets.

During the thirty (30) day period, the Vendor shall wind down and cease its Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services or
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H-25.15.3

H-25.15.4

activities and by minimizing negative effects on the State from such winding down and
cessation of Services.

TERMINATION FOR CONFLICT OF INTEREST

The State may terminate the Contract by written notice if it determines that a conflict of
interest exists, including but not limited to, a violation by any of the parties hereto of
applicable laws regarding ethics in public acquisitions and procurement and performance
of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current development,
support and maintenance costs. The State shall pay all other Contracted payments that
would have become due and payable if the Vendor did not know, or reasonably did not
know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation by the
Vendor, the State shall be entitled to pursue the same remedies against the Vendor as it
could pursue in the event of a default of the Contract by the Vendor.

TERMINATION PROCEDURE

Upon termination of the Contract, the State, in addition to any other rights provided in the
Contract, may require the Vendor to deliver to the State any property, including without
limitation, Software and Written Deliverables, for such part of the Contract as has been
terminated.

After receipt of a notice of termination, and except as otherwise directed by the State,
Vendor shall:

a. Stop work under the Contract on the date, and to the extent specified, in the
notice;

b. Promptly, but in no event longer than thirty (30) days after termination,
terminate its orders and subcontracts related to the work which has been
terminated and settle all outstanding liabilities and all claims arising out of
such termination of orders and subcontracts, with the approval or ratification
of the State to the extent required, which approval or ratification shall be final
for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of Vendor and in
which State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to the
extent directed by the State, any property which is required to be furnished to
State and which has been accepted or requested by the State; and

e. Provide written Certification to the State that Vendor has surrendered to the
State all said property.
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H-25.16

LIMITATION OF LIABILITY

H-25.16.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Vendor shall not exceed the total
Contract price set forth in Appendix H: State of New Hampshire Terms and Conditions,
Contract Agreement P-37 General Provisions - Section 1.8: Price Limitation.

Notwithstanding the foregoing and any provision of this Contract to the contrary, in no
event does the State waive its sovereign immunity or any applicable defenses or
immunities.

H-25.16.2 THE VENDOR

The Vendor shall be liable for any consequential, special, indirect, incidental, punitive or
exemplary damages caused by the Vendor’s actions.

H-25.16.3 STATE’S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

H-25.16.4 SURVIVAL

H-25.17

H-25.18

This Contract Agreement, Section H-25.15: Limitation of Liability shall survive
termination or Contract Conclusion.

CHANGE OF OWNERSHIP

In the event that the Vendor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Vendor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Vendor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate
the Contract without liability to the Vendor, its successors or assigns.

ASSIGNMENT, DELEGATION AND SUBCONTRACTS

The Vendor shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights,
or duties under the Contract without the prior written consent of the State. Such consent will not be
unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void and may constitute an Event of
Default at the sole discretion of the State.

The Vendor shall remain wholly responsible for performance of the entire Contract regardless of
whether assignees, delegates, Subcontractors or other transferees (“Assigns”) are used, unless
otherwise agreed to in writing by the State and the Assigns fully assumes in writing any and all
obligations and liabilities under the Contract from the Effective Date . In the absence of a written
assumption of full obligations and liabilities of the Contract, any permitted assignment, delegation,
subcontract or other transfer shall neither relieve the Vendor of any of its obligations under the
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H-25.19

H-25.20

Contract nor shall it affect any remedies available to the State against the Vendor that may arise
from any Event of Default of the provisions of the Contract. The State will consider the Vendor to
be the sole point of contact with regard to all contractual matters, including payment of any and all
charges resulting from the Contract.

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management
involvement in the dispute negotiation by written notice to the other party. Such notice shall be
without prejudice to the Invoking Party's right to any other remedy permitted by this Agreement.

VENUE AND JURISDICTION

The Contract shall be construed in accordance with the laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their respective successor and assigns.
Any action on the Contract may only be brought in the State of New Hampshire Merrimack County
Superior Court.

Remainder of this page intentionally left blank
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in this
document.

Acceptance

Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is
performed.

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects exist in the
application Software or the System.

Access Control

Supports the management of permissions for logging onto a
computer or network.

Agreement A Contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and Supports the identification and monitoring of activities

Analysis within an application or system.

Authorized User The Vendor’s employees, Contractors, Subcontractors or

other agents who need to access the State’s Personal Data to
enable the Contractor to perform the Services required.

Best and Final Offer (BAFO)

For negotiated procurements, a Vendor's final offer
following the conclusion of discussions.

Breach or Breach of Security

Unlawful and wunauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information
maintained by a person or commercial entity.

Business Hours

Vendor personnel shall work normal business hours between
8:00 a.m. and 5:00 p.m. EST, eight (8) hour days, forty (40)
hour weeks, excluding State of New Hampshire holidays.
Changes to this Schedule may be made upon agreement with
the State Project Manager.

CcCp

Change Control Procedures

Certification

The Vendor’s written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness
for applicable Acceptance Testing or Review.

Change Control

Formal process for initiating changes to the proposed
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Solution or process once development has begun.

Change Order Formal Documentation prepared for a proposed change in
the Specifications.
Completion Date End date for the Contract. (See Contract Agreement, P-37

General Provisions, Block 1.7)

Confidential Information

Information required to be kept Confidential from
unauthorized disclosure under the Contract.

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement

Part 1, 2, and 3. The Documentation consisting of the P-37
General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the reciprocal
legal rights and duties of the parties with respect to the Scope
of Work.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or termination for
default.

Contract Documents

Documents that comprise this Contract. (See Part 2, IT
Provisions — Section 1.1)

Contract Managers

The persons identified by the State and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the
Contract Agreement. This amount is listed in Part 1, P-37
General Provisions — Section 1.8: Price Limitation, as well
as Part 3, Exhibit B — Paragraph 2: Contract Price.

Contractor

The Contractor and its employees, subcontractors, agents
and affiliates who are providing the Services agreed to under
the Contract.

Contracted Vendor/Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Conversion/Migration
Validation Test

A test to ensure that a Data conversion process correctly
takes Data from a legacy system and successfully converts it
to form that can be used by the new system.

COTS

Commercial Off the Shelf Software.

CR

Change Request

Cure Period

The thirty (30) day period following written notification of a
default within which a Contracted Vendor must cure the
default identified.
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Custom Code Code developed by the Vendor specifically for this Project
for the State of New Hampshire.
Custom Software Software developed by the Vendor specifically for this
Project for the State of New Hampshire.
Data State’s records, files, forms, Data and other documents or

information, in either electronic or paper form, that will be
used /converted by the Vendor during the Contract Term.

Data Breach The unauthorized access by a non-authorized persons(s) that
results in the use, disclosure or theft of the State’s
unencrypted Non-Public Data.

DBA Database Administrator

Deficiencies/Defects A failure, Deficiency, or Defect in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Class A Deficiency — Software - Critical, does not allow
System to operate, no work around, demands immediate
action; Written Documentation - missing significant portions
of information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of the
Service.

Class B Deficiency — Software - important, does not stop
operation and/or there is a work around and user can
perform tasks; Written Documentation - portions of
information are missing but not enough to make the
document unintelligible; Non Software - Services were
Deficient, require reworking, but do not require re-
performance of the Service.

Class C Deficiency — Software - minimal, cosmetic in
nature, minimal effect on System, low priority and/or user
can use System; Written Documentation - minimal changes
required and of minor editing nature; Non Software -
Services require only minor reworking and do not require re-
performance of the Service.

Deliverable A Deliverable is any Written, Software, or NonSoftware
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the State or under the terms of a Contract

requirement.

Department An agency of the State

Department of Information The Department of Information Technology established

Technology (DoIT) under RSA chapter 21-R by the Legislature effective
September 5, 2008.

Digital Signature Certification that guarantees the unaltered state of a file, also
known as “code signing”.

Documentation All information that describes the installation, operation, and
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use of the Software, either in printed or electronic format.

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption

Supports the transformation of Data for security purposes.

Enhancements

Updates, additions, modifications to, and new releases for
the Software, and all changes to the Documentation as a
result of Enhancements, including, but not limited to,
Enhancements produced by Change Orders.

Event of Default

Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder
(“Event of Default”):
a. Failure to perform the Services satisfactorily or on
Schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or
condition of the Contract.

Firm Fixed Price Contract

A Firm Fixed Price Contract provides a price that is not
subject to increase, i.e., adjustment on the basis of the
Vendor’s cost experience in performing the Contract.

Fully Loaded Rates are inclusive of all allowable expenses, including, but
not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

GAAP Generally Accepted Accounting Principles.

Governor and Executive
Council

The New Hampshire Governor and Executive Council.

GUI Graphical user interface.

Harvest Software to archive and/or control versions of Software.

Identification and Supports obtaining information about those parties

Authentication attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation The process for making the System fully Operational for

processing the Data.

Implementation Plan

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Information Technology (IT)

Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited to, Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validation

Ensure that the value entered by users or provided by other
applications meets the size, type and format expected.
Protecting the application from cross site scripting, SQL
injection, buffer overflow, etc.
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Intrusion Detection Supports the detection of illegal entrance into a computer
system.

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by the Contracted
Vendor as essential to work on the Project.

Licensee The State of New Hampshire

Non-Exclusive Contract A Contract executed by the State that does not restrict the

State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Public Information Data, other than Personal Data, that is not subject to
distribution to the public as public information. It is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, Services, other.

Notice to Proceed (NTP) The State Contract Manager’s written direction to the
Vendor to begin work on the Contract on a given date and
time.

Open Data Formats A Data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the

Software as defined in RSA chapter 21-R:10 and RSA
chapter 21-R:11.

Open Standards Specifications for the encoding and transfer of computer
Data that is defined in RSA chapter 21-R:10 and RSA
chapter 21-R:13.

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational Operational means that the System is operating and fully

functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a
document controls over a conflicting or ambiguous term or
condition in a document that is lower in the Order of
Precedence.

Personal Data Data that includes information relating to a person that
identifies the person by name and has any of the following
Personally Identifiable Information (PII): government-issued
identification numbers (e.g., Social Security, driver’s
license, passport); financial account information, including
account number, credit or debit card numbers; or Protected
Health Information (PHI) relating to a person.

Project The planned undertaking regarding the entire subject matter
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of an RFP and Contract and the activities of the parties
related hereto.

Project Team

The group of State employees and Contracted Vendor’s
personnel responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan on time, on budget and to
the required Specifications and quality.

Project Managers

The persons identified who shall function as the State’s and
the Vendor’s representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff State personnel assigned to work with the Vendor on the
Project.
Proposal The submission from a Vendor in response to the Request

for a Proposal or Statement of Work.

Regression Test Plan

A plan integrated into the Work Plan used to ascertain
whether fixes to Defects have caused errors elsewhere in the
application/process.

Review

The process of Reviewing Deliverables for Acceptance.

Review Period

The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying Data processing
product and/or Service resources according to specific terms
and conditions.

Role/Privilege Management

Supports the granting of abilities to users or groups of users
of a computer, application or network.

Schedule The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract.

Services The work or labor to be performed by the Vendor on the
Project as described in the Contract.

Software All Custom Software and COTS Software provided by the

Vendor under the Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Software Deliverables

All Custom Software and COTS Software and

Enhancements.
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Software License Licenses provided to the State under this Contract.
Solution The Solution consists of the total Solution, which includes,

without limitation, Software and Services, addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor in response to this RFP.

Specifications The written Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal,
the Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State STATE is defined as:

State of New Hampshire
Department of Transportation
7 Hazen Drive

Concord, NH 03301
Reference to the term “State” shall include applicable
agencies.
Statement of Work (SOW) A Statement of Work clearly defines the basic requirements

and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

State’s Confidential Records State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter
91-A: Access to Governmental Records and Meetings.

State Data All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the

Contractor.
State Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July 1%
through June 30" of the following calendar year.
State Project Leader State’s representative with regard to Project oversight.
State’s Project Manager (PM) State’s representative with regard to Project Management

and technical matters. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
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Deliverables, invoice sign off, and Review and approval of a
Change Request (CR).

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separate Contract with or on
behalf of the Vendor.

System

All Software, specified hardware, and interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be:
1. Consistent with Statement of Work within statement
of Services;
2. not constitute a new assignment; and
3. not change the terms, documents of Specifications of
the SOW.

Test Plan

A plan, integrated in the Work Plan, to verify the code

(new or changed) works to fulfill the requirements of the
Project. It may consist of a timeline, a series of tests and test
Data, test scripts and reports for the test results as well as a
tracking mechanism.

Term

Period of the Contract from the Effective Date through
termination.

Transition Services

Services and support provided when the Contracted Vendor
is supporting system changes.

UAT

User Acceptance Test.

Unit Test

Developers create their own test Data and test scenarios to
verify the code they have created or changed functions
properly as defined.

User Acceptance Testing (UAT)

Tests done by knowledgeable business users who are
familiar with the scope of the Project. They create/develop
test cases to confirm the System was developed according to
specific user requirements. The test cases and
scripts/scenarios should be mapped to business requirements
outlined in the user requirements documents.

User Management

Supports the administration of computer, application and
network accounts within an organization.

Vendor/ Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Verification

Supports the confirmation of authority to enter a computer
system, application or network.

Virtual Private Network (VPN)

Extends a private network across a public network, and
enables users to send and receive Data across shared or
public networks as if their computing devices were directly
connected to the private network
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Warranty Period A period of coverage during which the Contracted Vendor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warranty Services The Services to be provided by the Vendor during the
Warranty Period.

Work Plan The overall plan of activities for the Project created in

accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan shall
include a detailed description of the Schedule,
tasks/activities,  Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables Non-Software written Deliverable Documentation (letter,
report, manual, book, other) provided by the Vendor either in
paper or electronic format.
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APPENDIX -

DISTRESS DESCRIPTIONS, RECORDING AND REPORTING REQUIREMENTS,
AND FIELDNAMES [IN BRACKETS]:

CRACKING

¢ Invalid Cracking:

Any length of an image which is not adequate to use for crack identification and rating purposes
shall be indicated with a flag. The total length of the flagged areas shall be summarized and
reported for each segment.

o Invalid Cracking: Length of an image collected at a location such that distress is
clearly visible in a perspective view that cannot be identified in the matching line
scan view shall be marked entirely as invalid [InvCrack]

Within a given user defined section length (e.g., 0.1 miles/528 feet), record and report the
percentage of the length with invalid cracking.

e Transverse Cracking:

A transverse crack is oriented between 80° and 100° from the pavement centerline and occurs as
a single entity across one or more crack areas (wheelpath, miscellaneous), with no minimum
length. Identified transverse cracks shall be categorized as one of the following:

0 Severity Level 1: Crack width <6 mm [TranSevl1]

0 Severity Level 2: Crack width > 6 mm and < 19 mm; may contain adjacent low
severity random cracking [TranSev2]

0 Severity Level 3: Crack width > 19 mm; may contain adjacent low to moderate
severity random cracking [TranSev3]

0 Sealed: any transverse crack that has been sealed. [TranSeal]

Within a given user defined section length (e.g., 0.1 miles/528 feet), record and report the length
in feet of transverse cracks each category.



e  Wheelpath Fatigue Cracking:

Wheelpath Fatigue cracking is cracking in the wheelpath, as described in Figure 1, and not
already identified as transverse cracks. Wheelpath cracking shall be reported separately for the
left and right wheelpaths. These shall be categorized as one of the following:

(0]

Severity Level 1: Crack width <3 mm or interconnected cracks with no
developed pattern. [FatLWPSevl] & [FatRWPSev1]

Severity Level 2: Crack width > 3 mm and < 6 mm or interconnected cracks
forming a pattern < 50% of the wheelpath width. [FatLWPSev2] &
[FatRWPSev2]

Severity Level 3: Crack width > 6 mm or interconnected cracks forming a
pattern > 50% of the wheelpath width. [FatLWPSev3] & [FatRWPSev3]

Sealed: Any cracking in the wheelpath that has been sealed. [FatLWPSeal] &
[FatRWPSeal]

Percent Not Cracked Total: The percentage of length in each wheelpath with no
cracking in this category and no invalid cracking. [FatLWPNoCrack] &
[FatRWPNoCrack]

Within a given user defined section length (e.g., 0.1 miles/528 feet), record and report the length
in feet of wheelpath cracks in each category. The summation of all cracking categories divided
by the survey length (in feet) of the segment will be equal to 100% minus the percentage of
invalid cracking. For areas with multiple severity levels the highest level will be reported.

¢ Miscellaneous Non-Wheelpath Cracking:

Miscellaneous non-wheelpath cracks are those cracks in the areas outside, or between
wheelpaths, as described in Figure 1, and not already identified as transverse cracks.
Miscellaneous Non-Wheelpath cracking shall be reported separately for the left edge of lane, the
lane center, and the right edge of lane. These shall be categorized as one of the following:

o

Severity Level 1: Longitudinal Crack width <3 mm or few interconnected
cracks with no developed pattern. [MiscLESev1], [MiscLCSevl], &
[MiscRESev1]

Severity Level 2: Longitudinal Crack width >3 mm and < 6 mm or
interconnected cracks forming a pattern < 50% of the appropriate edge or lane
center width. [MiscLESev2], [MiscLCSev2], & [MiscRESev2]




0 Severity Level 3: Crack width > 6 mm or interconnected cracks forming a
pattern > 50% of the appropriate edge or lane center width. [MiscLESev3],
[MiscLCSev3], & [MiscRESev3]

0 Sealed: Any cracking in a miscellaneous zone that has been sealed.
[MiscLESeal], [MiscLCSeal], & [MiscRESeal]

0 Percent Not Cracked Total: The percentage of length in each miscellaneous
zone with no cracking in this category. [MiscLENoCrack] & [MiscLCNoCrack]
& [MiscRENoCrack]

Within a given user defined section length (e.g., 0.1 miles/528 feet), record and report the length
in feet in each category for the three locations. The summation of all cracking categories divided
by the survey length (in feet) of the segment will be equal to 100% minus the percentage of
invalid cracking. For areas with multiple severity levels the highest level will be reported.

: !
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NOTE: Width of MiscLE and MiscRE vary as the width of the survey lane varies.

Figure 1 - Wheelpath Spacing and Dimensions



RUT DEPTH
A rut is defined as a longitudinal surface depression in the wheelpath of a pavement surface.
Rut depth is the distance from the lowest measured point within a wheelpath to an imaginary line

extending from the pavement elevation at the center of the lane to the pavement elevation at
outermost (left or right) measurement; See Figure 2.

Leftmost measured Center pavement )
pavement elevation elevation Rightmost measured
pavement elevation
Left wheelpath Right wheelpath
rut depth rut depth
. - 5 - T k) o N

Lowest measured left Lowest measured right
wheelpath elevation wheelpath elevation

Figure 2 — Rut Depth Measurements

Recording and Reporting:

Rut depths shall be sampled in both wheelpaths of the survey lane. Measurements shall be made
longitudinally at maximum intervals of 4 feet. Average left and right wheelpath depths
[RutAvgL] & [RutAvgR] shall be recorded and reported for each user defined section length
(e.g., 0.1 mile/528 feet). [AvgRut] is the average of the left and right wheelpath depth. The units
shall be inches.

Maximum left and right wheelpath depths [RutMaxL] & [RutMaxR] shall be recorded and
reported for each user defined section length (e.g., 0.1 mile/528 feet). The units shall be inches.

Any portion of the section for which valid rut data could not be collected shall be reported as
percent length [InvldRut].



ROUGHNESS

The International Roughness Index (IRI) will be used to describe roughness. Measurements of
profile shall be made in accordance with American Society for Testing and Materials (ASTM)
Designation E950, Standard Test Method for Measuring the Longitudinal profile on Vehicular
Traveled Surfaces with an Inertial Profiler. In instances of conflict, the procedures set forth
herein shall take precedence.

Recording and Reporting:

The longitudinal profile points used for calculating the IRI shall have a longitudinal spacing not
greater than 5.9 inches. The appropriate use of anti-aliasing filters and averaging to remove
small wavelength content from the profile is left to the Vendor and equipment manufacturers.

Two IRI values shall be calculated, recorded, and reported for each user defined section length
(e.g., 0.1 mile/528 feet): one in the left wheelpath [IRIL] and one in the right wheelpath [IRIR].
Additionally, an average of these two IRI values shall be recorded and reported [AvgIRI]. Each
IRI shall be reported to the nearest inch per mile.

Any portion of the section for which valid roughness data could not be collected shall be
reported as percent length [InvidRide].

IRI on bridges and at railroad crossings will be recorded and reported.
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Proposer Instructions

Vendor Response Column: Place a “Yes” if your firm and the current release of the software can fully support ALL the
functionality described in the row, without special customization. A “Yes” can only be used if the delivery method is Standard, User
Configurable, or Configurable (see delivery method instructions below). Otherwise, enter ""No''; A "No" can only be used with
delivery method Future, or Not Available/Not Proposing (see delivery method instructions below).

Delivery Method Column: Complete the delivery method using a Standard, Future, Not Available/Not Proposing, User Configurable,
or Configurable, (as defined below) that indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.

User Configurable as defined in Appendix C-1.1

Configurable as defined in Appendix C-1.1

Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release in the
comment area.)

Not Available/Not Proposing - Feature/Function has not been proposed by the Proposer. (Provide brief description of why this
functionality was not proposed.)

Comments Column:
For all Delivery Method responses other than standard (Future, or Not Available/Not Proposing) Proposers must provide a brief
explanation. Free form text can be entered into this column.

Each requirement is defined as either M - Mandatory or P - Preferred. While Vendors are expected to comply with the
mandatory requirements listed, NHDOT reserves the right to allow suitable alternatives based on the Vendor Responses and
Vendor Comments when mandatory requirements cannot be met.

BUSINESS REQUIREMENTS
Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
GENERAL

The Proposed Solution shall be Commercial-Off-The-Shelf software with

Al . )
configuration to meet the State solution.

The Proposed System shall include all required licenses for the full
functionality of the solution.

Al.l

The Proposed Solution shall have the capability to incorporate emerging
Al1.2 | industry standard technologies (i.e. use on mobile devices such as smartphones, P
tablets, etc.) through optional modules.
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Table C-2
Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
Al3 The proposed solution may have optional modules that can be implemented or p
' discontinued as needed based on the State's functional needs.
Al4 Ability for users to make recommendations for better solutions, future p
' improvement, innovation.
System must be scalable to support more users, more assets (additional
AlS . . M
roadway miles), and more types of assets over time.
The proposed solution will incorporate training and support such that NHDOT
Al.6 . M
employees may operate the software effectively.
AL7 The proposed solution will incorporate on-site training for up to 10 NHDOT M
' employees.
ALS The proposed solution will incorporate support for NHDOT employees that M
' operate and manage.
Support shall be routinely made available through email, web conferencing, and
AL9 M
telephone calls.
A1.10 | A substantive response to help requests shall be provided within 1 business day. M
ALl Training and support material (hard copies, .pdf, web version) will be readily M
' accessible for new users.
The proposed solution shall incorporate the latest version of proposed Software,
Al.12 M
as approved by the State.
Al.13 | Ability for users to operate the preferred version of the Software. M
Ability to carry out upgrades and patches with minimal disruption to
Al.14 ) M
configurations or reports.
Ability to view the data and images outside of the software suite on a web-
A2 .. M
based application.
The UI shall support the browsers tabbed usage as well as back and forward
A2.1 M
buttons.
A2 Allow concurrent user use of the system 24 hours of the day, 7 days a week, M

365 days a year except in agreed upon maintenance windows.
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Table C-2
Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
Help Function that includes both user's guides and links to System manuals and
A2.3 . . M
internal business rule / procedures for the current release.
Ability to provide reference documentation for version upgrades including
A2.4 . M
version release notes and known bugs.
UI shall support various monitor sizes and scaling window sizes and include

A2.5 . . e M

scroll bars for window view positioning when necessary.
A2.6 | Ability to print. M
Integration of pavement data, pavement surface and right-of-way imagery, and

A2.7 . ; M
GPS information.
Provide location referencing, fast playback, step-through, and jump-to

A2.8 e M

capabilities.

A2.9 | Ability to view both thumbnail and full images. M
A2.10 | Ability to provide year-to-year comparisons. P
A211 Ability to take measurements from the pavement images with accuracy to the M

' nearest inch.
A2.12 Ability to integrate data from other Vendors, such as historic pavement p
’ condition data collected by NHDOT staff.
A2.13 | Ability to export and report road condition data at user defined segmentation. M
The software suite used by the Data Collection Vendor shall be the same
A3 software used to complement the procurement of a replacement data collection P
vehicle.
DATA COLLECTION SERVICES
Data collection services using a vehicle or vehicles equipped with a 3D sensor
B1 system composed of lasers and cameras, with GPS/GNSS and other devicesand | M

driven up to highway speeds.
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Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
Approximately 3,900 miles of roadway collection during the odd numbered
BL1 years including all NH interstates and turnpikes, all US routes and numbered M
' State routes, NHS unnumbered State routes, NHS HPMS local roads, and
special collection sections all as described in Appendix C.
Approximately 2,500 miles of roadway collection during the even numbered
Blo | Years including all NH interstates and turnpikes, NHS US routes and numbered M
' State routes, all unnumbered State routes, all HPMS local roads, and special
collection sections all as described in Appendix C.
B1.3 Along interstates, turnpikes, and divided highways provide data collection in M
' both directions along the right-most travel lane.
B1.4 Along all roads not classified as interstates, turnpikes, or divided highways, M
’ provide data collection in one direction only in the right-most travel lane.
BLS Measure IRI, rutting, and cracking distresses with no sampling along all NHS M
’ and non-NHS roadway sections.

B1.6 | Data collection efforts shall not require traffic control. M
B1.7 Catalogue areas of road construction and lane deviation. M
B2 Accommodate one NHDOT employee in the data collection vehicle at any time. P
All equipment used for data collection shall provide a high degree of accuracy
B2.1 and repeatability in accordance with the HPMS Field Manual and applicable M

AASHTO standards.
B2 Submit Vendor Data Quality Management Program 30 days prior to M
' commencing data collection for review and approval by NHDOT.
Provide valid AASHTO R56-14 certification records for Vendor inertial
B2.3 profiler from a nationally recognized testing facility. Certification records are M
’ only valid for one year from date of receipt and must remain valid through the
entire collection in NH.
B4 Pass a series of equipment certification tests established by the NHDOT prior to M

the start of collection, as described in Appendix C.
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Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
Cooperate with the NHDOT to ensure ongoing accuracy and repeatability of the
data collection vehicles throughout the NH collections. This includes making
B2.5 repeat runs every four weeks throughout the collection AND upon completion M
' of collection through several IRI, rut, and crack measuring test sites previously
established by the NHDOT and working with the Pavement Management
Section to cross correlate Vendor data with known ground truth data.
B2.6 Maintain calibration records including daily bounce and weekly block tests. M
Categorize pavement cracking distresses in terms of severity and extent in
B3 accordance with the NHDOT 2018 Supplemental Distress Guide (provided for M
reference). Automated identification and classification of cracks is required.
B4 Provide raw IRI profiles compatible with ProVAL. M
B5 Collect right-of-way imagery continuously during data collection. Images shall M
be high definition. Camera resolution shall be 1920x1080 pixels (minimum).
B5.1 The forward facing angle of right-of-way imagery shall be at least 120 degrees. M
Provide clear images. Highway signs should be easy to read and most highway
B5.2 . . M
distresses should be clearly evident.
B5.3 Vendor software must allow for accurate asset extraction and measurement M
' post-processing.
Store collected data, both raw data and finished data, for the current collection
B6 cycle AND for the preceding collection cycle. Archived data shall be delivered M
to the NHDOT on removable hard drives.
Vendor data center shall have sufficient capacity to accommodate at least four
B6.1 times the anticipated volume expected from NH during two whole collection M
cycles.
B6.2 Data shall be replicated in at least one additional data center. M
B6.3 Each data center shall be designed to operate independently. M
The NHDOT shall have continuous access to both raw and finished data sets at
B6.4 any time throughout the contract term for the current collection cycle and for M

the preceding collection cycle.
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Req #

Requirement Description

M/P

Vendor Response

Vendor Delivery Method

Vendor Comments

B6.5

At the end of each two-year collection cycle the Vendor shall transmit, if
requested, the complete NHDOT data set back to the NHDOT for storage on-
premise. Data transmission shall occur via mass storage device or through the
web application. NHDOT is the data owner at all times.

Data Collection Project Management

C1

Work with NHDOT staff to incorporate GIS shape files for the collection route
and create Vendor collection file. This will occur every year due to base map
changes.

Cl.1

All data collected will be referenced to the NHDOT linear referencing system.

C2

Submit a work schedule at least one week prior to the start of collections that
includes how many miles of road will be surveyed per day and a projected
completion date. This is a tentative schedule for the collection, weather
dependent.

C3

Aggregate data into 0.1 mile long sections for each route from the start of the
route to the end of the route. Segments shorter than 0.1 miles are only
permitted at the end of routes or where a break occurs due to concurrent routes.

C3.1

Provide pavement condition data using US standard units (inches, inches/mile,
etc.)

C3.2

Deliver pavement condition data compatible with the NHDOT Pavement
Management System. Data can be delivered in several forms, to be agreed
upon by the State, but must include delivery in the form of Excel spreadsheets
at a minimum.

c4

Vendor will report to the State Point of Contact at least once per week to update
the NHDOT as to the progress of the data collection effort and to discuss any
problems.

C4.1

Submit data sets to the NHDOT throughout collection (weekly).

C4.2

Submit complete, analyzed, summarized, and processed data to the NHDOT by
September 1% each year. Specify required start date.

C4.3

Cooperate with the NHDOT throughout quality assurance data checks. Data
will only be accepted upon completion of a quality assurance process to be
discussed and finalized prior to contract award.
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Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
Cs Willingness to collect preliminary road condition data on I-89 northbound and M
southbound (approximately 60 miles each way) first.
Post-process -89 data as an initial step and deliver to the State Point of Contact
C5.1 for review and approval of the deliverable prior to proceeding with the balance M
' of the data collection. This will only be done during the first year of the
contract term.
ADDITIONAL SERVICES
DI1.1 Ability to provide LiDAR survey of the roadway network. P
D12 Ability to extract assets and provide asset inventory services (cataloguing, p
’ measuring, sorting, etc.)
DATA COLLECTION VEHICLE PROCUREMENT REQUIREMENTS
Base/Factory Features. All standard features shall be included along with the
E1 options listed below. Any additional options needed for the up fit of the M
Vendor equipment shall be the responsibility of the Vendor to order on the
chassis.
E11 Vehicle chassis shall be Ford Transit 350 (SRW) Passenger Van- Medium roof M
' 147.6” WB
E12 3. 7L (MY2019) 3.5L (MY2020) V6, naturally aspirated, gasoline. (NO M
‘ TURBO)
El.3 Automatic transmission M
El.4 White exterior M
El.5 Factory heating and air conditioning front and rear M
E16 Running boards or step sides to assist vehicle entry/exit on front doors and side M
‘ sliding rear door.
E1.7 High capacity up fitter switches M
E1.8 Cruise control M
E1.9 Power windows/power door locks M
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Req # Requirement Description M/P Vendor Response Vendor Delivery Method Vendor Comments
E1.10 | Spare tire with jack M
E1.11 | Class III trailer hitch and wiring M
E1.12 | Trailer brake controller M
E1.13 | Dual Alternators — Maximum amperage M
El1.14 | Heavy duty battery M
E1.15 | Auxiliary battery M
El1.16 | Windows in rear and sides shall be tinted M
E1.17 | Backup alarm installed on vehicle M
E1.18 | Backup camera M
E1.19 | Daytime running lamps M
E1.20 Seating — DriYer, passenger, anc&d2nd row sgating shall be installed. No other M
seats shall be installed behind 2™ row seating.
E1.21 | Vinyl floor throughout with rubber mats for driver and passenger seats M
E1.22 | Locking/Limited slip rear axle M
E1.23 | AM/FM radio with Bluetooth M
E1.24 | Sliding passenger side door M
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Req #

Requirement Description

M/P

Vendor Response

Vendor Delivery Method

Vendor Comments

E1.25

LED Amber lights

Whelen Edge Freedom IV Mini, part number NHDOTMIN shall be installed on
the roof towards the rear of the van. Whelen ION T-series linear LT Amber
light, part number TLIA shall be installed; Two (2) in rear bumper and two (2)
on lowest part of front grill. See pictures for illustration. ION T-Series shall be
powered by Whelen Smart-Logic flasher part number SLFLASH. Roof light
has its own flasher installed internally of the light bar. A Whelen photo cell part
number LCPHOTO shall be installed on drivers “A” pillar. Roof bar and smart
flasher low power option shall be wired into the photo cell. Lights shall be split
between two switches; front and rear. The factory up fitter switches 1 and 2 or 3
and 4 shall be utilized as the front and rear switches to turn on LED amber
lights.

E2

Modifications to interior and exterior to accommodate subsystems

E2.1

Interior insulation, finished walls, storage compartments, equipment racks, and
work spaces

E2.2

All Vendor and sub-vendor installed locking compartments shall be keyed
alike.

E2.3

Power inverter with breaker box and battery backup supply for equipment,
mounted and protected from environmental effects.

E2.4

Two auxiliary interior 12-volt electrical connections protected by reset-able
circuit breakers.

E2.5

Surge protection hardware to prevent damage to the vehicle and all subsystems

E2.6

All Vendor installed controls, gauges, indicators, pilot lamps, and switches
shall be mounted in one control panel and be permanently labeled to indicate
function and on/off positions.
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The control panel shall be ergonomically located for the operators and
E2.7 . ) . . M
positioned to avoid nuisance reflections.
£2.8 The operators shall be protected from injury due to mounts in the interior of the M
' vehicle.
Subsystem wiring — all Vendor installed and subsystem wiring shall be color
E2.9 coded or permanently labeled for identification and correspond to the M
contractor-supplied wiring diagrams.
£2.10 Subsystem wiring and any other wiring should be contained to prevent M
' entanglement.
E211 The full equipped vehicle should not exceed the vehicle manufacturer’s weight M
' capacity ratings.
Advertising of any kind is not permitted. The vehicle should be free of decals,
E2.12 | emblems, identification, logos, and advertising by the Vendor, sub-vendors, and | M
dealers. The standard identification of the vehicle manufacturer is permitted.
The Vendor shall not include the NHDOT in any advertising, photographs,
E2.13 | illustrations, or by reference. Inclusion on a list of customers as a statement of M
fact is acceptable.
E3 Operating conditions
The vehicle and all subsystems shall remain fully operational in ambient air
E3.1 . M
temperatures ranging from 32 to 120 degrees F.
The vehicle and all subsystems shall withstand storage at ambient air temps
E3.2 . M
ranging from 0 to 120 degrees F.
The vehicle and all subsystems shall remain fully operational at elevations
E3.3 . M
ranging up to 3000 feet above sea level.
The vehicle shall come equipped with a Longitudinal Profiler meeting the
E4 . . : . M
requirements listed in Appendix C.
E41 The system shall collect data continuously between operator-triggered start and M

end points.
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The system shall collect data continuously between photocell-triggered start
E4.2 . M
and end points.
E4.3 The system shall store all raw profile measurements, International Roughness M
' Index or Ride Number, at operator-selectable, preset intervals.
The system shall display summary measurements while travelling at highway
E4.4 . , M
speeds to allow the operator to monitor the system’s performance.
E45 The system shall simultaneously measure longitudinal profile, and perform all M
' functions while travelling between 15 and 70 mph.
The system shall meet the Class 1 requirements of ASTM E950 (current
E4.6 o M
edition).
The system shall meet the requirements of AASHTO M328-14, R57-14, and
E4.7 M
R56-14.
Profile shall be measured independently and simultaneously in the left and right
E4.8 . . . M
wheel paths using non-contact, wide-footprint laser sensors.
Accelerometers shall be biased to compensate for the acceleration of gravity
E4.9 and shall fully accommodate the range of vertical motions experienced by the M
vehicle.
The system shall be capable of measuring profile on pavement with an IRI
E4.10 . . : . M
range of 5 inches per mile to 1000 inches per mile.
B4 11 The system shall record elevation profiles for both wheel paths at highway M
’ speeds.
As the profiles are being measured, the system shall compute, report, and
E4.12 | record the IRI according to World Bank Technical Paper Number 46 for each M
wheel path based on a simulated vehicle speed of 49.7 mph.
As the profiles are being measured, the system shall compute, report, and
record the Ride Number roughness index by averaging the wheel paths. The
E4.13 | system shall be able to compute, report, and record the profile data for each M

wheel path separately. Computations shall be based on a simulated vehicle
speed of 49.7 mph.
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E4.14

The system shall have automated calibration and validation procedures,
including a bounce test to ensure the measured profile is unaffected by vehicle
motion and a static block test to ensure the profile amplitudes are accurately
measured. Calibration constants shall be computed automatically.

E5

The vehicle shall come equipped with a Distance Measuring Instrument (DMI)

ES5.1

The DMI shall inform the subsystems of the intervals between images and
sensor data acquisition and to provide locations relative to mile posts on the NH
State highway system.

E5.2

The system shall include automated calibration and validation for the DMI with
calibration constants computed automatically.

E5.3

The vehicle shall have a photocell pickup for triggering the start and stop while
calibrating the DMI system.

E5.4

The measured distance shall be accurate to 0.15% of actual length for speeds up
to 70 mph.

E6

The vehicle shall come equipped with an onboard GPS/GNSS to provide the
location coordinates of roadway features, including the beginning and end of
each road segment, and to provide information for creating maps.

E6.1

The system shall collect and store location data (latitude and longitude in
decimal degrees) referenced to NH State Plane (NADS83), and elevation data
referenced to NAVD 1988 associated with the images, sensor data, and mile
posts.

E6.2

The system shall record images, sensor data, and Northing and Easting to allow
the display of images and sensor data associated with the location entered by
the user.

E6.3

The system shall include capability of receiving satellite-based real-time
differential corrections.

E6.4

The system shall provide sub-meter accuracy for Northing, Easting, and
Elevation data.

E7

The system shall come equipped with a forward facing camera meeting the
requirements listed in Appendix C.
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The camera shall be activated at regular, operator-defined intervals as the
E7.1 . . M
vehicle travels at highway speeds.
E7.2 The camera shall be protected from the environment and from theft. M
E73 The system shall allow the operator to select the time or distance between P
' images.
The system shall gather, process for storage, display on the operator’s terminal,
E7.4 | and store the images for an operator-selected capture interval at highway M
speeds.
E7.5 | All images shall be stored in .jpeg format or other approved standard. M
Images shall present clear, undistorted, legible views, especially of sign
E7.6 | characteristics. Images will not be washed out or shaded due to light M
conditions.
£7.7 The camera will have automatic capability to compensate for changing light M
' conditions.
E78 The system shall provide clear magnification of signs and other roadway M
' features.
E7.9 The camera shall provide HD resolution (1080p) of all images. M
The camera shall provide a nominal horizontal field of view of 90 degrees from
E7.10 . M
the front of the vehicle.
All images, data, and information shall be referenced to the NH State Route
ES8 Identifier System by mile point along the road and displacement from the mile M
point.
The system shall carry an onboard database of NH roadway network including
E9 the SRI, the beginning mile point, the ending mile point, and other mile points M
for every continuous road segment.
E10 Vehicle procurement shall include an on-board computer. M
The computer shall include one installed and one duplicate, removable hard
E10.1 | drive for storing, transporting, and transferring image files and data to a desktop | M

workstation.
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E10.2 The onboard computer shall have the software, speed, and power necessary to M
' efficiently control and verify the operation of the subsystems.
The software shall preclude the overwriting of data files and provide a warning
E10.3 o . ) . M
when the storage medium is approaching maximum capacity.
The on board system shall run or be compatible with Microsoft Windows 10 or
E10.4 . M
above Operating Systems.

El1 All software shall be Microsoft Windows compatible. M
El11.1 | Onboard software shall provide real time display of roadway images. M
Onboard software shall provide real time graphical display of accelerometer
E11.2 . M

sensor data, laser sensor data, and vehicle speed.
Onboard software shall provide real time display of Northing, Easting,
E11.3 . . . M
highway, and mile point.
E1l4 Onboard software shall provide a real time display of vehicle location on a GPS M
' map.
E115 Onboard software shall provide a GPS map display with starting and ending M
' points.
E11.6 Onboard software shall provide menu-driven calibration of all pavement M
' measurement instrumentation.
E12 Vehicle procurement shall include a standard 3 year, 36,000 mile bumper to M
bumper warranty on the vehicle chassis, fully transferable to the State of NH.
Lump sum cost will cover software licensing, technical support, and software
updates. Technical support includes responding to technical questions, advice
E13 concerning system additions and enhancements, and assistance in evaluating M
system changes. The Vendor shall supply unlimited technical support via
email, fax, and telephone during the workweek between the hours of 7am and
5pm Eastern Time.
All Vendor-installed equipment and sub-systems, including items purchased as
E13.1 | “Options,” shall have full warranty coverage for 100% of the parts, labor, M

service, travel, and all associated costs for the duration paid for by the NHDOT.
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Warranty parts and workmanship shall be of the same or better quality as the
original Vendor-installed equipment. During the warranty period, the Vendor
shall commence physical repair within 72 hours of being notified of the

E13.2 | situation. Work performed by the Vendor shall not diminish the manufacturer’s | M
warranty coverage or adversely affect any emissions control system. Warranty-
related costs incurred by the NHDOT as a result of the Vendor installation shall
be charged to the Vendor.

E14 As an add-alternative option, the vehicle will come equipped with transverse P
profile measuring instrumentation.
Profile measuring instrumentation mounted to the front or to the rear of the data

E14.1 . . P
collection vehicle.

E14.2 | Profile spacing — adjustable, operator controlled. P

E14.3 | Transverse field of view — 13 feet P

E14.4 | Accuracy — within +/-0.12 inches of actual P
Summary data collected and recorded shall include average and maximum

E14.5 . P
values for each wheel path separately and combined.
The system shall include calibration objects used to verify the validity of the

El4.6 , o P
laser profiler’s calibration.

VEHICLE DELIVERY REQUIREMENTS
Fl The data collection vehicle shall be delivered within ninety (90) days after M

receipt of the order, but no sooner than July 1, 2020.

F1.1 The Vendor shall provide a minimum three (3) work days advance notice of M

delivery. No weekend or State holiday deliveries will be accepted.
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M/P Vendor Response

Vendor Delivery Method

Vendor Comments

F1.2

At delivery, the Vendor shall present:

1. The vehicle, including all required and agreed upon subsystems, in a
ready to use, fully fueled and fully operational condition;

2. Comprehensive, updated calculations of computer memory storage

requirements per lane mile for the vehicle;

Laser safety eyewear;

Unique tools and calibration objects; and

5. Two sets of an operator, calibration, service, repair, parts, and
procedures manual, schematics, and wiring diagrams for the vehicle.

naline

F1.3

The Vendor shall be responsible for all transport costs and liability. Transport
of the vehicle for delivery to NHDOT shall be by a trailer, flatbed truck, or
other means to avoid accumulating mileage on the vehicle.

HOSTED AND ON-PREMISE APPLICATION SOFTWARE REQUIREMENTS

Req #

Requirement Description

M/P Vendor Response

Vendor Delivery Method

Vendor Comments

TECHNICAL

Gl

Ability to access data using open standards access protocol (please specify
supported versions in the comments field).

Gl.1

Data is available in commonly used format over which no entity has exclusive
control, with the exception of National or International standards. Data is not
subject to any copyright, patent, trademark or other trade secret regulation.

Gl1.2

Web-based compatible and in conformance with the following W3C standards
to include but not necessarily be limited to, HTMLS5, CSS 2.1, XML 1.1. Also
reference http://www.w3.org/standards.

Gl.3

The Proposed Solution must use Graphical User Interface Technologies.

Gl4

The Proposed “Hosted” Solution must be web-based and, at minimum, support
Internet Explorer 11 compatible and support Chrome, Fire Fox, Edge.
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At the State’s discretion, vendor will provide access to authorized NHDOT
G1.5 | third parties through a secure log-in that meets NHDOT/NHDoIT M
specifications.

The Proposed Solution database shall be maintained for continuity and data

Gl.6 |. . M
Integrity.

G1.7 | The Proposed Solution shall accept data input by users with no loss of data. M

G1.8 | The Proposed Solution database shall have no loss of data. P

G1.9 The Vendor shall provide access to all the Proposed Solution data for reporting M
' purposes.

G2 The Proposed Solution shall adhere to all applicable State standards. M

The Proposed Solution shall adhere to the NHDoIT applicable information
G2.1 technology policies, standards, and best practices as outlined at M
https://www.nh.gov/doit/vendor/index.htm

The Proposed Solution shall meet NHDOT's performance requirements where
G2.2 | routine actions occur near instantaneous and optimization may occur over a M
couple of days.

IMPLEMENTATION AND ADMINISTRATION

The Proposed Solution shall incorporate the latest version of proposed

HI Software, as approved by the State. M

Hl1.1 Ability for users to operate the preferred version of the Software. P

Ability to carry out upgrades and patches with minimal disruption to

Hl.2 configurations or reports and at no cost to the NHDOT. M

The Proposed Solution will provide functionality to support privileges, roles

H2 M
and manage accounts.
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11 The Proposed Solution shall incorporate role-based access rights and M
' permissions.
22 System administrators will have the ability to manage (add, modify, delete) user M
' roles and permissions.
23 Ability for system administrators to hide or disable fields and buttons based on p
' user roles.
.4 Ability for system administrators to create roles for non NHDOT employees P
' such as contractors.
The ability to protect Personally Identifiable Information (PII) per state and
H2.5 M
federal law.
26 Ability for system administrators to view current licenses, users, and associated M
' roles.
3 The Proposed Solution will provide functionality to manage new users, M
turnover and new job assignments.
H3.1 Ability for system administrators to add, activate, deactivate/disable, reactivate, M
’ re-enable, user accounts.
Ability to redeploy licenses as people leave state service and to save existing
H3.2 data associated with that user. Proposals with unlimited licenses or concurrent M
licenses automatically meet this requirement.
3.3 Ability to reassign an employee to a different organizational unit without M
' affecting privileges or configurations.
Ability for the system to automatically disable user accounts that have not been
H3.4 P
used for a user configurable number of days.
H4 The Proposed Solution will provide functionality to support tracking user p

actions.
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4.1 Log all edits to system records for user accounts, and restrictions. The log shall P
' include but is not limited to recording user ID and performed action.
H42 Logging of edits to NHDOT requested fields within the system; log shall p
’ include but is not limited to field name, old value, new value, user, and date.
The system shall retain system logs including logs for users who have had
H4.3 .. . : P
privileges modified or who have been removed from accessing the system.
H4.4 Ability for administrators to view and access an audit log of what users have P
' done.
Logging of all system backup and restore processes. The log shall include, but
H4.5 . . . . P
is not limited to, recording user ID and performed action.
H4.6 Collection and logging of all system operational status and fault data. P
The system shall create a log entry including date (m/d/y), time stamp (H:M:S),
H4.7 o P
and username or user ID, whenever a user logs on or out of the application.
H5 The system will provide user friendly standard functionality. M
Ability for users to configure screens (such as reorder columns) and these
H5.1 P
preferences saved by the system.
H5.2 | Ability for authorized users to re-label fields. M
H5.3 | Ability to set up validations (for error checking). P
H5.4 | The system will provide spell check and text wrapping in free entry text fields. P
The system shall recognize keyboard commands including
ctrl+c = copy
H3.5 ctrl+x = cut M
ctrl+v = paste
H5.6 Help function that includes both user's guides and links to System manuals and M

internal business rule / procedures.
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Ability to provide reference documentation for version upgrades including
H5.7 . M
version release notes and known bugs.
H5.8 If an API is available, the vendor will provide access to it. M
UI shall support various monitor sizes and scaling window sizes and include
H5.9 . . e M
scroll bars for window view positioning when necessary.
H5.10 | Ability to print. M
H5.11 The system product will generate a pop-up notification to user if the user is p
' attempting to initiate more than one login session.
H6 The Proposed Solution will include testing environment functionality. M
HE1 Solution to include a testing environment comparable to the production M
’ environment to test upcoming software releases.
H6.2 | Ability for users to test batch updates prior to applying in production. P
H6.3 | Ability for users to troubleshoot issues. P
H6.4 | Ability for authorized users to update test environment using production data. P
H6.5 Ability to switch versions of software between proposed and current in test p
' environment.
H6.6 | Ability to use testing environment for training. P
H6.7 | No additional licenses shall be required to operate test environment. M
H6.8 The Vendor shall provide all system requirements (hardware and software) for M
' any “On Premise” application to be installed at NHDOT facilities
H6.9 The Vendor shall provide an Implementation Plan (hardware and software) for M

any “On Premise” application to be installed at NHDOT facilities
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H6.10 The Vendor shall provide an agreed upon Test Plan (hardware and software) for M
' any “On Premise” application to be installed at NHDOT facilities
APPLICATION SECURITY
Verify the identity and authenticate all of the system’s human users before
I1 allowing them to use its capabilities to prevent access to inappropriate or M
confidential data or services.
12 Enforce unique user names. M
3 Enforce complex passwords for all Accounts in accordance with DolT’s M
statewide User Account and Password Policy, to be provided at award
Encrypt passwords in transmission and at rest within the database and any
14 . o M
portion of the application.
I5 Establish ability to expire passwords after a defined period of time in M
accordance with DolT’s statewide User Account and Password Policy
16 Establish the ability to allow a user to request a password reset in the case M
where they have forgotten their password.
7 Provide the ability to limit the number of people that can grant or change M
authorizations
18 Establish ability to enforce session timeouts during periods of inactivity. P
The Proposed Solution shall allow an authorized user to determine which users
18.1 . P
are currently logged into the system.
18.2 The Proposed Solution shall be configurable to enforce session timeouts. P
19 The application shall not store authentication credentials or sensitive data in its M
code.
110 Log all attempted accesses that fail identification, authentication and p
authorization requirements.
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11 The application shall log all activities to a central server to prevent parties to p
application transactions from denying that they have taken place.
The application must allow a human user to explicitly terminate a session. No
112 . . . M
remnants of the prior session should then remain.
113 The application Data shall be protected from unauthorized use. M
The application shall keep any sensitive Data or communications private from
114 e . M
unauthorized individuals and programs.
115 Subsequent application enhancements or upgrades shall not remove or degrade M
security requirements, previous configuration, or functionality.
116 Utilize change management documentation and procedures
117 The service provider and the State will agree to how data will be shared.
TESTING REQUIREMENTS
Req # Requirement Description M/P I Vendor Response Delivery Method Comments
HOSTED APPLICATION SECURITY TESTING

J1.1

All components of the Software shall be reviewed and successfully tested to
ensure they protect the State’s web site and its related Data assets.

J1.2

The Vendor shall be responsible for providing documentation of successful
security testing, as appropriate. Tests shall focus on the technical,
administrative and physical security controls that have been designed into the
System architecture in order to provide the necessary confidentiality, integrity
and availability.

J1.3

Provide evidence that supports the fact that Identification and Authentication
testing has been recently accomplished; supports obtaining information about
those parties attempting to log onto a system or application for security
purposes and the validation of users.
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The Vendor shall be responsible for providing documentation of successful
1.4 access control and management of permissions for logging onto a computer or M
network.

The Vendor shall be responsible for providing documentation of successful
J1.5 encryption testing, supports the encoding of data for security purposes, and for M
the ability to access the data in a decrypted format from required tools.

The Vendor shall be responsible for providing documentation test results for
J1.6 Intrusion Detection; supports the detection of illegal entrance into a computer M
system.

Successful test results for the User Management feature; supports the
J1.7 administration of computer, application and network accounts within an M
organization.

Successful test results for Role/Privilege Management; supports the granting of

J1.8 e .. M
abilities to users or groups of users of a computer, application or network.

Successful test results for Audit Trail Capture and Analysis; supports the

J1.9 . . ) o . o . M
identification and monitoring of activities within an application or system.

Successful test results for Input Validation; ensures the application is protected
J1.10 | from buffer overflow, cross-site scripting, SQL injection, and unauthorized M
access of files and/or directories on the server.

Ensure the application has been tested and hardened to prevent critical
application security flaws. ( At a minimum, the application shall have
J1.11 successful test results for all flaws outlined in the Open Web Application M
Security Project (OWASP) Top Ten

(http://www.owasp.org/index.php/OWASP Top Ten Project))

Provide the State with validation of 3rd party security reviews performed on the
application and system environment. The review may include a combination
of vulnerability scanning, penetration testing, static analysis of the source code
and expert code review (please specify proposed methodology in the

J1.12
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comments field).
Prior to the System being moved into production, the Vendor shall provide

J1.13 | successful test results of all security testing to the Department of Information M
Technology for review and acceptance.
HOSTING REQUIREMENTS
Req # Requirement Description M/P I Vendor Response Delivery Method Comments
OPERATIONS

The Vendor shall provide a secure Tier 3 Data Center ( as defined by the
X1 Uptime Institute’s Tier Standard System ) providing equipment (including M
dedicated servers), an on-site 24/7 system operator, managed firewall services,

and managed backup Services.

The Vendor shall provide annual SOC 2 Type 2 reports for the term of the

KL contract. M

Vendor shall maintain a secure hosting environment providing all necessary
K2 hardware, software, and Internet bandwidth to manage the application and M
support users with permission based logins.

The Data Center must be physically secured — restricted access to the site to

personnel with controls such as biometric, badge, and others security solutions.
K3 .. . . M
Policies for granting access must be in place and followed. Access shall only be

granted to those with a need to perform tasks in the Data Center.

All hardware and software components of the Vendor hosting infrastructure
K4 shall be fully supported by their respective manufacturers at all times. All M
critical patches for operating systems, databases, web services, etc., shall be

applied within sixty (60) days of release by their respective manufacturers.
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K5 Vendor shall monitor System, security, and application logs. M
K6 Vendor shall manage the sharing of data resources. M

Vendor shall manage daily backups, off-site data storage, and restore

K7 . M
operations.

The Proposed Solution Vendor shall configure an automated system backup

K71 and restore procedures.

The Proposed Solution shall provide the ability to backup, purge, and restore
K7.2 . . . M
the database and virtual system images in an automated manner.

The Proposed Solution shall provide data management. For purposes of this
RFP, data management is defined as the development, execution and
supervision of plans, policies, programs and practices that control, protect,
delivery and enhance the value of data and information assets as defined by the
requirements documented herein. (source: DAMA Data Management Body of
Knowledge, DAMA International)

K8

The Proposed Solution shall share data dictionary, data catalogs (metadata) and

K8.1 schema diagrams that describes the data contained in the database schema. M

K9 The Vendor shall monitor physical hardware. M

The Vendor shall report any breach in security in conformance with State of
NH RSA 359-C:20. Any person engaged in trade or commerce that is subject
K10 to RSA 358-A:3, shall also notify the regulator which has primary regulatory M
authority over such trade or commerce. All other persons shall notify the New
Hampshire attorney general's office.

The Vendor shall be responsible for equipment, labor, and/or services necessary
K11 to set-up and maintain the internet connectivity to support access to the M
Proposed Solution at the Vendor hosting location.

The Vendor shall operate hosting Services on a network offering reasonable

K12 . . o
performance to meet the business requirements for the State application.
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For the purpose of this RFP, adequate performance provides users a reasonable
K121 experience free from lengthy page loads, glitches , etc. It is expected that the M
’ application be online and available for use during normal business hours ( M-F

9AM to 5PM) Any exceptions require prior approval from NHDOT

K12.2 | The Proposed Solution shall support the Licensing Requirements document. M

The Proposed Solution shall include scalable architecture to allow for an

K12. . . . . . M
3 increase in system capacity without performance degradation.

The Proposed Solution shall be accessible by remote users from android and

K124 IOS devices. P

DISASTER RECOVERY

Vendor shall have a mutually agreed to documented disaster recovery plans that
address the recovery of lost State data as well as their own. Systems shall be

L1 architected to meet the defined recovery needs. The recovery plan needs to M
clearly define the agreed upon Recovery Point Objective and the Recovery
Time Objective.

The disaster recovery plan shall identify appropriate methods for procuring
additional hardware in the event of a component failure. In most instances,
L2 systems shall offer a level of redundancy (N+1) so the loss of a drive or power M
supply will not be sufficient to terminate services however, these failed
components will have to be replaced.

Vendor shall adhere to a defined and documented back-up schedule and

L3 M
procedure.

Back-up copies of data are made for the purpose of facilitating a restore of the

L4 data in the event of data loss or System failure. M

Scheduled backups of all servers must be completed regularly. The minimum

LS acceptable frequency is differential backup daily, and complete backup weekly. M
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L6 Backups must be securely transferred from the site to another secure location to M
avoid complete data loss with the loss of a facility.

HOSTING SECURITY

M The Vendor shall employ security measures to ensure that the State’s M
application and data is protected.

All components of the infrastructure shall be reviewed and tested to ensure they

MI1.1 . M
protect the State’s hardware, software, and its related data assets.

Tests shall focus on the technical, administrative and physical security controls
M1.2 | that have been designed into the System architecture in order to provide M
confidentiality, integrity and availability.

The Proposed Solution shall keep any sensitive Data or communications private

MI.3 from unauthorized individuals and programs. M

The Proposed Solution datasets that contain sensitive information shall be

Mi.4 filtered and not copied or distributed from the system. M

If State data is hosted on multiple servers, data exchanges between and among

M2 servers must be encrypted. M

All servers and devices must have currently-supported and hardened operating
systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-

M2.1 e . . . M
malware utilities. The environment, as a whole, shall have aggressive intrusion

detection and firewall protection.

All components of the infrastructure shall be reviewed and successfully tested
to ensure they protect the State’s hardware, software, and its related data assets.
M3 Tests shall focus on the technical, administrative and physical security controls M
that have been designed into the System architecture in order to provide
confidentiality, integrity and availability.
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The Vendor shall ensure its complete cooperation with the State’s Chief
M4 Information Officer in the detection of any security vulnerability of the hosting M
infrastructure.

The Vendor shall authorize the State to perform scheduled and random security
M5 audits, including vulnerability assessments, of the Vendor’ hosting M
infrastructure and/or the application upon request.

All servers and devices must have event logging
Mé enabled. Logs must be protected with access limited to only M
authorized administrators. Logs shall include System, Application, Web and

Database logs.

Operating Systems (OS) and Databases (DB) shall be built and hardened in

M7 accordance with guidelines set forth by CIS, NIST or NSA M

The Vendor shall notify the State’s Project Manager of any security breaches

M8 within two (2) hours of the time that the Vendor learns of their occurrence. M

The Vendor shall be solely liable for costs associated with any breach of State
M9 data housed at their location(s) including but not limited to notification and any M
damages assessed by the courts.

SERVICE LEVEL AGREEMENT

The Vendor’s System support and maintenance shall commence upon the
N1 Effective Date and extend through the end of the Contract term, and any M
extensions thereof.

The vendor shall maintain the hardware and software in accordance with the
N2 specifications, terms, and requirements of the Contract, including providing, M
upgrades and fixes as required.

The vendor shall repair or replace the hardware or software, or any portion
N3 thereof, so that the System operates in accordance with the Specifications, terms, M
and requirements of the Contract.
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The State shall have unlimited access, via phone or Email, to the Vendor

N4 technical support staff between the hours of 9:00am to 5:00pm- Monday through M
Friday EST with no more than 1 business day response time to inquiries
As part of the maintenance agreement, ongoing support issues shall be

N5 o . M
responded to within 1 business day
An agreed upon, regularly scheduled maintenance window shall be identified

N6 (such as weekly, monthly, or quarterly) at which time all relevant server patches M
and application upgrades shall be applied.
The Vendor shall use a change management policy for notification and tracking

N7 o M
of change requests as well as critical outages.
The Vendor shall maintain a record of the activities related to repair or
maintenance activities performed for the State and shall report quarterly on the

N8 following: Server up-time; All change requests implemented, including M
operating system patches; All critical outages reported including actual issue and
resolution; Number of deficiencies reported by class with initial response time as
well as time to close.
The Vendor and State will mutually agree to all changes/updates and provide the

N9 State with training due to the upgrades and changes. Changes/updates will be M
presented to the State ahead of time within an agreed-upon time period.

SUPPORT AND MAINTENANCE REQUIREMENTS
Req # Requirement Description M/P Vendor Response Delivery Method Comments

The vendor will confer with the State regarding possible solutions to resolve

Ol . o . M
issues to maintain a fully functioning, hosted system.

The vendor shall make available to the State the latest program updates, general
02 maintenance releases, selected functionality releases, patches, and M
documentation at no additional cost.
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04

The Vendor shall provide configuration management documentation.

05

The Vendor shall be responsible to provide project user, technical, and system
documentation.

06

The vendor shall maintain a record of the activities related to warranty repair
or maintenance activities performed for the State

o7

For all maintenance services calls, the vendor shall ensure the following
information will be collected and maintained: 1) Nature of the deficiency; 2)
Current status of the deficiency; 3) Action plans, dates, and times; 4) Expected
and actual completion time; 5) Deficiency resolution information, 6) Resolved
by, 7) Identifying number i.e. work order number, 8) Issue identified by

08

The vendor must work with the State to identify and troubleshoot potentially
large-scale system failures or deficiencies by collecting the following
information: 1) Mean time between reported deficiencies with the software; 2)
Diagnosis of the root cause of the problem; 3) Identification of repeat calls or
repeat software problems.
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