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FINAL

DoIT - 08.11.2016 - v.2
APPLICATION SECURITY SCAN REQUEST FORM 

The assessment will allow developers the opportunity to ensure that the application deployed to production meets security standards and policies established by the Department of Information Technology (DoIT).  

Instructions:

Web Application Security Assessment’s initial, in-depth scan shall take place in a test environment prior to moving the application into production.   This is critical as parts of the scan may result in the application recording and logging events, sending emails, or adding data to the test database.  
Submit the completed form as well as the findings from the Application Security Procedure to the Web Services Division (WSD). 
Required Information:

Application Name:
     
Application URL:
     
Server environment (select one)   Development   Testing
 Production
Application Functionality:

Please give a quick synopsis of each distinct task within the application.

     
Application Access:
For each role/permission level in the application a test user account must be created for the scan.  Add as many accounts as necessary.

	Role/Permission
	Username
	Password

	     
	     
	     

	     
	     
	     


Application Interoperability:

If the application process flow(s) and functionality depends on the actions within another application please provide:

Application name and function(s):

     
The person(s) who can facilitate those actions
	Name (First and Last)
	Phone Number
	Email Address

	     
	     
	     

	     
	     
	     


Session Identifiers


  Cookies

  Parameters

Login URLs, specify all pages by their URL that contain login forms:       
Logout URL, specify the page by the URL where users go when logging out of the session:
     
Registration URL, specify the page by URL where a new user may register to use the application:
     
Change Password URL, specify the page by URL where a user may change password information: 
     
Contact personnel for questions regarding application:

	Name (First and Last)
	Phone Number
	Email Address

	     
	     
	     

	     
	     
	     


Does a test plan exist for this application?    Yes      No

if yes, please include some scenarios from the test plan to use in the scan

DOIT Job Number:       
Application Infrastructure

Server Operating System:
     
Web Server

     
Database Server
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