NATIONAL LEVEL EXERCISE 2012 ™



NLE12 Exercises

Information Exchange Exercise (national)
Mar 28-30, 2012, McLean, VA
COL Routhier — NHNG, along with 3 others from Rl & WI

Information Exchange Exercise (Region 1)
May 10, 2012, Boston, MA
Jen Harper, Scott Nichols, Leslie Williams, Wendy Pouliot, COL Routhier

Cyber Effects/Cyber Storm Exercise
Apr 25-27 2012, DC
No NH participation

Whole Community Cyber Event with Physical Effects
JUN 4-6, 2012; various locations
NH EOC / HSEM, National Guard

Eagle Horizon 2012 Continuity Exercise
June 19-21; various locations
No NH participation



Exercise 1
Information Exchange Exercise (National)

Unclassified

Participants

Intelligence Community
Federal Inter-Agency
National ISP’s & ISSP’s
Private Sector

States (NH, RI, WI)

Information Flow

SLA’s
Classification

Federal v. State v. Commercial



Exercise 1
Information Exchange Exercise (Region 1)

e C(Classified

e Participants

Region 1 DHS / FEMA

FBI Cybercrimes, Boston

Boston, MA & Providence, Rl law enforcement
Private Sector & Academia

Region 1 State Emergency Managers

Region 1 State Network Defenders

Region 1 National Guards

e Best Practices

Rhode Island Multi-Agency Cyber-Security Response Team
NERCPI Regional Catastrophic Coordination Plan
Cyber Disruption Response Annex



Exercise 2
Cyber Effects/Cyber Storm Exercise

Both Classified & Unclassified portions
Participants

— Intelligence Community

—  Federal Inter-Agency

— National ISP’s & ISSP’s

— National & Local Law Enforcement
—  States

Established Biennial Exercise incorporated into NLE12
Exercise National Cyber Incident Response Plan (NCIRP)



Exercise 3

Whole Community Cyber Event with Physical
Effects

Both Classified & Unclassified portions
Participants

— Intelligence Community

—  Federal Inter-Agency

— National ISP’s & ISSP’s

— National & Local Law Enforcement
—  States

Transportation & Utilities Sector Focus
Each participant focused on agency-specific objectives



Exercise 3
Whole Community Cyber Event with Physical

NH PreIimiEﬂcger%tiluick Look

New Hampshire Exercise Objectives

1. Assess how New Hampshire receives, processes, and
disseminates cyber incident and emergency response
information within the state and region.

2. Evaluate how applicable state agencies act on cyber
incident and emergency response information.

3. Test EMAC and International Emergency Management
Assistance Compact (IEMAC) processes and procedures in
the context of a cyber attack with physical effects.



Exercise 3
Whole Community Cyber Event with Physical

NH PreIimiEﬂcger%tiluick Look

e Participants
—  Federal
—  State
—  Local

e Strengths
—  DOIT skill level and proactive resolution of issues
— Quality of Intelligence and Information Sharing
—  Operational Coordination Procedures
—  Situational Awareness
—  Continuity of Operations in a Degraded Environment



Exercise 4
Eagle Horizon 2012 Continuity Exercise

Full-scale operational continuity exercise

All Federal Executive Branch Departments and Agencies
Basis of 2012 exercise — Significant Cyber Attack Scenario
Evaluated ability to operate in environment of degraded or
lost critical communications systems
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