State of New Hampshive

Department of Safety
Division of Fire Standards and Training and Emergency Medical Services
Richard M. Flynn Fire Academy
98 Smokey Bear Blvd., Concord, New Hampshire
Mailing Address: 33 Hazen Drive, Concord, New Hampshire 03305-0002

John J. Barthelmes Richard A. Mason
Commissioner Director
MEMORANDUM
TO: NH EMS Units

NH EMS Regional Chairs
NH EMS Hospital Coordinators

FROM: Michael Schnyder, BS, SSBB, NREMT-P

FST & EMS

Bureau of EMS
RE: Verifying Optimal Security Setting for Your Internet Browsers
DATE: April 14, 2008

On behalf of the New Hampshire Department of Safety, Division of Fire Standards and Training and Emergency
Medical Services (FST & EMS), we would like to take this opportunity to notify you about updating your TEMSIS
security settings.

The majority of the Trauma and EMS Information System (TEMSIS) users create patient care reports using the
Internet-based solution. Quite recently a number of news events have come into the light about the diligence
required to protect private information. After an expedited review of TEMSIS’ practices, we requested our software
vendor, ImageTrend, to develop a “best practices” document on Internet Browser settings.

We now ask for each EMS or Fire agency, hospital, and anyone who uses TEMSIS to set their Internet Browsers
to the maximal level to protect against potential threats. To assist everyone with this process, we took
ImageTrend’s work and divided it into three components:

e Best Practices for Microsoft Internet Explorer

e Best Practices for Mozilla Firefox

o An “expert level” document for those organizations with an established IT staff.

These documents will be located both on the TEMSIS (www.nhtemsis.org) and EMS Bureau’s websites
(http://Iwww.nh.gov/safety/divisions/fstems/ems/forms.html).

Please also take the time to review your overall current security practices to ensure that protected health
information (PHI) is at its the best. This ranges from the simple idea of not leaving a drop-off form on a counter to
storing PHI in secure location.

If you have any questions about Internet browser security practices, please contact ImageTrend at:
1.888.469.7789. For other questions, please contact the Bureau’s Research & Quality Management Section at
603-223-4226.
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Internet Browser
Best Practices

Updating your Security Settings for
Mozilla Firefox
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Introduction

 Any computer that is or may be used to access
patient data should conform to industry best
practices standards for security.

e QOutlined in the following pages are simple
changes to your Web browser recommended by
ImageTrend that increase the level of protection
of data, and improve the security on your
computer.
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Q) Fundamental

Mozilla Firefox
Configuration
Settings
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Fundamental Mozilla Firefox
Configuration

1. From the Tools menu in the top toolbar,

select Optlons...
Help

Web Search Ctrl+K ' . | @ N

L

Downloads Ctrl+) i Tabs Content  Feeds = Privacy  Security  Advanced
Add-ons E
Error Consol Step 2
froronsoe J| Remember visited pages for the last |9 days.
Page Info ]

E | Remember whatI enter in forms and the search bar
Clear Private Data... Ctrl+5Shift+Del 7| Remember what I've downloaded

Cookies

| Accept cockies from sites Exceptions...

2. From the Optlons - e |
£
(Gearow)

dialog box, select [| o
the PrlvaCy tab Always clear my private data when I close Firefox Settings..

| Ask me before clearing private data Clear Mow...

QK ] | Cancel | | Help |
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Fundamental Mozilla Firefox
Configuration

3. In the History section, deselect the
checkbox for Remember visited pages
for the last  days. == ==}

| 5% Ly
g

4. In the Private Data || = = o s oo s o
section, select the A e 0
Always clear my

private data when |
close Firefox

checkbox. Bt

| Remember what I've downloaded

oK ] | Cancel | | Help

\l
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Fundamental Mozilla Firefox

Configuration

5. In the Private Data section, click
Settings...

6. Select all the options for clearing
prlvate data [ Clear Private Data S

7 ' IiCk O K When I ask Firefox to clear my private data, it should erase:

#|: Browsing History

¥| Download History

| Saved Form Informaticn

\I
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Fundamental Mozilla Firefox

Configuration

8. From the Options dialog box, select
the Security tab. —u

9. In the Passwords | M o oo o

ti d I t 1 | Warn me when sites try to install add-ons E [
Section, aeseiect |
] | Tell me if the site I'm visiting is a suspected forgery Step 8

@ Check using a downloaded list of suspected sites

th e R e m e m be r 1 Check by asking | Google || about each site Ivisit
passwords for

i Remember passwords for sites

sites checkbox. L

Step 9 | Show Passwords... |

Warning Messages

Ch hich i tt hile b ing th }
WEEDSEW ich warning messages you want to see while browsing the F—

Ok l | Cancel | | Help |
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Fundamental Mozilla Firefox
Configuration

Pop up blockers may prevent pages
from loading as desired. These settings
can be changed in two ways.

N[/
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Fundamental Mozilla Firefox
Configuration

To change the settings at the time that a pop
up is blocked:

1. From the gold notification bar at the top of
the browser window, click the Options
button.

|| New Hampshire Trauma Emergenc... \

[X] Firefox prevented this site from opening 6 popup windows. Options | 3

2. Select Allow popups for
www.nhtemsis.org.

3. Click OK.

N[/
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Fundamental Mozilla Firefox

Configuration

To change the pop up settings at any time:
1.From the Tools

Options

Xg.
i i z
menu, select W DY e @ @
) Main Tabs Content  Feeds  Privacy Secunty  Advanced
Options. ® ‘\ (ecepion. |

/| Load images automatically

2 ) From the Optlons 7| Enable JavaScript |_A_d£anced... |
dialog box, click | ...
the Content tab. Default font: | Times New Roman |»| Size: | 16 || |Agvanci:ll---|

File Types

Configure how Firefox handles certain types of files | Manage... |

| (8].8 | | Cancel | | Help |

\I
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Fundamental Mozilla Firefox
Configuration

3. Make sure the Block pop-up
windows checkbpx IS selected.

Option

4. Click the W OB & & ©
- Main Tabs . Content { Feeds F'ri*.rar.:_}_r Securiff_',.r Advanced )
corresponding —— ——
] [¥] Blogk pop-up windows Sten 4 g (EiEiichi)
Exceptions... | =« g =
ed...

: Step 3
4| Enable JavaScript ;

button. e

Fonts & Colors

Default font: | Times Mew Roman E Sizes | 16 T| |Ag vvvvv d|

File Types

Configure how Firefox handles certain types of files | Manage... |

\I
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Fundamental Mozilla Firefox

Configuration

5. In the Address of the web site text
box, type the address of the website
for which to allow pop ups.
EXAMPLE: Type www.nhtemsis.org

6. Click Allow.
. Click Close.

8. To close the
Options dialog
box, click OK.

\l
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@ Allowed Sites - Popups EI@

You can specify which web sites are allowed to open popup windows, Type
the exact address of the site you want to allow and then click Allow.

Address of web site;




