March 12, 2014 - CLARIFICATIONS AND AMENDMENTS:

CLARIFICATION:

Section 5.3.1, Table 5.3.1-1 — Topics Requiring Narratives, Page 24 of 72 — The topic
titles that appear on Table 5.3.1-1 on page 24 do not correlate with the Topic titles on
pages 25 through 31. Please do not associate the titles in the table to the topic titles that
appear next to each topic on pages 25 through 31.

We have already clarified that Topics 1 through 10 are a maximum of two pages and
Topic 11 is unlimited.

CLARIFICATION:

Responces are required for all Topics appearing on pages 25 through 31. Separately,
responses are required for all topics on Page 24.

CLARIFICATION:

For those vendors who wish to review the State of New Hampshire’s IT Policy &
Standards, they are available below:

Reference to RSA, Laws and Regulations may be found at:
http://www.gencourt.state.nh.us/rsa/
http://www.gencourt.state.nh.us/rsa/html/i/21-r/21-r-4.htm
http://www.gencourt.state.nh.us/rsa/html/i/21-r/21-r-mrg.htm



http://www.gencourt.state.nh.us/rsa/
http://www.gencourt.state.nh.us/rsa/html/i/21-r/21-r-4.htm
http://www.gencourt.state.nh.us/rsa/html/i/21-r/21-r-mrg.htm
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Purpose:
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Accountability:

NHS - 10.04.2013 - v.1

SURELESS CUEST ACCESS POLICK

To establish uniform and secure guest access by siate and non-state staff utlizing state
wireless resources managed by the Department of Information Technology (DalT).

Guest wireless access will be provided only to guest users approved by an suthorized State
agency desipnes. All guest users must abide by the following conditions of nse:

The State assumes o responsibility for the safety of equipment or device
configurations, security, or data files resulting from connection to State guest access.
All accounts using the Guest wireless network mmst be created based on least privilege
and shortest duration. Start and end dates must be based on need with a system
maxinmm enforced doration in days based on account type.

Each agency is respomsible for the creation of the following accounts using a provided
self-service portal:

Agconnt Login Convention: Maximam | Personal Device
Type Created by Enforced | User Agreement
Duration Reguired
Genetic Guest Generic; Sponsor 1 Day Mo
Guest: Short-term Named: Sponsor 10 Days Ho
Guest: Long-term Named: Sponsor § Months Yes
Employes (BYOD) Named: Sponsor 1 Year Yes

Guest User Accounts mmst be created using the provided Spomsor Portal The Guest
muthentication policy confimwed mmst mest the 5pomsor Portal accounts for
suthentication.
Each apency will be provided a Sponsor Portal view that allows them to manage the
accounts created by that apency.
Accounts can be created up to ten (10) days in advance.
Al users of the Guest wireless network must:

= TFilize their accownt only for the purposes of connection to the Internet.

*  Arcept the usage apresment presented upon login and prior to connection.

s Be responsible for device setup and moubleshooting: no techmical assistance will

e prowided by DolT.
»  Be responsible to protect devices through anti-vims, perscnal firewalls, etc.
Notify the Azency when puest access is no longer required.

Gmﬂﬂmlspmﬁﬂdmﬁmgn:mnfmasﬁegﬂwdﬂsm
may be subject to periodic maintenance and unfoTeseen inteTruptions.
The State reserves the right to log usage, filter and/or block access to sites for secumity
TEASONS.
Network printing access is not available via guest wireless networks.
Any attemnpt to circumrvent State procedures or access unsuthorized resources, will
resulf in the permanent disconnection from the goest wireless network.
Mo smate-owned devices are permitted to access amy goest wireless solufion except in
cases where staff wireless is unavailsble af 3 state location In this case, access to State
resgurces must be done via the State-provided secure VEN.

All suthorized guest nsers of any state and'or agency wireless network shall adhere to this
policy. It is the responsibility of all apency bheads or their desizmes to enforce this policy.
Employess who do not comply with this policy shall be subject to disciplinary action as
outlined in the Administrative Fules of the Division of Personmel.
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Purpose:

Policv:

NHS - 10.26.2011 - v.1
DATA CTASSIFICATION POLICY

The purpose of this policy is to establish a uniform method of data classification to
safepuard data and promote compliance with state and federal lsws and repulations
including, tut not limited, FS5A Chapter 91:A MNew Hampshite's Right to Enow law
regarding the privacy and confidentiality of publicly cwned information  Although this
policy is applicsble o all state compufing systems managed by the Deparment of
Information Technelogy (DolIT), it is relevant to both digital and non-digital state data.

The classification of data determines the extent to which data should be secured to protect
the confidentiality, integrity and aswvailsbility of information  Dats classification
differentiates befween data which is openly disclossble to the public and that which is
hizhly confidential or privaie in natore.

Classifcafion, Each state organization is considered the data owmer of information within

their apency. Althouzh Dol T maintains an apency’s digital information, the data owner is
responsible for classifying data under their control into the following classifications:

Classification Description Examples
Inf: . shle o e Agmcylumnnmandhms,
Public peneral public with no resirictions Lu]m:t m.fu; mumumuni II]EIE_L

Ol ACCRSE Or usage access web sites

Information not disclosable to the | Data protected by B5A Chapter
Mon-Public public. Can be designated into the | 91:4
following categories:

Information critical to on-going Configuration standards; disaster
operations which should not be Tecovery plans; procedures;
I 1 copied, shared or removed outside | employment and raming

of the organization withouot program data

suthority. Also known as “For

Official Use Omly™ (FOUO) data.

Information for use by suthorized | Medical records, network

personnel only and not for disgrams, data protected by law
Bestricted circulation  Information protected | such as HIPAA; Personally

by federal or state repulations. Identifisble Information (FII);

Also known as “Confidential™ Federal Tax Information (FTI);

data. criminal history data

NOTE: Data classification within the Non-Puoblic classification refers to the most sensitive
component; when combining datssets of differing subcategories, the category sssizmed
nmst be equivalent to the most sensitive or restrictive category of any dataset.

Handline. The storage and handling of information is governed by the classification and
Non-Public categorization.

Classification | _Storage/Handling Transmission Destruction

Public o restrictions Mo restrictions Mo restrictions

- recommend directory
Non-Public | e to match

Cateporization
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Purpose:

Policy:

NHS - 12.08.2010 v.1

END-USER ACCOUNT AND PASSTWORD POLICY

The purpese of this policy is o estsblish uniform standards for the implementation and
management of end-user accounts used by the general public or apency constiments bo
access stafe applications. This policy does not apply to applications that uwse Actve
Directory for authentication and suthorization.

The user logim shall comsist of 3 mininmom of eizht (8) alphs-numeric characters. User
names must be unique; shared nser names are not permitted.

A password change will be required at initial login and sobsequently on an annnal basis.

The table below defines the password criteria and policy:

[Minimum password length

Eight (8) characters

Fazsword Format

Passorords mmst contain at least one:
» Tppencase character
» Lowercase character
»  Number

Password may contain non-alphabetic characters such as
@, & %!

When non-alphabetic characters are permitted, user
instroctions muwst clearly identify which charactess are
allowed.

It is recommended, but not mandatory, that passwords
ot contain

»  Any part of the user name

=  Dictionary words

» Eeyboard sequences

Maximum password age An age to be set within the application, not o exceed
360 days
Minimum password age An age to be set within the application, not to be less

tham zero () days

Enforce password history

A history to be set within the application, ot to be less
tham one (1)

Account Lockout Threshold

A thresheld to be set within the application, not to be
mare than five (5)

Reset Acconnt Lockout
Counmter After

Acconnt Lockout Duration

A reset counter o be set within the application, not to be

less than five (5) invalid atternpts
A lockowt duration to be set within the spplication, mot

to be less than five (5) mimies

Note: In the oveni the application wes Active Directory for authentication and
quthorization, then all user accounts and passwords shall comply with the starewide Ulser

Account and Password Policy.
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NHS - (4.02.2013 - v.2

ENTERPRISE SECURITY POLICY

Pu.rp-use: The pupose of this doomment is to define the statewide security policy to protect the State

Policv:

network resources and information systems managed by the Deparment of Informaton
Technology (DoelT).

Statewide and DolT policies, procedures and configuration standards definming techmical
management and operstional comirols are in place to ensure the confidentiality, imfearity,
and awvailsbility of state information rescurces. All devices and products procored mmst
meet current standards and be deployed in compliance with standards.

The following details key security components and requirements:

Nerwork Security. Network devices inchuding firewalls, introsion prevention systems (TP5),
routers, switches, wireless, and remote access solutions (IPSec and 551 VPN) nmst be
confizured o meet appropriate confizuration standards. Devices must be mamtained with
Cmment operating systems and signatores, and where possible, be confirured to block
potentially malicions and‘or unsuthorized traffic. Devices must be configured to feed imbo
the core Security Information and Event Manapement (SIEM) platform o allow traffic
agpregation and correlation in order to detect unuseal and'or unswthorized activities.

Interner Securify. Internet browsing is a primary mechsnism for the infroduction of
malicions code such 35 malware and viruses. An internet security platform pmst be
implemented snd maimtasined to reduce this exposure. Access to high risk security site
categories must be blocked except by approved exception. 5ite access will be based om
agency-defined business requirements snd as approved by an agency authomizer via the
posted Infernet access request procedure. Client-based safety rating tools implemented
mmst be confirured to block access to high rated, known malicious sites.  Access to
additional sites may also be blocked at the state edge based on security advisories.

Email Security. Email security mmst be implemented at the infemet edge sndior email
servers on all inbound and outhound email traffic. Inbound coverape mmst suwtomatically
reject email from untrested sources, confining vimoses or identified as malicious spam.
(Questionable email will be identified and quarsntined for user review, deletion or releasa.
The email securify gateway Dmst use an anti-vimes prodoct which varies fiom the client-
based solution.

Host Securrfy. Servers mmst be confipured to meet configuration and policy standards; be
maintained at the most owTent operating system and application level possible with relevant
patches, service packs and bot fimes; have services limited to only those required; have
administrative and user access accounts based on least privilege; and have required logging
enabled. The statewide vulnerability management system nmst be used to identify potential
vulnerabilifies and verify remedistion om a routine basis. On application servers, file

Application Securtty. Systems mmst mest all application security Iequirements. Security
mmst be addressed throughout the entire application life cycle from planning to deployment
inte production as defined in the Agency Software Division (ASD) System Development
Methodology (SDM) Coding mmst mest standards to reduce exposure such as cross-site
Client Secuwriyy. Client devices inchiding desktops, laptops, and other mobile amdior
peripheral devices mmst be confirured according to confizuration and policy standards and
be centrally mainmined with updated anti-vims and snti-mslware software to reduce
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Purpose:
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Reference:

NHS-05.29.2012 -V 2

EXTERNAL LINKING POLICTES

State apency websites chall estsblish and enforce explicit agency-wide linking policies
describing management controls for inking to external websites. These policies shall inclnde
ot just basic linking to external sites but also encompass any marketing or advertisement links.

To establish and enforce apency wide external linking policies.

The State of New Hampshire does not intend to support external websites that are open public
forams. For that reason links o external content on State of New Hampshire websites shall meet
clear business objectives of the agency and shall appropriately limit linking to information and
services to that which is necessary for the proper performance of agency fanctions.

Apgencies shall establich external linking policies that appropriately limit external linking tor
information and services to that which is necessary for the proper performance of an agency
fimction. The policy must inchide reasonable manazement controls to assure the external links
remain active or otherwise continne to provide the level of quality (nchiding objectivity, utility
and inteprity) s imtended by the apency and expected by visitors. Therefore, when an apency
determines external links are necessary, they mmst tske reasonable steps to ensure the
Presentation is acourate, relevant, timely and complete.

Apency links to commercial organizations and special interest proups present special challenges.
with respect to maintaiming agency objectivity and avoiding the sppearance of endorsement of
particalar products or viewpoints and thos st be used judicioushy.

Apgencies may inchide acknowledzements o parimers of program sponsors on their websites as
longz as the acknowledgement is made discretely and it is accompanied by a disclaimer that the
acknowledgement does mot constitube an endorsement.

Apencies that include a web directory with links to external websites nmst define the class of
enmtities that may be listed in the directory, permit anyone within that class to be linked and
disclose the criteria and procedures for requesting a link. Agencies should consult with the
Attorney General's Office before establishing any class of permitted entities that would allow
links to sites making political speech or which endorse or oppose particular public policies.
Web directories shall inchide a disclaimer that inclesion in the directory does not constimte an
endorsement.

When an agency website requires the use of particular software that a visitor may need o
download (e g. Adobe Acrobat Feader required for PDF files), the link to the download site may
be included The link shall be accompanied by 2 statement that the particular software is
requined.

This policy pertains to all State of New Hampshite apency websites and applications and to their
administrators. State agencies shall desiznate a staff member to be responsible for incerporation
of thic Policy. This responsibility includes the dissemination of any additional gpuidelines,
standards and complisnce monitoring reports to the appropriste staff. Appropriate staff
includes, but is not limited to, apency employess responsible for site administration of content
development as well as any consultant or vendor responsible for an agency website and'or
COntent.

It is the responsibility of each Agency Depariment Division/Buresu Chief or their designes o
enforce this policy.
IT Standards Exception Policy
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Purpose:

Policv:

NHS - 09.05.2012 - v.1

HOSTED SOLUTIONS POLICY

The pupose of this policy is to ensure fumctionsl and secure solutions for external cload-
based services and'or hosted solutions contracted by State agencies and reviewed through
the Department of Information Technology (Dol T).

Al external clouwd-based services and hosted solotions omst meet operational and security
requirements to protect the confidentiality, inteprity and availability of State information
These solutions are determined wvishle when there is a defined business justification,
idenfification and acceptance of nsk, and 3 determination of cost effectivensss.

The MNational Instinate of Standards and Technology (MIST) defines cloud computing as “a
model for enabling convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services) that can be
rapidly provisioned amd released with minimal management effort or service provider
interaction ¥ Cloud computing is typically determined feassible In instances where
computing services can be used to improve the efficiency of organizations with minimal
risk and at reduced cost.

Hosted solutions are when a contracted entity procares the hardware and software necessary
to meet 3 business need, and is respomsible for all day-to-dsy management Hosted
sohofions are typically used to reduce startup costs associated with a solufion amd IT
resgurces required to maintsin a sohrtion.

The following checklist mmst be included and addressed in all confracts for external cloud
computing services and‘or hosted sohifons:

Tiem Contract Bequirements
»  Availability percentape must excead 90 9%
Avwailability »  Must specify how perceniaze is caloniated

»  Must specify compensation if awvailsbility fails

If the coniract is terminated either by the vendor or the State,
Data Preservation the vendor mmst be obligated to preserve data and provide it
to the State in an agreed upon format within S0 days.

Dedicated data center facility at specified location

Facility with redundant, tested disaster recovery site

Video surveillance of facility and perimeter

Humidity and tempersiure controel

Faised floor

Physical UPS and penerator system with on-site fisel storage of a
minirmm of 3§ hours for the zenerator

Fire detection and suppression systems

Equipment and systems in access-conirolled areas

Facility designed to withstand environmentsl damage

such as from fire, floods, and bwmicanes.

Asset manazement sysiem in place

Backpround checks required
Physical and electronic access based on least privilege

Parsonnel
Sizmed computer use apreement, Tefreshed anmoalty

Cybersecarity swareness training, refreshed annually
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NHS - 06.01.2012 - v.1

INFOEMATION RISK MANAGEMENT POLICY

The purpose of this dorument is to define a umiform and effective information sk
manazement policy for State systems and information.

Information risk management plays a citical rele in protecting State’s information assets by
allowing risk informed decisioms at the orpanization buosiness process, snd information
system levels  An ongoing, holistic effort is required to identify, analyze, and take mitigative
steps 1o reduce risk to an acceptable level in people, process, and technolopy components of
State information systems.

Rick management should be routinely conducted by each spency based on information system
classification in consideration of comfidemtiality, integrity, and awvailsbility factors. Risk
assessment, 3 key component of risk management, should be conducted bi-anoually on all
State systems contzining confidential dats or at a frequency dictated by regulatory
requirements.  For example, Payment Card Industry (PCI) environments require an annaal
risk assessment.

Assessments should be led by the agency Information Security Officer (IS0) or designes and
hewe participation by appropriate system leaders and key stakeholders. Findings chould be
discussed with agency management, and recommendations presented to, and approved by, the
agency Commissioner prior o implementation

Comprehensive risk management requires collaboration between State apencies as the data
owners and input from the Department of Information Technology (DolT) as the technology
resgurce cusiodians.  Omgeing bi-directional information and commmmications flows are
required for sk manapement activities o work efficiently and effectively.

The referenced information classification matrix, risk assessment template and all other
supporting information, such as system dooomentation and sorvey respomses, should be
retained at the agency by the IS0 or designes.

It is the responsibility of each Agency Head or designee to endorce this policy. Employess
who do not comply with this policy shall be subject to disciplinary action as cutlined in the
Administrative Fules of the Division of Personmel

Information risk manapement plays a critical role in protecting State’s information assets.
Information Risk 4 ssessment Procedure

Information Classification Matrix Template

Risk Assessment Template

System Management Survey
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NHS - (4.02.2013 - v.4

IT STANDARDS EXCEPTION POLICY

The purpose of this policy is to acknowledge that in certsin specific instances a sifuation
may exist where an agency, based on the unique characteristics of its mission and fimancial
siuation, could be unduly burdened by the enforcement of specific IT standards, policies
and procedures. In these cases, an exception to this policy can be requested.

Exceptions to IT policies and procedures are only zranted when the agency demomstrates
that enforcement of a specific policy creates a substantial burden om the agency. The
exception mmst oot create sn undue nsk to the apency, the Smte or the State’s IT
infrastmciure.

Exception Requoesis:

The Agency Head or desirnee of an azency seeking an exception mmst make 3 written
request to the Department of Information Technology (DolT) Chisf Information COfficer
(CIHO) or send an email request to CIOApprovalimdoit nh gov that:

Clearly defines the policy or procedare to which an exception is sought.
Specifies who and'or what devices an exception is being requested.

Diemomsirates that enforcement would reate a substantial burden on the agency.
Diemonstrates that the exception will not create undoe risk to the agency or the State
Contains an affirmative statement that the Apency Head considers the benefit of the
exception to outweigh any ricks created by the exception and is willing to accept the

B L pd

Approved exceptions no longer required due to 8 change in business and'or employes
requirements mmst be reported to Dol T-Sequpjtv@doit ph 507 so the exception can be
updated and closed

Al sothorized wsers of any state and’or agency network mmst adhere to this policy.

It is the respomsibility of all Agency Heads or designee to enforce this policy. Employess
who do not comply with this policy shall be subject to disciplinary action as outlined in the
Administrative Fules of the Division of Personmel]

Any exceptions granfed shall be reviewed by the DolT IT Security Group (ITS5G) as

necessary based on the nature of the exception to determine if the cmment circumstances
warrant the continnation of the exception

This policy serves to protect state networks at the same time zive the agency the svenue to
Tequest eException.
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NHS - 12.05.2011 - v.6
MOBILE DEVICE SECURITA FOLICY

PIIIP-DGE: The porpose of this policy is to establish safepuards for the use of state-owmed mobile
computing and portsble media storape devices serving to protect state data, networks, and
applications.

Policy: Mobile computing devices inchude laptops, hand held computers, personsl digital assistants
(PDAs), smart phones and portsble media storape devices inchoding, but not limited to,
flash memory (memory sticks), flash cards, portable hard drives, and MP3 players.

Mobile technologies are expanding in capability while declining in cost, increasing their
popularity and wse by varying types of mobile workers. Although these devices offer
mobility conveniences and provide productivity benefits outside of the workplace, they
introduce a8 security risk. (Given their small size and portsbility, key security concems
This policy will define the physical and data security messures estsblished to mitizate the
risk of exposure and/or loss of business and confidential state agency data

Mobile devices will only be provided when business justification and agency head approval
is provided. An inventory of all mobile devices must be maintained with decumentation by
the respomsible agency om 8 routine basis. The theft or loss of mobile devices nmst be
reported immediately. Bdobile devices are subject to penodic policy compliance madits by
the Depariment of Information Technology (DelT.) The use of personal mobile devices is
prohibited.

Conirolled physical access is the best defense to protect data stored on mobile computing
devices. Users assirmed mobile devices mmst abide by the following physical security
TRquiremeTnis:

1. Device nmst be used only by the assigned employee; devices are not to be given to
or used by any other state employee or other person.

1. Device mmst contsin only data limited to what is required and snthorized.

3. When not in use, devices mmst be stored in 4 secure environment to minimize the
rizk of theft or unanthorized nse.

4. Device must not be left unattended in insecure areas where msuthorized acoess is
possible.

5. Care should be taken when using devices in public areas where unsuthorzed
viewing is possible.

6. Device must be “5Shit Down™ when not in wse. Device must not be lefi in
hibernate, suspend or sleep mode and should only be left in password
locked screen saver mode when in 8 secured area.

7. Internal and external access to state network resources requires the use of a secure
VPN connection or other approved access sohifion

All mobile devices will be confizured maintamed with the following for safesnarding data:

1. Operating systems omst be maintmined with vendor patches and updates.

2. Omly approved software should be loaded Unsuthorized software, such as games
and online download prozrams for mmsic and video, are oot permitted to be
downloaded as this software can lead to the mivoduction of vimses, spyware and
malware as well as negatively impact device performance.

3. Login passwords are required Do mot select “remember™ password opton.
4. Functional options not needed should be dizabled such a blue tooth.
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NHS - 06.19.2013 - v.4

PERSONATLY OWNED DEVICE POLICY

The purpose of this decument is to establish the statewide policy for the use of personally
owned devices by authorized users on state owmned and operated networks. This policy
sErves fo protect state networks, applications and data.

Persomally owned devices inchade, ot are nmot limited to, deskiops, laptops, printers,
personsl digital assistants (PDiAs), smart phones, tablets and storage devices such as flash
memory (memory sticks), flash cands, portable hard drives, MP3 players and other
peripherals that may connect to a PC or laptop.

As the use of smariphones and tshlets grow in popularity, the demand to use these devices
in the workplace has sizpificantly incressed. This use, referred to as Bring Your Cwm
Device (BYOD), provides mobile productivity advantazes and incresses user satisfaction
Several plaforms have beem implemented fo support the uwse of BYOD devices im

N i whils minfmizine Hck Tt inclnd

1. A mobile device management platform to allow secure access to state email by
creation of 3 secure containe fo separate business and personal data

2. A puest wireless network that prowides Internet access while at the same time
prohibiting access o the State’s data resources

The use of all personally owned devices must be approved by execution of the referenced
Persomal Device User Apreement. The Department of Information Technolozy (Dol T) will
neither install mor provide support for any persomal devices connected to staie networks,
with the exception of the creation of applicable accounts. Approved BYOD devices are
still treated as personal devices and are not considered ‘managed” with DolT support.

The use of any personally owned device accessing state owned equipment’networks not
specifically approved is prohibited unless suthorized a5 noted sbove.

This policy applies to suthorized wsers connecting to state networks in any manner; via a
state-owned computer at their nommal workspace or remotely via an Internet-provided
Virmzal Private Metwork (VPN) or disl-in Access fo state resources via a3 smte-owned
smartphone device must use secure VPN access. Devices should not be setup as MiFi My
'Wi-Fi) hotspots which provide access by additional devices.

All authorized wsers of any state and’or agency network shall adhere to this policy.

It is the respomsibility of all apency beads or their desipmes to enforce this policy.
Employess who do not comply with this policy shall be subject to disciplinary action s
outlined in the Administrative Fules of the Division of Personnel.

This policy serves to protect state networks from vimses and other potential security
intrusions in addition fo ensuring the security of confidential state data.

IT Standards Exception Policy
Persomal Device User Apresment
Mobile Device Secarity Policy
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NHS - 1.04.2013 -v.1

PORTS AND SERVICES POLICY

:  The purpose of this policy is to define the handling of ports and services at the state

network edge via firewalls managed by the Deparmment of Information Technology (Dol T).

Firewalls provide crtical protection of state network resowrces. Firewall standards define
the configuration, access snd management requirements of firewalls based on the State’s
To strengthen the security posture of the state network, suthorized ports and services for
inbound and outhound traffic have been identified snd dooomented in the referenced Ports,
and Services Awthorzed List. Inbound and owtbound traffic not expressly permitted by the
firewall shall be blocked as unnecessary ports and services that expose the state network to
external attack and coniribute to unnecessaTy network affic.

Applications rely on ports and services, so when developing new applications or planning
for major application updstes, developers must identify all ports and services required and
comply with the authorized list to the extent feasibly possible. Ports and services required
that are not on the approved list oost have a fimctional and fechmical justification sobmitted
for approwval prior to the application and'or updates being put into production.

The Infrastrocture Change Request (ICE) mmst contsin the required ports smd services
along with the date of the approved request in the Secure Field on the ICE. ICEs without
this informaton will not be approved.

It is the respomsibility of all amency heads or their desipmee to enforce this policy.
Employess who do not comply with this policy shall be subject to disciplinary action as
outlined in the Administrative Rules of the Division of Personnel.

This policy serves to protect State network resources, systems and data.

- Firewall Configuration Standards (internal)

Poris and Services Authorized List (formerly PCT Services and Ports Authorized List)
Ports and Services Fequest Procedure

Ports and Services Fequest Form

IT Standards Exception Policy
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Purpaose:

NHS - 12.19.2011 - v.6
REMOTE ACCESS POLICY

The purpose of this policy is to define standards for requesting remote access and utilization
of the State’s network resources. This policy applies to remote sccess Connections used to
conduct business on behalf of the State of New Hampshire, inchuding application access,
reading or sending e-mail and viewing infernet'iniranet welr resources. This policy does not
apply to publicly accessible State of NH websites, including those sites that support access
to state respurces such as e-madl

Employess nmst request remote access from their immediate supervisor and receive agency
approval from their Apency Head or desipnee and the Deparmment of Information
Technology (DolT) Chief Information Officer (CI0). Access gramted is for business nse

Femote access includes requests for terminal senvices and Bemote Desktop Protocol (BDE)
used o access devices in 3 remote control mammer. Users connecting remotely imbo
Payment Card Industry (PCIL) environments mmst utilize the desipnated Two Factor
Authentication (TFA) sohution along with the state provided VPH.

Femote access aocounts will be issued only to individuals; generic and'or shared acooumts
are not allowed without an approved exception

It is the respomsibility of Mew Hampshire State employess, contractors, vendors and agents
with Temote access privileges to the Staie's network o ensure that their remote access
commection is given the same consideration as the wser's on-site connection. When remote
access is mo longer required, 8 request to remove the account must be submitted.  Fequests
for non-state remote access nmst specify an account start and end date. For vendor access
to PCI environments, accounts should be ensbled only during the time period needed and
accounts should be monitored when in use.

Femote access/VPH software mmst be kept in possession of the authorized user and canmot
be distritmied to any other person. Passwords nmst not be shared with anyone at the remaote
location, whether at home or while traveling

Usars nmst be physically present at the computer when remotely comnected If remote
work is idle or the computer is left unattended the user mmst exit and log out of all
applications and discommect the session.  Computers should not be accessible by others. An
inactivity timeout, as specified in the referenced configuration standards, is implemented
When using dial-in to the State, the time spent connected pmst be imited o what s
necessary as there is a per-mimute charge for each mimrte connected to the phone line
whesther idle or not.

Femote access is only guaranieed to the extent that the State will ensure availability of the
phone lines or the Internet components necessary for 3 VPN comnection  The use of non-
Smate-supplied equipment is not allowed Mo support for the use of these devices will be
provided.

Managerment staff can monitor remote access wsape; monthly nsage reports are ComMmon.

The Department of Information Technology (Dol T) has the right to revoke the privileges of
the remote aCCESS acCoumnt at amy Fiven time if this. policy is violated.
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NHS - 10.18.2012 - v.2

SOFTWARE CONFIGUEATION MANAGEMENT POLICY

Accountability:

Description:

Reference:

: To establish a common and mniform policy regarding software and application confizuration

manazement documentation for all intemal or external state developed software products

where they are supported by the Department of Information Technology (DolT) or contsin
state assets nilized in support or adminisiration of DolT business parmers.

: Software Confipuration Manapement (SCM) imvolves identifying the confiruration of the

software (ie., selected sofiware work products and their descriptions) at Ziven points in time,
systematically comtrolling changes to the confisuration through the use of version control and
check-in‘check owt processes, and maintzining the inepnty and taceability of the
configuration throughout the software life cycle. This policy requires all new, changes and
modifications to any existing software, application or code be recorded and handled in a
Consistent mannet ina central repository managed by DolT. . The work products placed under
SCM include the software products that are delivered to the oostomer (e.g., the Sofiware
Development Methodology (SDM) dooumentation and the software code) znd the items that
are idemtified with or required to create or manage these software products (eg., the
compiler).

It is the responsibility of each Apency Head or desipnee to endforce this policy. Employees
who do not comply with this policy shall be subject to disciplinary action s outlined in the
Administrative Bules of the Division of Personmel.

SCM is crifical o ensure that all new, changes and modifications to any existing software,
application or code is recorded and handled in a consistent manner.

Harvest Dacumentation Standard

Change Management Control Standards

ASD Systemn Development Methodology (SDM)
IT Standards Exception Policy

Aprlication S it Poli
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This policy is not posted due to secunity concems. If you would like to make a request to view
the complete policy document. please e-mail Dol T-Secuntvidoit ph ooy
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WEE AND MOBILE ARELICATION ACCESSIBILIIL DOLICY

Purpose:

Policv:

Accountability:

Description:

Accountability:

To estsblish a common and uniform policy for all State of Mew Hampshire agencies fo ensure
that all web and mobile applications are accessible to disabled wsers_

Al New Hampshire State agency web and mobile applications shall comply with Title IT of
the Americans with Disabilities Act, and be consistent in desien and navigation with Section
508 of the Rehabilitation Act of 1973,

This policy pertains to all State of New Hampshire agency web and mobile applications and
1o their administrators.

Smate apencies shall desiznate a staff member to be respomsible for incorporation of this
Policy. This respomsibility inclades the dissemination of pguidelines, standards and
complisnce monitoring reports to the appropriate staff. Appropriste staff includes, bat is not
limited to, azency employees responsible for site adminisiration or content development as
well as amy consultant or vendor responsible for an agency web or mobile spplication and'or
confent.

The Web Services Division (W5SD) within DoIT will regularty monitor all agency web and
mobile applications for Section 508 complisnce and will send a monitor report o the apency
staff member desipnated as respomsible for the incorporation of this policy. It shall be the
responsibility of the agency to ensure its web and'or mobile application is in complisnce.

Employess who do not comply with this policy shall be subject to disciplinary action as
outlined in the A dministrative Fules of the Division of Personnel.

The enactment of the Americans with Disshilities Act of 1990 (ADA) protects Americans
with physical or mental dissbilities from discimination There are five sections to the ADA:
Employment, Public services, Public accommodstions and services operated by private

In 1998, Conpress amended the Fehabilitation Act to require Federal agencies to make their
electromic and information technolery accessible o people with dissbilities. Inaccessible
technology interferes with an imdividual's ability to obtain and wse information quickly and
easily. The passing of Section 508 eliminates barmiers in information technology, o make
available new opporunities for people with disabiliies and to encourage development of
technologies that will help achieve these goals. This policy requires all state agencies to
comply with Section 508 when they develop, procore, maintain or use elecironic amnd
information technology. Under Section 508 (29 US.C. © 7944d), agencies nmst give disabled
employees and members of the public access to information that is comparable to the access
available o others.

This policy pertains to all State of Mew Hampshire agency web sites and applications and to
their administrators. State agencies shall desiFnate a staff member to be responsible for

incorporstion of this Policy. This responsibility inchides the dissemination of amy additional
puidelines, standards and complisnce monitoring reports to the appropriate staff. Appropriate
staff includes, ot is not limited to, agency employees responsible for site adminictration or
content development as well a5 any consnltant or vendor responsible for an agency Web site
and/or content.
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Purpose:

Policv:

Accountability:

Description:

NHS - 10.30.2007 - v.4

To estsblish a common, uniform policy for all State of New Hampshire web sites regarding

In the State of New Hampshire, laws exist to ensure that government is open and that the
public has access to appropriate information obtained and held by the povernment. At the
same fime, the State recogmizes that persomal mformation collected by the State shounld be
used only for the purpose for which it is collected Except as muthorized by law, such
information will not be disclosed o other persons or organizations. Therefore, it is the
policy of the State of New Hampshire that all personal information collected by state
agency web sites shall be subject to the following principles:

»  Electronic igfbrmation - information collected and held electromically shall be afforded
the same protection as non-slectromic informaton;

»  Collection gf parsonal igformanion - the collection of personal information shall be
limited to and consistent with the requirements of the government program or actvity;

» L of persomal imformation - individoals chall be informed as to why information s
being collected and howr it will be used;

» Disclosure of personal oybrmation - disclosure of information shall be limited o the
purpose for which it was collected unless otherwise authorized by law; when practical
and provided by law, information may be obtained from other povernment entities;

®  Accass fo parsonal igformation - individuals shall be allowed a Teasonable opportonity
to obtain access to their personal information and to ensure that it is comect;

»  Securily precautions - reasonable precautions shall be taken o ensure the security of
personal information.

» Al state agency web sites shall provide information about the State of New
Hampshire's Wieb Site Privacy Statement.

This policy applies to all state agency web sites. It is the respomsibility of each agency to
enforce this policy.
Web Site Prvacy Statement information can be found at:
hitp-‘'www nh =ovdisclaimer i) inchading:
Information about users the State of New Hampshire collects through its web sites
Public Disclosure
Cookies, Security, Disclaimer and Contact Information
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Purpose:

Policv:

NHS - 10.4.2013 - v.6
JIRELESS ACCESS TOLICK

To establish a common and wniform policy regarding the acquisition, installation and use of
wireless networks to access state network resources by state and non-state persommel.

Wireless is 4 method of commmunication withowt 2 physical connection. Wireless technologies
can be used o commumicate and transfer data to primters and other devices within buildings, in
addifion to providing commectivity for mobile devices. All wireless devices capable of
laptops, smart phones, Personal Diigital Assistants (PDAS) and printers.

Wireless networks are not a replacement for wired networks. The purpose of wireless
networks is to extend the wired network. Wireless networks have less bandwidth capacity
than wired.

All devices capable of wireless commmmications, whether mobile or not, commecting to any
state network from within or external to the state network, mmst be muthorized by the agency
head or desipmee Wireless networks provided for staff and guoests should mot be used to
transmit semsitive data, nor should they be commected to systems which transmit or hold
sensitive data. Wireless access should be dissbled when not required

All Wireless Local-Area-Metworks (WLAN) mmst be reviewed and approved by the DolT
software, comply with confizuration standards, and be registered with the DolT. Wireless
Access Points (APs) and Base Stations are subject to periodic audits by the DolT.

Wireless networks are prohibited within Payment Card Industry (PCI) environments. In the
event a wireless network is muthorized, it nmst be separated fom the cardholder data
environment by a firewall which must be confizmred to demy or control (f such traffic is
necessary for business purpoeses) any traffic fom the wireless emvironment into the cardholder
data environment

Al wireless MNetwork Imterface Cards (WNIC) purchased for wse in state-owmed laptops or
decktop computers nmst meet the wireless NIC procurement standard amd be suthonzed by the
DwlT. All wireless NICs must use recommended security confipurations. Wireless NICs are
subject to periodic andits by the DolT.

Al wireless data conmections to state network resources, whether internal or external nmst be
made via the agency spproved and state-supplied secure Virmal Private Network (VEN) a=
specified i the Remote Access Policy. All wireless devices mmst use encoypied traffic and
support 8 hardware sddress that cam be repistered and tacked. The wse of wnsuthorized or
mmsecored wireless commmmication mechsnisms to conmect to state network resources is
probibited.

The wireless access user mmst comply with all applicable policies, inclading ot not limited to
those referenced below. They must immedistely report o their manager amy incident or
suspected mcidents of unauthorized access and/or discloswe of company resources, databases,
networks, and any other related components of the orzanizaton’s technology infrastruciure.
The wireless access nser also agrees to and accepts that his or her access and’or conmection fo
the State’s networks may be monitored o record dates, times, duration of access, data types
and vohomes in order o identify unusual usage patterns or other suspicious activity. As with
in-house computers, this is done m order to identify accounts'computers that may have been
compromised by external parties.
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