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	HOSTING-CLOUD REQUIREMENTS

	State Requirements
	Vendor

	Req #
	Requirement Description
	Criticality
	Vendor Response
	Delivery Method
	Comments

	OPERATIONS

	K1.1
	The Vendor shall maintain a secure hosting environment providing all necessary hardware, software, and Internet bandwidth to manage the application and support users with permission based logins.
	M
	 
	 
	 

	K1.2
	State access will be via VPN or Internet Browser
	M
	 
	 
	 

	K 1.3
	At the State’s option, authorized third parties may be given limited access by the Vendor to certain levels of the State’s system through the VPN or through a separate network connection that meets the Vendor’s specifications.
	M
	 
	 
	 

	K 1.4
	The browser version must adhere to the current State of NH standard at the time of implementation, which is currently Internet Explorer 9.  The State of NH does not support Flash or Java.  The desktop version must be compatible with the current State of NH standard operating system, which is Windows 7 64-bit.
	M
	 
	 
	 

	K 1.5
	The State will be responsible for equipment, labor, and /or services necessary to set-up and maintain the internet connectivity at the State and/or other third party sites.
	M
	 
	 
	 

	K 1.6
	The Vendor will not be responsible for network connection issues, problems or conditions arising from or related to circumstances outside the control of the Vendor, ex: bandwidth, network outages and/or any other conditions arising on the State’s internal network or, more generally, outside the Vendor’s firewall or any issues that are the responsibility of the State Internet Service Provider.
	M
	 
	 
	 

	K 1.7
	The Vendor shall provide a secure Class A Data Center providing equipment (including dedicated servers), an on-site 24/7 system operator, managed firewall services, and managed backup Services.
	M
	 
	 
	 

	K 1.8
	Data Center Air Conditioning – used to control temperature and humidity in the Data Center. Temperature ranges shall be between 68 º and 75 °F.
	M
	 
	 
	 

	K 1.9
	Data Center Humidity shall be non-condensing and be maintained between 40% and 55% with a maximum dew point of 62 °F.
	M
	 
	 
	 

	K 1.10
	Data Center Backup Power – uninterruptible power supplies shall be sized to sustain computer systems and associated components for, at a minimum, the amount of time it takes for a backup generator to take over providing power.  Where possible, servers shall contain redundant power supplies connected to commercial power via separate feeds.
	M
	 
	 
	 

	K 1.11
	Data Center Generator – shall be sufficient to sustain computer systems and associated components for, at a minimum, the amount of time it takes for commercial power to return.  Fuel tanks shall be large enough to support the generator at -full load for a period not less than one and a half (1 ½) days of operation.
	M
	 
	 
	 

	K 1.12
	Data Center Floor – A raised floor is required for more uniform air circulation in the form of a plenum for cold air as well as to provide space for power cabling and wetness monitoring.
	M
	 
	 
	 

	K 1.13
	Data Center Fire Protection System – fire detectors in conjunction with suppression gaseous systems must be installed to reduce the risk of loss due to fire.
	M
	 
	 
	 

	K 1.14
	The Data Center must be physically secured – restricted access to the site to personnel with controls such as biometric, badge, and others security solutions.  Policies for granting access must be in place and followed.  Access shall only be granted to those with a need to perform tasks in the Data Center.
	M
	 
	 
	 

	K 1.15
	The Vendor must monitor the application and all servers.
	M
	 
	 
	 

	K 1.16
	The Vendor shall manage the databases and services on all servers located at the Vendor’s facility.
	M
	 
	 
	 

	K 1.17
	The Vendor shall install and update all server patches, updates, and other utilities within sixty (60) days of release from the manufacturer.
	M
	 
	 
	 

	K 1.18
	The Vendor shall monitor System, security, and application logs.
	M
	 
	 
	 

	K 1.19
	The Vendor shall manage the sharing of data resources.
	M
	 
	 
	 

	K 1.20
	The Vendor shall manage daily backups, off-site data storage, and restore operations.
	M
	 
	 
	 

	K 1.21
	The Vendor shall monitor physical hardware.
	M
	 
	 
	 

	K 1.22
	The Vendor shall immediately report any breach in security to the State of New Hampshire.
	M
	 
	 
	 

	DISASTER RECOVERY

	K 2.1
	The Vendor shall conform to adequate disaster recovery procedures as approved by the State of New Hampshire.
	M
	 
	 
	 

	K 2.2
	The Vendor shall have documented disaster recovery plans that address the recovery of lost State data as well as their own.  Systems shall be architected to meet the defined recovery needs.
	M
	 
	 
	 

	K 2.3
	The disaster recovery plan shall identify appropriate methods for procuring additional hardware in the event of a component failure.  In most instances, systems shall offer a level of redundancy so the loss of a drive or power supply will not be sufficient to terminate services however, these failed components will have to be replaced.
	M
	 
	 
	 

	K 2.4
	The Vendor shall adhere to a defined and documented back-up schedule and procedure. 
	M
	 
	 
	 

	K 2.5
	Back-up copies of data are made for the purpose of facilitating a restore of the data in the event of data loss or System failure.
	M
	 
	 
	 

	K 2.6
	Scheduled backups of all servers must be completed regularly.  At a minimum, Bluehost servers shall be backed up nightly, with one (1) daily, one (1) weekly, and one (1) monthly backup stored in a secure location to assure data recovery in the event of disaster.
	M
	 
	 
	 

	K 2.7
	The minimum acceptable frequency is differential backup daily, and complete backup weekly.
	M
	 
	 
	 

	K 2.8
	Tapes or other back-up media tapes must be securely transferred from the site to another secure location to avoid complete data loss with the loss of a facility.
	M
	 
	 
	 

	K 2.9
	If the State data is personally identifiable, the data must be encrypted in the operation environment and on the backup tapes.
	M
	 
	 
	 

	K 2.10
	Data recovery – In the event that recovery back to the last backup is not sufficient to recover State Data, the Vendor shall employ the use of database logs in addition to backup media in the restoration of the database(s) to afford a much closer to real-time recovery.  To do this, logs must be moved off the volume containing the database with a frequency to match the business needs.
	M
	
	 
	 

	NETWORK ARCHITECTURE

	K 3.1
	The Vendor must operate the hosting Services on a network offering adequate performance to meet the business requirements for the State application.  For the purpose of this RFP, adequate performance is defined as ninety-nine percent (99.0%) uptime, exclusive of the regularly scheduled maintenance window.
	M
	 
	 
	 

	K 3.2
	The Vendor shall provide network redundancy deemed adequate by the State by assuring redundant connections provided by multiple Internet Vendors, so a failure of one (1) Internet connection will not interrupt access to the State’s application. 
	M
	 
	 
	 

	K 3.3
	Where redundant connections are not provided, then the Internet Vendor who provides the Internet service to the Vendor must have their service supplied by a provider(s) that has multiple feeds to ensure a failure in one (1) of the larger carriers will not cause a failure of the State’s Service.
	M
	 
	 
	 

	K 3.4
	The Vendor’s network architecture must include redundancy of routers and switches in the Data Center.
	M
	 
	 
	 

	K 3.5
	Remote access shall be customized to the State’s business application.  In instances where the State requires access to the application or server -resources not in the DMZ, the Vendor shall provide remote desktop connection to the server through secure protocols such as a Virtual Private Network (VPN).
	N/A
	 
	 
	 

	HOSTING SECURITY

	K 4.1
	The Vendor shall employ security measures ensuring the State’s application and data is protected.
	M
	 
	 
	 

	K 4.2
	If the State data is hosted on multiple servers, data exchanges between and among servers must be encrypted. 
	M
	 
	 
	 

	K 4.3
	All servers and devices must have currently-supported and hardened operating systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-malware utilities.  The environment, as a whole, shall have aggressive intrusion-detection and firewall protection.
	M
	 
	 
	 

	K 4.4
	All components of the infrastructure shall be reviewed and tested to ensure they protect the State’s hardware, software, and its related data assets.  Tests shall focus on the technical, administrative and physical security controls that have been designed into the System architecture in order to provide confidentiality, integrity and availability.
	M
	 
	 
	 

	K 4.5
	In the development or maintenance of any code, the Vendor shall ensure the Software is independently verified and validated using a methodology determined appropriate by the State.  All software and hardware shall be free of malicious code.
	M
	 
	 
	 

	K 4.6
	The Vendor shall notify the State’s Project Manager of any security breaches within two (2) hours of the time the Vendor learns of their occurrence.
	M
	 
	 
	 

	K 4.7
	The Vendor shall ensure its complete cooperation with the State’s Chief Information Officer in the detection of any security vulnerability of the Vendor’ hosting infrastructure and/or the application.
	M
	 
	 
	 

	K 4.8
	The Vendor shall be solely liable for costs associated with any breach of State data housed at their location(s) including but not limited to notification and any damages assessed by the courts.
	M
	 
	 
	 

	K 4.9
	The Vendor shall authorize the State to perform scheduled and random security audits, including vulnerability assessments, of the Vendor’ hosting infrastructure and/or the application upon request.
	M
	 
	 
	 

	K 4.10
	The Vendor shall provide fire detection and suppression system, physical security of and infrastructure security of the proposed hosting facility.  The environmental support equipment of the Vendor website hosting facility: power conditioning; HVAC; UPS; generator must be acceptable to the State.
	M
	 
	 
	 

	SERVICE LEVEL AGREEMENT

	K 5.1
	The Vendor’s System support and maintenance shall commence upon the Effective Date and extend through the end of the Contract term, and any extensions thereof.
	M
	 
	 
	 

	K 5.2
	The Vendor shall maintain the hardware and Software in accordance with the Specifications, terms, and requirements of the Contract, including providing, upgrades and fixes as required.
	M
	 
	 
	 

	K 5.3
	The Vendor shall repair or replace the hardware or Software, or any portion thereof, so the System operates in accordance with the Specifications, terms, and requirements of the Contract.
	M
	 
	 
	 

	K 5.4
	The State shall have unlimited access, via phone or Email, to the Vendor technical support staff between the hours of 8:30am to 5:00pm- Monday thru Friday EST.
	M
	 
	 
	 

	K 5.5
	The Vendor's response time for support shall conform to the specific deficiency class as described as follows:
Class A Deficiency - Software - Critical, does not allow System to operate, no work around, demands immediate action; Written Documentation - missing significant portions of information or unintelligible to the State; Non Software - Services were inadequate and require re-performance of the Service.
Class B Deficiency - Software - important, does not stop operation and/or there is a work around and user can perform tasks; Written Documentation - portions of information are missing but not enough to make the document unintelligible; Non Software - Services were deficient, require reworking, but do not require re-performance of the Service.
Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on System, low priority and/or user can use System; Written Documentation - minimal changes required and of minor editing nature; Non Software - Services require only minor reworking and do not require re-performance of the Service.
	M
	 
	 
	 

	K 5.6
	As part of the Software maintenance agreement, ongoing software maintenance and support issues, shall be responded to according to the following:
a. Class A Deficiencies - The Vendor shall have available to the State on-call telephone assistance, with issue tracking available to the State, eight (8) hours per day and five (5) days a week with an email/telephone response within two (2) hours of request; or the Vendor shall provide support on-site or with remote diagnostic Services, within four (4) business hours of a request;
b. Class B & C Deficiencies –The State shall notify the Vendor of such Deficiencies during regular business hours and the Vendor shall respond back within four (4) hours of notification of planned corrective action; the Vendor shall repair or replace Software, and provide maintenance of the Software in accordance with the Specifications, Terms and Requirements of the Contract.
	M
	 
	 
	 

	K 5.7
	The hosting server for the State shall be available twenty-four (24) hours a day, seven (7) days a week except for during scheduled maintenance.
	M
	 
	 
	 

	K 5.8
	The Vendor will guide the State with possible solutions to resolve issues to maintain a fully functioning, hosted System.
	M
	 
	 
	 

	K 5.9
	A regularly scheduled maintenance window shall be identified (such as weekly, monthly, or quarterly) at which time all relevant server patches and application upgrades shall be applied.
	M
	 
	 
	 

	K 5.10
	The Vendor response time for support shall conform to the specific deficiency class as described in Appendix K – Section  H5.5a.
	M
	 
	 
	 

	K 5.12
	The Vendor will give two (2) business day’s prior notification to the State’s Project Manager of all changes/updates and provide the State with the training due to the upgrades and changes.
	M
	 
	 
	 

	K 5.13
	The Vendor shall guarantee ninety-nine percent (99.0%) uptime, exclusive of the regularly scheduled maintenance window.
	M
	 
	 
	 

	K 5.14
	If the Vendor is unable to meet the ninety-nine (99.0%) uptime requirement, the Vendor shall credit the State’s account in an amount based upon the following formula: (Total Contract Item Price/365) x Number of Days Contract Item Not Provided.  The State must request this credit in writing.
	M
	 
	 
	 

	K 5.15
	The Vendor shall use a change management policy for notification and tracking of change requests as well as critical outages.
	M
	 
	 
	 

	K 5.16
	A critical outage will be designated when a business function cannot be met by a nonperforming application and there is no work around to the problem.
	M
	 
	 
	 

	K 5.17
	All hardware and software components of the Vendor’s hosting infrastructure shall be fully supported by their respective manufacturers at all times.  All critical patches for operating systems, databases, web services, etc., shall be applied within sixty (60) days of release by their respective manufacturers.
	M
	 
	 
	 

	K 5.18
	The Vendor shall maintain a record of the activities related to repair or maintenance activities performed for the State and shall report quarterly on the following: Server up-time; all change requests implemented, including operating system patches; all critical outages reported including actual issue and resolution; and number of deficiencies reported by class with initial response time as well as time to close.
	M
	 
	 
	 

	K 5.19
	The Vendor shall provide the State with a personal secure FTP site to be used by the State for uploading and downloading files.
	M
	 
	 
	 

	APPLICATION REQUIREMENTS

	TECHNICAL

	T -4
	The Solution must use Graphical User Interface Technologies.
	M
	 
	 
	 

	T -6
	The Solution must support this client - Microsoft Win7, Office Professional Version 2010, and Internet Explorer 8.
	M
	 
	 
	 

	T-7
	The Solution must use a version control system for code management.
	M
	 
	 
	 

	T-8
	The Solution must not require JAVA.
	M
	 
	 
	 

	APPLICATION SECURITY

	S-1
	Verify the identity or authenticate all system client applications before allowing use of the system to prevent access to inappropriate or confidential data or services.
	M
	 
	 
	 

	S-2
	Verify the identity or authenticate all of the system’s human users, before allowing them to use its capabilities, to prevent access to inappropriate or confidential data or services.
	M
	 
	 
	 

	S-3
	Enforce unique user names.
	M
	 
	 
	 

	S-4
	Enforce complex passwords for Administrator Accounts of ten characters or more in accordance with DoIT’s statewide User Account and Password Policy.
	M
	 
	 
	 

	S-5
	Enforce the use of complex passwords for general users using capital letters, numbers, and special characters in accordance with DoIT’s statewide User Account and Password Policy.
	M
	 
	 
	 

	S-6
	Encrypt passwords in transmission and at rest within the database.
	M
	 
	 
	 

	S-7
	Expire passwords after 90 Days.
	M
	 
	 
	 

	S-8
	Authenticate users and client applications to prevent access to inappropriate or confidential data or services.
	M
	 
	 
	 

	S-9
	Provide ability to limit the number of people that can grant or change authorizations.
	M
	 
	 
	 

	S-10
	Establish ability to enforce session timeouts during periods of inactivity.
	M
	 
	 
	 

	S-11
	Ensure application has been tested and hardened to prevent critical application security flaws.  (At a minimum, the application shall be tested against all flaws outlined in the Open Web Application Security Project (OWASP) Top Ten (http://www.owasp.org/index.php/OWASP_Top_Ten_Project)).
	M
	 
	 
	 

	S-12
	The application shall not store authentication credentials or sensitive Data in its code.
	M
	 
	 
	 

	S-13
	Audit all attempted accesses that fail identification, authentication, and authorization requirements.
	M
	 
	 
	 

	S-14
	The application shall log all activities to a central server to prevent parties to application transactions from denying that they have taken place.  The logs must be kept for three (3) years.
	M
	 
	 
	 

	S-15
	The application must allow a user to explicitly terminate a session.  No remnants of the prior session should then remain.
	M
	 
	 
	 

	S-16
	Use only the Software and System Services designed for use.
	M
	 
	 
	 

	S-17
	The application Data shall be protected from unauthorized use when at rest.
	M
	 
	 
	 

	S-18
	Keep any sensitive Data or communications private from unauthorized individuals and programs.
	M
	 
	 
	 

	S-19
	Subsequent application enhancements or upgrades shall not remove or degrade security requirements.
	M
	 
	 
	 

	S-20
	Create change management documentation and procedures.
	M
	 
	 
	 



Vendor Initials __________
Date __________

