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Current Environment



Source:  Department of Homeland Security
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THREATS:  Anything which has the potential to do harm
Top threats continue to be Malware and Hacking to:

disrupt computer operations
capture sensitive information
gain access to computer systems

Malware (malicious software) is a general term that refers to a variety
hostile, intrusive, or annoying software.  It includes viruses, worms, 
spyware, adware, and is commonly served through phishing emails 
and untrustworthy websites. 
Hacking - subverting computer security for malicious purposes.  Long-
term targeted hacking attacks are called Advanced Persistent Threats
Insiders also a concern: Employees/contractors; accidental/intentional

Top Threats
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Top Vulnerabilities



8

Top Threat Agents - WHO

Source:  Verizon 2012 Data Breach Investigations Report
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Top Targets - WHAT

Source:  Verizon 2012 Data Breach Investigations Report
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Data Breach Summary - HOW

Source:  Verizon 2012 Data Breach Investigations Report
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Summary
Guiding Principles:

Follow best practices

Use standard products and controls

Share information - dissemination and reporting

Promote good user computing practices

Cultivate partnerships - EM, LE, IT, Business

Prepare for incident response 

Integrate security into operations 



Questions
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